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Who are we? AN ZIZN

SYSTEM SAFETY AND DIGITAL ENGINEERING
il @\\\
The company /e

Specialization

v' Spanish SME - Founded in 2019 — ESA BIC Madrid

_ v' Complex electronics
v' Team of 30 system /RAMS /MBSE engineers \y@ v Safety Critical Systems

v" Autonomous & software
defined systems
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System, safety and
reliability experts

= Digitalization of
systems engineering

v’ Specialization in complying v Development and extension of
with the highest quality model-based software tools for
standards for safety/availability digitalization of the system &
critical missions safety engineering process
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https://www.anzenengineering.com/sectors/
https://www.anzenengineering.com/
https://www.anzenengineering.com/innovation/

ESA Business Incubation Centre AN ZI=N

SYSTEM SAFETY AND DIGITAL ENGINEERING

Network of incubators supporting tech & space start-ups in Europe

Partnership between ESA and local institutions to
support entrepreneurship

Initial grant and commercial and technical
assistance to launch the company

Focus on technology transfer from space to other
sectors (spin-off) and from other sectors to space
(spin-in)

Anzen joined ESA-BIC Madrid in 2019 with the
mission of improving safety & reliability
engineering in the space and advanced air mobility
sectors
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=] Qutline A1 TC A

Digital engineering for complex systems

- Introduction to digital engineering
« The systems engineering process
 Framework and tools

- Safety and dependability analysis
«  Wrap-up and future work

Mission and
system % Integration
conceptual and tests
design %, Q&“

Detailed design Implementation
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The systems engineering process | A 1T | C A

Digital engineering for complex systems

Use of digital tools to support the systems engineering process

Mission
@ concept
(e
System
@ design

RN

_44.

N

Q\’é
N
o

/ Model Based Safety \

Analysis

v Interoperability
v' Centralized source of
information
v' Semi-automated analysis

k and documentation )

Sub-system /

! ! components
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Framework and tools AT TCA

o ) ) Digital engineering for complex systems
Use of digital tools to support the systems engineering process

@ IBM - O CAMEO J’i Mathworks
RHAPSODY _CAPELLA ¥ Systems Modeler SystemComposer
Model Based\ / /
Systems Engineering (MBSE)
IBM
@ @ DOORS /

Digital

W
Model Based S . . QY
N
G \_ ¢
o;, ‘
O Mathworks
Simscape ‘bi
@ < SIEMENS /
Q> TEAMCENTER e
- Mathworks
-4+ O Simulink
¥ &"
SIEMENS

WZ POLARION

ot <,
@ Y ANSYS
~ SCADE
— ‘bi Mathworks
RequirementsToolbox
&2 windchill

/-\ |\' -/ |: N ANZEN PUBLIC Cesa

business incubation cen tre - rarid




Framework and tools

Model Based Safety Analysis
ATICA Framework

ATICA
@mbsa

AT ITCA

Digital engineering for complex systems

ATICA
@fdir

Digital
Twin

ATICA @rpf
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ATICA Model Based Safety Analysis | A 1 | C A

Digital engineering for complex systems

~

Safety & Reliability
Analysis Backends @é\

4 Requirements ) 4 Model Based Systems
. Engineering
) 4
; A
@ ‘»’_ ))-\ — @
DOORS POLARION TEAM [ ] -
\ CENTER JAMA CAPELLA CAMEO RHAPSODY
? L 4 t
- = |
prospect -\ I
............. : _ |
/ Product Lifecycle \ AticadCapella | A e
Management :
rospect
3 » oo . PP o }i
> Vo S
WIND TEAM
\ CHILL CENTER /

/ Model Based Design and \
Simulation

SCADE

SIMULINK I\
L D
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Outline

O —
O —

- Introduction to digital engineering

AT ITCA

Digital engineering for complex systems

.« Safety and dependability analysis )
 Model-based systems engineering and RAMS
« Systems analysis

\_ » Logical and physical architectures )

- Wrap-up and future work

Continuous Verification Model Refinement

Mission
Requirements

System
Requirements

ob'} Operations
~
A

a‘&

d,o"

Assembly
Integration and Test

Functional
Validation

Subsystem
Functional Design
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MBSE & RAMS framework

System
Operators

System

Equipment

integrator

manufacturer

Requirement
management

Stakeholder
needs

Functional
requirements

System
requirements

Implementation

requirements

V&V
requirements

Model-based

systems engineering

(Arcadia)

Operational
analysis

Systems
analysis

Logical
architectures

Physical
architecture

Design and
simulation

\

/

R I Ay

AT ITCA

Digital engineering for complex systems

Model-based
safety analysis
(Atica)

a N\
Feared Events

Analysis

-
Functional

Hazard Analysis
. J

ECSS-Q-ST-40C Rev.
15 February 20

EUROPEAN COOPERATION

FOR SPACE STANDARDIZATION

Space product
assurance

1
17

Safety

( ™)
Fault Tree Analysis,

FMEA / FMECA
\. J

Reliability
Prediction

Tailored to ECSS,
INCOSE, etc.

ECSS-Q-ST-30C Rev.1
15 February 2017

EUROPEAN COOPERATION

FOR SPACE STANDARDIZATION

Space product
assurance

Dependability
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Implementation in Capella AT ICA
FM EA & F M ES Digital engineering for complex systems

% Project Explorer &2 <"=|==> 8§ =08 s [SAB] Structure & [PAB] Structure 22 B New Failure Modes and Effects Summary = B
= any string, 7 = any character, \ = escape for literals: *?\ | BrEv|flBrwv|lmta-BRE~| R GL| 100% \’|| = <> Palette
v 5 test_plugin A hTeaeaD-Xrt-
|¥] .project = Node Components
» [ backup-2023-07-26 = Behaviour Components @
& test_plugin.afm Ll Deploy Behavior PC

v test_plugin.aird

+ ¥ Component Exchange
~ H test_plugin p g

» Ht Operational Analysis ] pcoUy » Blin Flow Port
» B System Analysis =l Manage Behavior PCs Deployment
» B Logical Architecture + ® Behavior PCs
- ical Architecture 4l Power distribution » ® Deployed PCs
> % MBSA Package |« + ® Component Exchanges / Delegations
k yslca_l o Provide power = Functions
= Capabilities supply
& Interfaces w = Accelerators
& Data = Common
~ B Structure L = ATICA_MBSA 4
£El Physical System : Physical System “ . + Failure Mode
v iF] %B‘;E'SY;TSEU » . All Allocated Failure Modes

#8 Power distribution : Power distribution
A5 [Component Realization] to Logical System

£F] PCDU
> &8 Power distribution s= [SAB] Structure & [PAB] Structure B New Failure Modes and Effects Summary &
s [PAB] Structure
85 [Logical Architecture Realization] to Logid summary Affects Function Modes Affects Component Port  Failure Effect Failure rate (1/h)
& New Failure Modes and Effects Summary r El Power distribution
> < [Failure Mode] [Provide power supply] 1 Power_output false 0.0
< [Failure Mode] [Provide power supply] 1 Power_output false 0.0
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Implementation in Capella A1 TCA

Digital engineering for complex systems
v' Extended system model: logical architecture + failure specifications

) Failure
v" Fault Tree Analysis :
y propagation
. 1Device.is aliv
Failure of one OBC.PM & one RTU.Board e model

= = e o Em Em o Em Em o Em Em EE EE Em Em Em Em Em I o
' !
I [ I I I ]
l fault cfg 5 fault_cfg 4 I fault_cfg 3 fault_cfy 2 fault_cfg 1
I P . I o S S
' I P =2.50e-13
I [ ] [ ] | [ ] [ ] [ ]
I [ | [ ] I [ ] [ ] [ ]
I OBC.PM_RED fault BRTU.Board]l .fault |‘ OBC.PM_NOM fault BRTU.Board? . fault I OBC.PM_NOM fault OBC.PM_RED fault PowerGen 1.fault PowerGen2.fault RTU.Board] .fault RTU.Board? fault |‘
1| E4 | | E7 | | E3 | E8 | E3 | E4 | E5 | E6 | E7 || E8 |

R R R R I R R R R Ry R
I P =5.00e-07 P =1.00e-06 P =5.00e-07 P =1.00e-06 I P =5.00e-07 P =5.00e-07 P = 3.00e-07 P = 3.00e-07 P =1.00e-0& P =1.00e-0o
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Adaptation to ESA

SysML Solution

AT ITCA

Digital engineering for complex systems

- . =
. 9 Dependability profile
ESA SysML solution 02. Sol Bpecification ¥ e "
<%= A ATICA
e I‘ Model-based
«sterectypes 2 astereotypes safety &
Capability +failreConditions +capabilites | FailureCondition -
[Assocetion, Class. UseCase]  [p - 1 [Clsss] dependablllty
sreakzingFunctionaFakures |- profile
TR = 03. Functional Design
— +realcedFailreCondiions
«sterectypes l «stereatypes " T
Functional Scenario +involvedinFunctionalScenarios Function +functonalFadures +affectedFunction % pe‘:
g Functional Failure
[Behavior] - [Class] [o.* 1 [Class]
+aliocated ToProduct | 0.1 R e
|
04.|Physical Design
+realizedFunctonafFailures |
+allocatedFunctions «sterectypes
5 tersotypes P Failure Mode
Product +failreModes +affectedProduct {Class)
[Chss] p“- 1
=3 — fundacion pus «
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Implementation in Cameo

Requirement diagram

af equirements
Communication between ground stations

arequirements
Spacecraft control from ground

Id="2"
Text = "A ground station shall be able to communicate with other
ground stations"

Id = "5"
Text = “The ground station shall be able to command manoeuvres
on the spacecrat from ground”

|l I ~

N

arequirements
Manoeuvre command

Comm

Id="1"

spacecraft”

Text = "The ground station shall be able to communicate with the

Id="6"

Text = "The ground station shall provide an
interface to manually set the target of the
manoeuvre"

«block» «block»
Spacecraft Ground station
e
Behavior diagrams . -
_ Use Case ?‘;;E::a:tﬁigf- q manoeuvre
- Activity diagrams Estimate SC
- Sequence il
diagrams

Communicate
with other
ground stations

Other ground stations

G?lSS service

State machine

WAITING
When Rx is
av ailable

AT ITCA

Digital engineering for complex systems

IDLE

~|User request or
failure

Rx not av ailable |
-

ACTIVE

‘ LISTENING

PROCESSING | TRANSMITTING |

\

J

@

\_

~

Support to RAMS analysis

* Feared Events Analysis
Functional Hazard Analysis

J

AN ZI=N

Ground operator
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Implementation in Cameo

AT ITCA

Digital engineering for complex systems

Cameo Systems Modeler 2022x - test_atica.mdzip [fhome/pablo/Workspace/cameo_lessons_test/]

E;Ei Ei|e| Edit Wiew Layout Diagrams Options Tools Analyze Collaborate 3IDEXPERIENCE Window Help \/ C stom ed X
¢ [ New Project... Ctri+ShiftN 3 create Diagram 5 bﬂttonslz
ES Open Project... Ctrl-0
L i \ 4
E5 Save Project Cirl-S fodel My diagram x| Yy N 14 F B
& save Project As... % dlih - 5 T - £Q 4"\' i
E =5 i : - | a
~ 5 Close Project ion package ATICA MBSA[ [&] My diagram | |
[ 5 close All Projects . ao T
oy yeptngielyehthyc sy S ———— -
::‘ ATICA: import failure specification : ---------------------------------------------------------------------------- ~
"""""""""""""" . ¥ T / «ATICA» N
Open Element from URL == { failurelmplementation :
Use Project » mman H attributes :
. 1 : feature : String [0..1]
Import Fram b iss Diagram : _fa_llurEDe_pen_deEy_ _ | effect - String [0..1] :
Export To b ass vi 1 :
| Share Packages... _— = : :
Save as lmage... e Case Diagram : :
. ckage Diagram : 1
[ Print. . ctrl-p \ H
: ; /
& Print Preuieﬂ JECt Dlagram ___________________________________________________________________________ -7
B, Print Options... mponent Diagram
loyrment Diagram 1
Project Properties Fym 2 \/ NeW ObJECt
mposite Structure Diagram 1
E[y Switch Projects tion Fl Ste r‘i:eotypeS Wl%h
armation Flows
custom properties
= . .
B 1 test atica.mdzip sfile Diagram p p |
-
£ 2 cameo lessons testl.mdzip —
= = -~ [*]
Exit
hewuy (= ] Q‘lﬂﬂ% - l@l G | o
- - PP
fundacion pus e
i - ! ANZEN PUBLIC @esa = 15
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From models to formal specification

@,

l PsSU

‘\\\

Sensor

[ powerOut B > InBus

OutBus > —4@OutBus

N/

[N e T -« BN I Ry R N W N Y R

o

[y

mySystem.slim | + |

J
S

system implementation myModel.Imp
subcomponents

Sensor: system Sensor.Imp;

PSU: system PSU.Imp;
connections

port Sensor.0OutBus -» OutBus;
end myModel.Imp;

system implementation Battery.Imp
end Battery.Imp;

®

o8

—

+

AT ITCA

Digital engineering for complex systems

Model parser:
SysML (System Composer)
to SLIM/AADL (TASTE/COMPASYS)

Analysis backends

FMEA

Reliability Block Diagrams (RBD)
Fault tree analysis (COMPASS)
Model checking (COMPASYS)

AN ZI=N
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From models to formal specification

Modelling viewpoint

Initial 1

[not has_power_inand

(=1 low_single
[nothas_power_inand ide_powe

[s) full not double_consumpti... $§:§:¢qﬁw batrtEfY

do/ Provide_power —

[not

ldouble_consumptiona...

N

[has_power_inor
zero_consumption] /
Provide_power

[=)low double |

do/ Provide_power
do/Warn_low_battery

zero_consumption] S Empty ‘

[not

zero_consumption]

Transitionk.

specification

Guard {
Effects {
Triggers {

Properties

(State Transition)

Editing of the properties of a State Transition

capella _Management| Description| Extensions|
Name:  [Full reset )
Summary: ]
Guard : has_power_in or zero_consumption 7 )
Effects : [Battery::Provide power ] X
State Transition Realizations : [<undefined> ) X
Triggers : T | Pa W

® Cancel Finish

AADL/SLIM file

system implementation Battery.Imp

ctates
full:

AT ITCA

Digital engineering for complex systems

initial state;

low_single: state;

Empty: state;
low double: state;

transitions

Transition condition specification
[ trigger when guard then effect |

/Full

-[ when not has_power_in and not double \
then has_power out := true; low := t

low single -[ when not zero consumption
then ]-> Empty;

full -[ when has _power in or zero_consumptic
then has power out := true ]-> full;

full -[ when not has_power_in and double cor
then has power out := ftrue; low := t

end Battery.Imp;

Implemented features:

v' Mode/state declaration

v' Mode/state transition

v' Mode/state transition criteria (guard) and effects

AN ZI=N

ANZEN PUBLIC
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=] Qutline A1 TC A

Digital engineering for complex systems

- Introduction to digital engineering
. Safety and dependability analysis
[ - Wrap-up and future work ]

Download Functional Hazard Analysis (Failure Conditions)
Tr— T e T —

ATICA4Capella

is a model based safety analysis
(MBSA) plugin that extends functionalities
and allows to perform safety and reliability analysis

directly from the system models.

AN ZI|=N ANZEN PUEBLC Cesa  wmm@



Wrap-up and future work A1 TCA

Digital engineering for complex systems

Key takeaways
v ATICA is a model-based safety and dependability analysis framework

v ATICA could be adapted to multiple MBSE frameworks and modeling
methodologies

ATICA simplifies the job of systems and software
architects by providing a consistent framework
covering from conceptual design up to
hardware & software implementation

/.\ |\' -/_ 'E N ANZEN PUBLIC



Wrap-up and future work AT TCA

Digital engineering for complex systems

Future work

v Consolidate the framework and extend its functionalities towards
software engineering
v Hardware and Software Integration Analysis (HSIA)
v System correctness (model checking and formal analysis)
v Dynamic and autonomous systems (FDIR)

/'\ N / l- N ANZEN PUBLIC @Qsa uni o 0
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SYSTEM SAFETY AND DIGITAL ENGINEERING

@® Pablo Lopez Negro @ Maria Alonso Lopez
@) Head of Innovation @ PA&RAMS Lead

pablolopez mariaalonso
@anzenengineering.com @anzenengineering.com
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Backup slides
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_Model-Based Systems Engineering | A1 | CC A

+. Digital engineering for complex systems
_- CAPELLA / ARCADIA - MBSE Framework

Operational Analysis
What the users of

-:%D the system need to <: tailori ng
= accomplish
B v
g Functional & . . .
H Non Functional Need ECSS-E-ST-10C Revl - System Engineering General Requirements
What the system has to
accomplish for the users
- Techrical Plans B
Syalem Engnearing Toda and Modds
c Logical Architecture . =
ﬁ’f How the system will work
o to fulfill expectations |
g P ( ) 7
z E Syetom Aralyis B
i Physical Architecture
& How the system will be
developed and built
il
u:
g
é
Asguiramants tdosign |
- Verfication
aild
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Model-Based Systems Engineering | AT | CC A

] Digital engineering for complex systems
Adaptation to MBSE frameworks

tailoring Mathworks
l SystemComposer (SysML)
. . . », Stakeholder 00 'EE:_;'—“——‘;— o z‘
ECSS-E-ST-10C Revl — System Engineering General Requirements |:> S Needs — =
v : = WHAT 01
» Functional 01 , = Functional
T =) (B et {1 U Hromcoars
B Syaem Engineering Tods and Medds
Integrad on and Control . i l IE:_—;" L B2 A 2 e e o :
| : : i ! :> . System ] H = Logilcal WHO 02
E f \ g Reqwrements i £33 Architecture
i
g E :
£ System Analyss g l iz;;gﬂ:-_—;.:_;::: FEaRt o i
sty (] WHERE 03
:> Hardware 03| |- = Physical
1 i Requirements > === Architecture
Culgtermer inpul Engnesring ‘
Rewiiranent Engneering =
3 \- =/
5
2
:
Requi-aments wosgn |
Wer ficaii on
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Model-Based Systems Engineering

Adaptation to MBSE frameworks

Software architecture

CAMEO

«blocks
CAMEQ SYSTEM S MODELER

)

System-Safety metamodel

AT ITCA

Digital engineering for complex systems

Metamodel extensions

«sterectypas +realzedhs s nObjectives

MissionScenario [
[Behavier]

ablocks

ESA Sys ML profile

01. Mission Specification

«steredtypes
" Obije cti

+realizedBy FunctionalScenarios

[UseCase]

+realzedBy Cspabilties |~

Analysis Plugins

ablocks
Dependability analysis plugin

ablocks «blocks
Document generation plugin

Simulation plugin

€

Analysis Ba¢ckends

«blocks
ATICA

«blocks
ATICA API ‘\

w«blocks

FTA backend

«blocks
Simulink

02. Sol Bpecification

asterectypes
Capability

+faikreConditions

]

Dependability profile

A

«stereotypes
+capabilites | FailureCondition
1 [Clsss]

[Associstion, Class, UseCase] 0.~

+reslizes MssionScenarios

«sterectypes
Functional Scenario

03. Functional Design

«stereoty pes

[Behavior]

+involvedinFunctionalScenarios Function

[Csss)

+reakzingFunctionalFaiures |*

+realizedFailreCondtions

Failure

+aliocatedToProduct 0.1

[ |

+allocatedFunctions | *

04./Physical Design

«stersotypes
Product
[Class]

? [Class]

+realizingFailureModes | *

+reslizedFunctonafFailures |

«sterectypes
Failure Mode

(Clss]

Model-based
safety & dependability profile

AN ZI=N
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Implementation in Capella

& *Project Explorer &2 4 BES § =0

* = any string, 7 = any character, \ = escape for literz

~ = test MBSA
= .project
[ test MBSA.afm
v [ *test MBSA.aird
v & test MBSA
> B Operational Analysis
~ 1 System Analysis
v 4 MBSA Package

*2 test_MBSA & *[SAB] Structure = B *New System FHA
D%"'E&.&E'|Q{§h||ﬂi"ﬁvlf._l i [ . I|_

= *Mew System Functions - Failure Conditions

AT ITCA

Digital engineering for complex systems

= B
|

X Properties

(Failure Condition)

\ 4

Editing of the properties of a Failure Condition

Capella | ATICA_MBSA Managemenﬂ Description} E)Ctensions}

Affected Functions and Modes

Affects Function: ‘ ﬁystem:unct'on 1

| [-] %]

Modes :

<undefined >

| [-] %]

a

4 Failure Condition 1
» [ System Functions
= Capabilities
= Interfaces
» & Data
» & Structure
= Missions
Ry [Operational Analysis Realization] -
B New System FHA
& New System Functions - Failure Cor
» B Logical Architecture
> B Physical Architecture
> B EPBS Architecture
» = Representations per category
» =] platform:fresource/test MBSA/test MBS#
=] test_MBSA.capella

Failure Condition

Failure Type

@ Totalloss () Partialloss () Malfunction

Effect:

G0 System Function 1 Effect on system function 1

Severity
R ® Castastrophic () Hazardous

O Major O Minor

Assumptions

(O NoSafetyEffect

= Common

= ATICA_MBSA
% Failure Condition

AN ZI=N
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