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& EUMETSAT-Whowe are

www.eumetsat.int

« EUMETSATIsthe Europeanoperationalsatelliteagencyfor
monitoringweather, climateandthe environment.

* Intergovernmentalorganization,foundedin1986.
* 30memberstates. e 4 GEOsatellites (3MSG &1MTG)

@ © © X

e 6LEOsatellites(2Metop,253,156,1Jason)
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& CheckingEUMETSATSW

www.eumetsat.int

 TheTSSdepartmentprovides supporttothe whole organisation.
* WithinTSS,the SWQAteam checksall EUMETSATSW.

* Three SWaspectsareevaluated:
* | Source code quality

« | Security/vulnerabilities

* | IPR/licensingaspects

sonarqube\\\
revenera | SCA

 SWchecksare performed:

 (Beforereceivingthe SW,reportsarerequestedtocontractors)

* ForincomingSW,theSWchecksareinitiatedatthe Incominginspectiontime,
andtheresultsare consideredforthe Acceptance.

« Foroutgoing SW(ifnotpreviouslychecked), beforethedistribution.
* Forinternaldevelopment,continuous SWchecksusingCl pipelines.
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& SWDecision Gates- Source code quality

www.eumetsat.int

* Theoutputsofthesechecksare usedinDecisionGates.

* Decisiongatefor sourcecode quality:Well-knowntopic
withmaturesolutions.©

 EUMQualitymodel,basedonECSS, Failed
tailoredper SW criticalityclass. 3 condions alled

* Codingstandards,configuredinto 3 conditon(e) failed on overal code
Sona rQu be prOfI les 61.2% Coverage is less than 80.0%
* SonarQubeprovides Quality Gates 9.7%  Comments (%) s less than 10.0%

With Clea r “passed/fai led”va lu es 15 Critical Issues is greater than 0
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& SWDecision Gates - Security/Vulnerabilities

 Decisiongatefor security/vulnerabilities: Anotherwell-

knowntopic withmature solutions.©

* TheNationalVulnerabilityDatabase provides

clear CVE categories (low/medium/high/
critical) basedonnumericalscores (0to10).

Security Vulnerability Exposure

\ @ Critical .38%
@ High 12 (12.77%

® Medium 33 (35.11%

Low 2(2.13%

Nene 41 (43.62%

* Adecisiongatecanbe
createdbyjustselecting
the maximumacceptable
CVE categoryorscore.
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& SWDecisionGates-IPR/License

www.eumetsat.int

« Decision gate for IPR/licensing:Much more difficult topic, with
differentassociated risks. ®

« SomestandardsfordocumentinglPRinformation(as SPDX) buttheyare not
veryextended.

* Evenhavingclear|PRinfowillnotsolve
the problem,astheimplicationsofusing
certainlicensesare complex.

« Someinitiativespresent|PRinformation
inamore legible way (e.g. ;
or

* Expertassessmentisfrequentlyrequired.

—GPL-3.0 CLAUSES ARE CLEARLY APPLICABLE

—BUT THE LINKING EXGEPFTION CLAUSE SRYS._
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& EUMETSATapproachformanaging SWIPR/Licensing

www.eumetsat.int

* Ingeneral, EUMETSATexpectedallits SW, generated by staffor
contractors,todeclare EUMETSAT copyrightand proprietary
license.

e Thatmeans:
e EUMETSAThasfullcontrolofthe SW.

 Nouse, modificationor redistributionis
allowedwithout EUMETSATapproval. AFTER ALL WHY-

* ltisagoodandlegallysafeoptionfor
SWrunningin controlledenvironments
and (almost) neverdistributed.

JUHY SHOULD | DISTRIBUTE IT2
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€ EUMapproachforthe exceptional SWdistribution

www.eumetsat.int

The processfor distributingany EUMETSATSWis to produce aassessmentreport
ensuringthatthereareno risks for EUMETSAT.
Theidentifiedpotentialrisksare:
* Disclosure of SW may affect EUM activities.
« SWcontains vulnerabilities or disclosure of sensible information.
 Theselectedlicenseisnotfitforthe purpose.
* [PRinformationisnot clearlyindicated, orthere are IPRissues.
« SWqualityis notacceptable forthe purpose.

These assessments must be reviewedbytherequester,the SWcheck responsible,a
securityresponsible,alegalrepresentative..andapprovedbythe Directorofthe
Departmentwherethe SWhbelongsto.

ONE DOES NOT SIMPLY,

Unfortunately, withthis process, if the SW evolves o\
itwouldrequireanew assessmentfor eachversion.

Insummary,the processrequiresasignificant effort,
with lotsof peopleinvolved, potentialbottlenecks,
severaliterationsneeded..

a
DISTRIBUTE EUMETSAT SOFTWARE



& EUMETSATnewapproachforlPR

www.eumetsat.int

* Buttimesarechangingandthe needfordistributingSWisbecomingmoreand
more frequent.

* Thereisapushingtrendtowardsotherlicensingoptions:

« Anew process (faster,simpler)is
requiredforapprovingSWdistribution.

EUMETSATdistributes publictools, usedfordataaccess, withfrequentupgrades.
Training materials, specifically created for opendistribution,andencouragedtobe

redistributedand modifiedbyourusers.

ProjectsfundedbyCopernicus Programme, using Copyleftlicenses (GPL-3.0), owned

by the European Commission.

Evolutions of ESA SW, with ESA Communitylicense.
Some collaboration projects with other organlsatlons usmg open-sourcelicenses

andnotowned by EUMETSAT.
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& Streamlinedapproachfordistributingopen-source SW-1

www.eumetsat.int

 Basedontheexistingprocess,andthelessonslearnt,anew
solution/process hasbeen proposed:

* Aninitialcheckisperformedbythe SWchecksteam.
« SWisdistributedonlythroughEUMETSATsGITrepositories.

 GitLabpipelinesareconfiguredtolaunchthe SWchecks (bothSonarQubeand
ReveneraSCA)automatically.

« SWQAregularlymonitorsthe statusofthese publicrepositories, but...

 ..movingtheresponsibilitydowntothe SWresponsible (andnotinvolving
directors!).

* Trainingandsupportisprovidedtothe SWteamsonhowtoreadtheoutputs,
howtofixtheissues,andwhentoescalatetothe SWchecksteam.

» Adecisiongate, with clearcriteriaforeach potentialrisk,hasbeenagreedwith
alltherolesinvolvedinthe previousassessments(nextslide..)
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& Streamlinedapproachfordistributingopen-source SW- 2

www.eumetsat.int

 Pass/failcriteriaforeachaspect.
* SWvalueforEUM - Onlyappliestotrainingmaterial&opentools.
 Vulnerabilities=> Nocritical (9-10) or high (7-8.9) CVEscoresdetected.
« Sensibleinformation—-> No“vulnerabilities” or“securityhotspots”in Sonar.
« SWquality-> SonarQubeshowsagreenqualitygate.

 Licensefitforthepurpose - Onlyapre-approvedsetoflicensescanbeused
(MIT,Apache-2.0,GPL-3.0)

* |PRstatus—> NolPRissuesdetected:

 Fileswiththe wrong copyright,

Files withincompatible licenses,

Files with unknown copyrightorlicense,

No README or LICENSE file,

Code snippets (with confidence >threshold).
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& Pipelineexamples

www.eumetsat.int

« Asimplepipelinewiththreestagesisconfigured/addedforthese
publicrepositories.

* Preparestage:forestablishingtheenvironmentforlaunchingthe
SonarQubeandRevenerachecks.

* Launchanalysisstage:launchingbothanalysis.
 Analysisresultstage:gettingthe resultsand applyingthe pass/fail

000 000 00
Stage: prepare Stage: build Stage: deploy
© prepare ~ () analyse_ipr o (@ ipr_results <

(¥) analyse_sonarqube o () sonarqube_results )
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& PipelinelPRresults

www.eumetsat.int

* Logsshowmoreinformation,plusalinktothe Reveneratool.:

Package generalinformation

Vulnerabilities onthedetected
libraries/dependencies

IPRissues

Incompatible/unknown licenses

Listofrejectedlibraries

OtherlPRissues
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ANALYSIS RESULTS-=-==cssccssccccsscnencsnnnnnnn
Policy profile vsed: Apache 5W License Policy Profile (Reject CV5SS &6-18)
Scan Sumnary
-Files: 19
-Size: 16.468 MB
-LOC: 3561
security Vulnerability Exposure
-Critical: @
-High: 3
-Hedivm: 2
-Low: @
-None: 3
-Total: 18
License Exposure
=Pl - Strong Copyleft: | &
-P2 - Weak Copyleft: @
-P3 - Permissive: 18
-Unknown: B
-Total: 28
Inventory Review status
-Approved: 16
-Rejected: |&
- clamay-scanner 0.99.4 (GPL-2.8-only)
- policycoreutils 2.5 (G6PL-2.8-only)
- python-sssdconfig 1.16.2 (G6PL-3.0-only)
- syslog-ng 3.5.6 (GPL-2.0-or-later)
-Not reviewed: @
-Total: 28
Published Inventory Items
-Reviewed Evidence Files: 9 of 15 --> [[SSNE0S)
For further information please go to:
http://flexnet.opscloud.eusetsat, int:8888/ /codeinsight /FNCI#myprojectdetails/?id=22415tab=project Inventory



& PipelineSWqualityresults

www.eumetsat.int

* Forthe SW qualitychecks,thelogs showalinkto SonarQube:

ct
Passed New Code Overall Code
SSSSSSSS vember 15,
All conditions passed. Started 1 year ago
0 ¥ Bugs Reliability (A
s Security

O & vanerabiies A
0e — A
2h 40min o 142 & cotesmas Maintainabiity ()
~~ 81.7% - 0.4% 2
O Coverage on 2 5K Lines to Unit O Duplications on 38k Duplicated
Tests ~ Lines Blocks

* ASonarQube projectportfolioisusedto monitorthe process:

7 EI open-source-repos 116k Lines of Code, 13 Projects

Releasability Reliability Security Vulnerabilities Security Review Maintainability

A was (B} 1 month ago A has always been A A has always been A A has always been A A was (B 1 month ago
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www.eumetsat.int

* Thenewprocesshasheensuccessfullyimplementedonthe publicrepositories
(alreadyapprovedyviariskassessments)inorderto monitorthattheyremain
risk-free.

 lthasreduced considerablythetimeforapprovingthedistributionof SW.:

No need towaitfor feedbackfromthe differentroles.
Thedevelopmentteams (internalor external) have cleargoals.
Issuesareaddresseddirectlybythe dev.team with (almost) immediate feedback.

The SW checksteamcancontribute,inatemporarybranchandwithamergerequest,
directlytothe Gitrepository (file headers, README and LICENSE txtfiles, SBoM..)

Someissues canonlybe solvedbythe SWchecksteam (e.g..false positives,
components requiringmanualanalysis...) butiterations are much faster now.

* ltreducedthetimefordistributingnewversionsofalready approvedSW.0Oncea
SW packageis “risk-free’, itrequires little effort tokeep it like that.
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www.eumetsat.int
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