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Experts in Safety and Security 
Critical Software 
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Provider of Software Quality, Compliance 
Management & Testing Solutions
Static Analysis for safety and security coding standards 
compliance
Best-in-class MC/DC coverage
Source code to object code coverage

Automate compliance with standards
ECSS-E-ST-40C & EN 16602-80
ECSS-Q-ST-80C Rev 1 & EN 16602-80
NASA-NPR-7150.2D
NASA-STD-8739.8B

Tried and tested
ESA EGNOS
Euclid Mission
NASA Orion/Artemis
China’s Shenzhou VI
ISRO Human Spaceflight Program

LDRA Introduction
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Agenda

Real-time control systems & Multicore processors in a 
safety-critical environment

Aviation industry challenges for the adoption of multicore processors

Practical solutions for timing analysis and other considerations

Q&A
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Real-time 
control 

systems & 
multicore 

processors in a 
safety critical 
environment This Photo by Unknown Author is licensed 

under CC BY

https://www.freeimageslive.co.uk/free_stock_image/mobile-cpu-jpg
https://creativecommons.org/licenses/by/3.0/
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Real-time control systems
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The closed loop process must complete its execution within an allotted time.
Failure to do so will degrade system performance.

Closed loop 
process
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Hard-real time versus soft-real time
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https://www.cntraveler.com/story/how-autopilot-on-planes-works

https://techdifferences.com/difference-between-hard-and-soft-real-time-systems.htmlhttps://www.united.com/ual/en/us/fly/travel/inflight/entertainment.html

https://www.cntraveler.com/story/how-autopilot-on-planes-works
https://techdifferences.com/difference-between-hard-and-soft-real-time-systems.html
https://www.united.com/ual/en/us/fly/travel/inflight/entertainment.html
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Too many cooks 
spoil the broth
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Multicore and functional safety
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§ But multicore processors (MCPs) offer several significant benefits:
§ Performance
§ Power consumption
§ Form-factor & size
§ Availability

This Photo by Unknown Author is licensed under CC BY

§ Conventionally, single-core processors have been utilized for decades in the 
context of hard real-time aviation systems

§ However, the use of a multicore 
processor introduces the risk of 
possible interference between 
processing cores, due to shared 
resources

https://www.freeimageslive.co.uk/free_stock_image/mobile-cpu-jpg
https://creativecommons.org/licenses/by/3.0/
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Multi-tasking real-time control systems (single core)
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1 Hz task 
flowchart

10 Hz task 
flowchart

Execution time is shared so that 
these tasks each has short 

bursts of the execution time on 
a single core
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Task properties
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§ Single-core processors have been utilized for decades in the context of 
functional safety

§ In this environment it is possible* to calculate a “worst case” approximation to 
allow sufficient CPU headroom (capacity)

. 

*C. L. LIU and JAMES W. LAYLAND, 
“Scheduling Algorithms for 
Multiprogramming in a Hard Real-Time 
Environment,” Journal of the Association 
for Computing Machinery, vol. 20, no. 1, 
pp. 46-61, January 1973. 
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Multi-tasking real-time control systems (MCP)
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1 Hz task 
flowchart

10 Hz task 
flowchart

(SIMPLISTICALLY SPEAKING) 
Now we can give each of these 
tasks their own core to run on!
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Interference channels and shared memory 
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§ On a single-core processor, 
memory is dedicated to that core

§ The introduction of additional cores 
results in those resources being 
shared between them. Time-related 
delays occur as users wait for 
access

§ These interference channels cause 
the execution-time distribution to 
spread

§ Instead of a tight peak, the 
distribution of execution times 
becomes wide with a long tail
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Aviation 
industry 

challenges for 
the adoption of 

multicore 
processors
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Thoughts from the Certification Authorities Software Team 
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§ Guidance on how to address 
these issues could initially be 
found in the CAST-32A 
position paper

§ They have already been 
formalised into the 
AMC 20-193 document in 
Europe (under EASA 
jurisdiction)

§ That formalisation is 
expected to be mirrored soon 
in the US (under FAA 
jurisdiction)
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CAST-32A & AMC 20-193 recommendations: 
WCET considerations
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But there’s more to it than that…
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§ This is the Xilinx ZYNQ 
UltraScale+ MPSoC block 
diagram

§ EVERYTHING shaded on 
this diagram is a Hardware 
Shared Resource (HSR)!

§ Relatively few can be 
explicitly allocated…

ROBUST PARTITIONING IS DEAD –
WHAT NOW? (lynx.com)

https://www.lynx.com/embedded-systems-learning-center/robust-partitioning-is-dead-what-now
https://www.lynx.com/embedded-systems-learning-center/robust-partitioning-is-dead-what-now
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ECSS-E-ST-40C <5.2> Software budget (sizing and timing)  

…and the demands of ECSS-E-ST-40C are quite explicit! 
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Practical 
solutions for 

timing analysis 
and other 

considerations
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Dynamic analysis and multicore WCET
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§ The wrapper harness allows the code under test to be exercised 
repeatedly while simultaneously stressing the target device
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Stressing the target: CAST-32A & A(M)C 20-193 
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§ A test harness “wrapper” approach includes 
the flexibility to specify a preferred stressor 
mechanism – perhaps using Stress-ng

§ There are specific stressors for components 
such as 
§ CPU core operations, 
§ built-in registers, 
§ cache, 
§ ram, 
§ virtual memory… 

https://github.com/ColinIanKing/stress-ng

§ CAST-32A §MCP_Resource_3 
suggests identifying HSRs and 
mapping them to stressors

https://github.com/ColinIanKing/stress-ng
https://github.com/ColinIanKing/stress-ng
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From class/function/procedure level through to 
system test
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§ This “wrapper” principle affords the flexibility to perform 
execution time analysis from complete system behaviour, 
through a thread or process, right down to 
class/function/procedure level

§ This approach provides the 
ability to “drill in” to problem 
areas, and not just analyse 
the system as a whole
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WCET – without interference
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WCET – with interference
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WCET - interpreting the results
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§ Interference can be seen to have a detrimental effect on 
execution time

§ If WCET falls within bounds, then the interference mitigation 
is adequate

§ If not, then the resulting data provides the information 
required to further optimize the system - perhaps iteratively

Without interference With interference
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The holistic approach

Control 

Static 
analysis & 
coding 
standards

Control & 
data 
coupling

Execution 
time 
analysis -
WCET

Requirements 
traceability & 
iterative 
development

§ Measuring execution times 
addresses the primary concern

§ But that is only one piece of the 
puzzle

§ Dealing with this issue has 
implications throughout the 
development lifecycle

§ Automated tools can help 
address those implications, too
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The holistic approach

Control 

Static 
analysis & 
coding 
standards

Control & 
data 
coupling

Execution 
time 
analysis -
WCET

Requirements 
traceability & 
iterative 
development

§ Execution WCET

§ Static analysis provides focus 
for execution time analysis 

§ Control and data coupling 
analysis helps to minimize 
timing variation

§ Requirements traceability keeps 
tabs on the resulting iterative 
process
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The lessons learned from civil aviation
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The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 
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The lessons learned from civil aviation
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The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 



WCET and Critical Applications: Learning from civil aviation

The lessons learned from civil aviation
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Radiation hardening has resulted in 
slower MCP adoption in space

The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 
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The lessons learned from civil aviation
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Radiation hardening has resulted in 
slower MCP adoption in space

The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 
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The lessons learned from civil aviation
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Radiation hardening has resulted in 
slower MCP adoption in space
That provides an opportunity to learn 
from CAST-32A & A(M)C 20-193

The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 
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The lessons learned from civil aviation
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Radiation hardening has resulted in 
slower MCP adoption in space
That provides an opportunity to learn 
from CAST-32A & A(M)C 20-193
Limiting hardware interference is 
beneficial – and measuring 
performance is essential

The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 

“The GR765 architecture… 
contains design extensions to 
provide hardware support for 
isolation between mixed-
criticality applications.”
https://www.gaisler.com/index.php/products/
components/gr765

https://ldra.com/capabilities/mcp/

https://www.gaisler.com/index.php/products/components/gr765
https://www.gaisler.com/index.php/products/components/gr765
https://ldra.com/capabilities/mcp/
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The lessons learned from civil aviation
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Radiation hardening has resulted in 
slower MCP adoption in space
That provides an opportunity to learn 
from CAST-32A & A(M)C 20-193

The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 

“The GR765 architecture… 
contains design extensions to 
provide hardware support for 
isolation between mixed-
criticality applications.”
https://www.gaisler.com/index.php/products/
components/gr765

https://ldra.com/capabilities/mcp/

Limiting hardware interference is 
beneficial – and measuring 
performance is essential

https://www.gaisler.com/index.php/products/components/gr765
https://www.gaisler.com/index.php/products/components/gr765
https://ldra.com/capabilities/mcp/
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The lessons learned from civil aviation
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Radiation hardening has resulted in 
slower MCP adoption in space
That provides an opportunity to learn 
from CAST-32A & A(M)C 20-193

The MCP interference problem is not 
sector-specific – and civil aviation has 
advanced the state of the art 

The resulting iterative process impacts 
the whole development lifecycle

Limiting hardware interference is 
beneficial – and measuring 
performance is essential
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Need more information?

WCET and Critical Applications: Learning from civil aviation

info@ldra.com

LDRA Software Technology LDRA Limited @ldra_technology LDRA Tools
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mailto:info@ldra.com?subject=Wish%20to%20know%20more%20about%20TBexclude

