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1. Introduction

1.1. Purpose

The Software Design Document (SDD) provides the description of the software architectural design and
the software detailed design; also the design of the internal interfaces of ARES will be included within this
document.

The SDD therefore contains the design description of all ARES SW parts that are newly developed, as well
as descriptions for those parts dealing with an enhancement of existing SW. The design description may
also comprise screenshots for MMI dialogs or views, the detailed functionality of which is described at
[SUM].

The document has been structured according to [BSSC] (“Part C: Document Templates”).

1.2. Document Overview
Section 1 - Introduction (this section) provides the purpose, scope and this document’s overview.
Section 2 - References provides the list of reference documents.
Section 3 - Glossary provides a list of acronyms and terms used throughout this document.

Section 4 - System Overview briefly introduces the system context and design, and discusses the
background to the project.

Section 5 - Design Standards, Conventions and Procedures briefly states, and if summarises, the
software standards adopted for the architectural and the detailed design.

Section 6 - Software Top-Level Architectural Design describes the Software Top-Level Architectural
Design.

Section 7 - Software Components Detailed Design describes each software components Detailed
Design.

VERSION: 11.0 - 2020-06-02 1/54 © COPYRIGHT EUROPEAN SPACE AGENCY 2020



EGOS-GEN-ARES-SDD-1001

2. References

2.1. Applicable documents

ARES - OPERATIONAL DATA OFF-LINE ANALYSIS, CORRELATION AND REPORTING SYSTEM

Ref. Document Title Reference Issue and
Revision,
Date
[BSSC] Tailoring of ECSS Software BSSC 2005(1) 1.0
Engineering Standards for
Ground Segments in ESA
[EUD- EGOS User Desktop 3.1 — EGOS-GEN-EUD-SDD-1001 1.2
SDD] Software Desigh Document
[EDDS- | EGOS Data Dissemination EGOS-GEN-EDDS-SDD-1001 5.0
SDD] System — Software Design
Document
[EDDS- | External User Interface Control EGOS-GEN-EDDS-ICD-1001 5.0
EUICD] | Document
[AD-1] EGOS namespace conventions | Proposal for EGOS Namespace | 1.1
Convention
[AD-2] JAVA Coding Standards BSSC 2005(2) 1.0
[AD-3] ESA Ground Segment Software | Part C Document Templates BSSC | 1.0
Engineering and Management | (2002) 3
Guide
2.2. Reference documents
Ref. Document Title Reference Issue and
Revision,
Date
[SUM] ARES Software User Manual EGOS-GEN-ARES-SUM-1001 | see
[SRN]
[GLO] ARES Glossary EGOS-GEN-ARES-GLO-1001 | see
[SRN]
[TN-01] Technical Note: ARES Technical EGOS-GEN-ARES-TN-1001 see
Reusability Analysis and System [SRN]
Concept
[ICD] ARES Interface Control Document EGOS-GEN-ARES-ICD-1001 | see
[SRN]
[DARC- | Software Desigh Document DATA EGOS-GEN-DARC-SDD-1001 | see
SDD] ARCHIVE [SRN]
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3. Glossary

See [GLO]
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4. System Overview

4.1. ARES introduction

The ARES is the off-line environment for the mission control system infrastructure at ESOC
where operational data (e.g. commands, events, monitoring parameters) can be analyzed in
order to support following main use cases:

e Troubleshooting and investigations of operational events
¢ Evaluation of space and ground systems performance
e Generation of periodic and specific reports

The Mission Control System infrastructure at ESOC supports the storage of mission operations
data in dedicated archives designed in order to manage specific types of data, namely PARC
and DARC. These archives were not intended for off-line (post-processing) analyses and it
implies theirs constrains for that task. Both PARC and DARC operate in the OPS LAN. As the
OPS LAN is network environment with the limited or w/o for any incoming connectivity from
outside only this fact in advance prohibits direct usage of the operational data from the
archives. PARC keeps the needed specific data stored in the binary form in the packets. It
means that the specific data has to be first extracted from the packets then decoded and finally
pushed from an OPS LAN to an ARES LAN. The ARES LAN is the LAN where ARES runs (It
is usually the PREOPS LAN). Moreover the parameters have to be calibrated before any
analysis can be performed. While DARC holds already calibrated parameters it is without
other operational data (e.g. commands, events).

In order to meet the mentioned main use cases ARES shall collect the operation specific data
from defined data sources, store them in a dedicated place outside of the OPS LAN and
provide a way to analyze the operation specific data and generate specific reports from the
operation specific data.

The main objectives of ARES application are:

Transfer the operational specific data from an OPS LAN to ARES LAN

Store the transferred operational specific data in a dedicated storage system

Provide a vehicle to display the stored operational specific data

Provide a vehicle to generate specific reports containing results of requested analyses
of the stored operational specific data
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4.2. ARES environment and surrounding components

The ARES environment is composed by several main components. The ARES environment components
are ARES client, ARES database, ARES Importer, ARES streaming services and EDDS. The ARES client,
database, streaming services and importer represent separated processes. They have been developed
and tested for platform SLES 12. The ARES client has been tested for platform Win32 as well. The EDDS

process operates in the OPS LAN apart of the EDDS web service which together with the ARES processes
operates in the ARES LAN.

~

ARES MMI

S ———————
———

ARES View

ARES
Data Adapter ( ARES Webmust Adapter |

ARES

Data Provision
A

ARES

Data Provision
A

Retrieve stored data
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A 0PS LAN
DARC FARC PARC

Figure 1: The environment of the ARES
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5. Design Standards, Conventions and Procedures

5.1. Architectural Design Method

UML is the standard used for the architecture design. The following diagrams are used:

Component Diagrams: for the high level description of the system

Sequence Diagrams: for the description of ARES mechanisms

Deployment Diagrams: for description of real deployment of the ARES application
State Diagrams: for description of the behaviour of the ARES application

Class Diagrams: for description of the packages and classes implementing the ARES application

5.2. Detailed Design Method

UML is the standard used for the detail design. The following diagrams are used:

Component Diagrams: for the high level description of the system

Sequence Diagrams: for the description of ARES mechanisms

Deployment Diagrams: for description of real deployment of the ARES application
State Diagrams: for description of the behaviour of the ARES application

Class Diagrams: for description of the packages and classes implementing the ARES application

5.3. Documentation standards

The ARES documentation has been created using the document templates described in [AD-
3]. The Software Detail Desigh document’s diagrams have been generated using Microsoft

Visio.

5.4. Naming Conventions

The coding convention used is the one defined in [AD-1]

For the JAVA packages the following name convention is used:

esa.egos.ares.<x>

where <x> is the module name. Each module can have sub modules.

5.5. Programming Standards

JAVA: for JAVA coding style the rules defined in [AD-2] are taken as reference
Eclipse 4.4: as IDE tool

GIT: version control

SWT: a platform independent widget toolkit for JAVA

AWT: a platform independent widget toolkit for JAVA

JDBC: a platform independent data access technology

5.6. Reuse of Pre-developed Software

A number of existing operational SW systems have been analyzed as part of the ARES project,

in order to identify the most appropriate architecture and approach. Amongst these are DARC,
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EUD, EDDS, MUST and JavaGrains etc. (for details on the outcome of the analysis refer to [TN-
01]).

Based upon this outcome it has been decided to use the already existing EDDS for delivering
operational data from an OPS LAN to an ARES LAN, EUD is used as a base for ARES MMI.

The reuse of all SW has been decided after all involved license issues have been clarified.
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6. Software Top-Level Architectural Design

6.1. Overall Architecture

The central point of the ARES system is the ARES database. The database is filled in by
operational data (e.g. TM, TC, events, etc.) coming from different data sources intermediated by
the EDDS. ARES MMI and other ARES clients access the operational data through the ARES
data provision API, in order to retrieve and analyse it further. ARES importer sends an EDDS
request for a selected operational data to the EDDS via SOAP. ARES registers a listener on
EDDS notification channel to get the status updates. EDDS performs the request and once the
notification has been received from EDDS, ARES will import the data to its database.

An optional ARES component also allows real-time streaming of data into the ARES system. To
provide this functionality an Apache Kafka cluster is utilized, to which data can be streamed from
various data sources. The received data is then ingested by a near real-time data importer while
also available directly to ARES users via the ARES data provision API.

ARES Client Legend
.. ARES Application
ARES Data Provision !

Interacting

HBase API Application
Kafka Clients API JpsC :

Database

HBase )
ARES \ HBase API
Database i
1DBE MapReduce v1
Framework on
Hadoop
Kafka ClientsAPT
HDFS API
JDBC
Hadoop MRv1 API
ARES Importer
- HDFS API HDFS

ARES Stream

Provider

. FileI/0
EDDS Client API

Local File
System

Web Server

EDDS

Figure 2: ARES top-level architectural design

6.2. Software Product Components
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6.2.1. ARES Database

ARES database is hosted by an instance of MariaDB and HBase cluster. The general rule of
thumb is that the mission metadata and ARES service and management data are kept in
MariaDB and the mission sample data is kept in the scalable HBase database cluser. MariaDB
database tables use INNODB engine which provides ACID capabilities and referential integrity.
MariaDB server exposes its interface via TCP/IP protocol and listens for incoming requests on
a specified IP port. The IP port can be specified in the MariaDB configuration file (my.cnf) and it
has to be allowed in all transit firewalls.

ARES database contains tables for the operational data like telemetry and MPS parameters
and their samples, telecommands, generic events (including SCOS 2000 and MPS events)
and telemetry packets. Further it contains management tables where it keeps timestamps of
last imported samples for each operational data.

6.2.2. ARES Data Importer

The ARES data importer is a command line application (AdminServer) whose main
responsibility is to get operational data from different sources and convert them into the form
required by the ARES database.

6.2.2.1. Operational Data

There are four types of operational data (telemetry parameters and their samples,
telecommands, SCOS 2000 events and telemetry packets) and each of them is delivered in a
binary file with a different schema. The schemas are described in [EDDS-EUICD]. One of the
main problems of the import is the need to transfer the operational data from the secured OPS
LAN into the ARES LAN, where the ARES clients and ARES database are located.

In order to mitigate this problem, EDDS is used for providing access to the operational data.
The EDDS service offers guaranteed file transfer with the selected operational data between
different networks.

EDDS consists of several components:

e EDDS Server —running on OPS LAN is the main EDDS server application performing
the requests coming from its clients.

¢ EDDS Delivery Manager — running on the ARES LAN, is responsible for delivering
parameter data to the specified machine based on the requests of EDDS clients.

o EDDS Web Service — the web service provides a single SOAP-based interface both
for web-based clients and MM clients. After implementing the interface all client
requests go through the web service to the EDDS Server, where they are processed.
The web service has to be located on the ARES LAN in order to be able to process
client requests.

o EDDS MMI — an RCP-based application used for EDDS management tasks and
manual queries.

At its start-up the ARES Importer reads its configuration files where the list of scheduled EDDS
requests and import operations are defined. There is a single EDDS request and a single
import operation for each operational data type. On base of the scheduled operation list the
importer requests EDDS server for the data delivery via the EDDS Web Service interface. The
data is delivered in the form of binary Google Protocol Buffer files. Then the importer performs
an insert operation. The insert operation parses these files and inserts the data into the local
ARES database (metadata to MariaDB and sample data to HBase) using ARES database
layer. The imported files are stored on HDFS.
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For telecommands and telemetry packets, the metadata (command, command parameter and
telemetry definitions) are updated if changes occur.

Apart from the data import the application also calculates statistics data of the imported TM
parameters samples asynchronously on predefined times. The data is calculated with a 5
minute step referred to as L1, an hour step referred to as L2 and with a day step referred to as
L3. The first inserted TM parameter sample timestamp is considered as reference time for the
statistics data.

6.2.2.2. Mission Planning System Data

In addition to the Operational Data, ARES also handles Mission Planning System (MPS) Data. MPS Data
consists of MPS Events and MPS parameters.

MPS data is delivered to ARES in CSV formatted files. These are parsed in the importer and inserted into
the ARES database through the ARES database layer similarly to the Operational Data. MPS parameters
are handled throughout the system just like Operational Telemetry parameters, in virtually all instances
simply using the same code. This means the same operations may be applied to both the MPS parameters
and the regular Operational TM parameters.

6.2.3. ARES Streaming Services

In addition to the ARES data importer, ARES offers the option to ingest operational data via a live data
stream instead of the batch pipeline used by the data importer. For this purpose Apache Kafka needs to
be deployed in the ARES LAN and supplied with data to be ingested. One may stream data for various
data types to individual Kafka topics, though for now only parameter samples are ingested by ARES.

Possible sources for streaming data can be EDDS or a file based data provider. Once the data is received
by Kafka it is ingested by an Apache Spark job running on the cluster. This job simply ingests the received
data into the already existing databases. At the same time users may visualize the incoming data in real-
time with the ARES MMI by retrieving data from Kafka directly.

6.2.4. ARES Client

The ARES client is a MMI application based on Eclipse RCP (Java Plug-ins) intended to carry
on analyses of the operational data. The client uses selected EUD core components and MMI
plug-ins like Parameter browser for browsing TM parameters, Plot display for plotting TM
parameter samples, AND display for displaying TM parameter samples’ values. The client
introduces additional MMI plug-ins like Export for exporting TM parameter samples and
generating analyses reports, Telecommand display, generic event display, SCOS 2000 Event
display, Spacecraft display, Telemetry Report display, MPS events and Telecommand failures
acceptance display for browsing and filtering of the operational specific data. The client uses
ARES dataprovision API to access the operational data stored in the ARES database. There is
an ARES data adapter component which intermediates operational data from the database
layer for MMI components. Several components of the client have possibilities to persistently
define their default setting via preferences.

VERSION: 11.0 - 2020-06-02 10/54 © COPYRIGHT EUROPEAN SPACE AGENCY 2020



EGOS-GEN-ARES-SDD-1001 ARES - OPERATIONAL DATA OFF-LINE ANALYSIS, CORRELATION AND REPORTING SYSTEM

7. Software Components Detailed Design

7.1. ARES Database

7.1.1. Type

MariaDB and HBase databases.

7.1.2. Purpose

The ARES database keeps the operational data persistently.

7.1.3. Functions

There are required functionalities for ARES like calculation of TM parameter samples’ statistics
and import of big amounts of sample data, if this would be performed on a single machine it
would need a lot of memory and time for processing and transferring all the relevant data. This
is the case when it is suitable to perform some functionality directly at the database.

The HBase distributed database and Hadoop Distributed File System (HDFS) allow us to run
these operations on the cluster machines in parallel to leverage the power of many machines
instead of just one. This kind of preprocessing is suitable for cases when huge amounts of data
need to be processed fast. The statistics are a good example of that.

Following statistics are calculated with a MapReduce job, in the baseline Ares installation. As
an optional component, built and packaged separately, a Spark job is also available to
calculate these statistics. The Spark job offers a large performance improvement in using
cluster resources, but is experimental, and so using it is optional:

¢ Number of all stored valid and invalid samples,
e  Minimum and maximum value,

e Average value,

e Standard deviation

7.1.4. Subordinates
ARES database layer.

7.1.5. Dependencies

Interface Description

MariaDB MariaDB provides a relational database infrastructure

HBase HBase provides NoSQL distributed database infrastructure

HDFS HDFS provides distributed file system for storing file based data, it is also being used
by HBase to ensure data accessibility and reliability.

MapReduce MapReduce provides a scalable batch processing framework

Spark Spark provides a scalable distributed application processing framework

AresSpark Analysis | A framework built on the core Ares projects for data access, includes Ares-specific
Framework data analysis tools that leverage Spark processing and development capabilities.
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Table 1: ARES database dependencies

7.1.6. Detailed Interface Design
The ARES database interface is defined by SQL implemented by MariaDB and HBase

7.1.7. Resources

The ARES database needs a properly installed and running instance of MariaDB and HBase for its correct
functioning.

7.1.8. Reference

None.

7.1.9. Processing

The ARES Importer invokes different MapReduce [and optionally Spark] jobs to import data and calculate
statistics.

7.1.10. Data

7.1.10.1.MariaDB tables

This section describes particular tables of ARES database.

7.1.10.1.1.DATA DEFS TBL
The DATA_DEFS_TBL contains the TM parameter definitions.

PROPERTIES
Name Description
PID The data definition ID. This is the primary key.
NAME The name of the data definition - unique
DESCRIPTION The description of the data definition
DATACATEGORY It represents the category of the sample data (e.g. parameter, job, general) (Foreign key from

DATA DEFS_TYPE_TBL). See Table 2.

RAW_DATACATEGORY | It represents the category of the raw sample data (e.g. parameter, job, general) (Foreign key from
DATA DEFS_TYPE_TBL). See Table 2.

ACTIVE Flag indicating if this data type is currently active i.e. being populated on.

ENGVALUNIT A unit associated to the definition i.e. Volt, Text, temp etc

SYSTEM_ELEMENT It is used to distinguish between TMparameters, MPS parameters and parameters from other systems.

Data category Ordinal
UNKNOWN
BIT

UTINYINT
STINYINT
USMALLINT
SSMALLINT
UMEDIUMINT
SMEDIUMINT
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Data category Ordinal
SINT 8
UINT 9
FLOAT 10
DOUBLE 11
STRING 12
DATETIME 13
JOB 14
LOG 15

Table 2 Data categories and their ordinals

7.1.10.1.2.DATA DEFS TYPE_TBL

The DATA DEFS TYPE TBL relates DATA DEFS TBL DataCategory and RawDataCategory
identifiers to the type of a data definition.

PROPERTIES
Name Description
PKEY The identifier representing a DataCategory (Primary key)
VALUE The textural value of the category type such as Job, Log, Parameter etc

7.1.10.1.3.MANAGEMENT_TBL

The MANAGEMENT_TBL stores basic archive properties like size, current MIB_ID and others. In order to
allow a maximum amount of flexibility regarding the storable properties it is realized by a key-value pattern.
The items with keys named "LAST*” keep the last time stamps (microseconds since 1t January 1970) of
the imported samples. There is one item for each kind of regularly imported data and one for statistics

samples.

PROPERTIES
Name Description
ITEM_KEY The key which is related to the value. This column is the RDBMS “primary key”.
ITEM_VALUE The value associated to this key.

List of item keys used by ARES:

LASTS2KEVENTIMPORT_DEFAULT_DS
LASTMPSEVENTIMPORT_DEFAULT_DS
LASTMPSPARAMIMPORT_DEFAULT_DS
LASTTMPACKETIMPORT_DEFAULT_DS
LASTCOMMANDIMPORT_DEFAULT_DS

LAST_PARAM_CONSOLIDATION_DEFAULT_DS - If EDDS is used, then this keeps track of the timestamp of last
consolidated parameter sample. This value is used as the end of time window of statistics calculations.

LAST_PARAM_STATISTICS_DEFAULT_DS — Keeps track of the time of the last parameter sample that the statistics
have been calculated. This is used as the start time of statistics calculations.

TASK_RETENTION_PERIOD_DAYS — the period of how long a closed ARES task should be kept in database. There is
a periodic event scheduled in the database to run a stored procedure to clean up tasks based on this value. If the value is
missing or is set to 0, the functionality is disabled. Otherwise all the tasks that are created more than N days ago and are in
status FAILED or CLOSED are removed.

HINT.{Hadoop-Job-ID}.MIN — temporary value to remember the earliest parent time stamp of the imported data to be used
in the TM Packet-Parameter mappings job. The value is for optimising the import. If the importer is not running, these
values can be safely deleted from the database.
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HINT .{Hadoop-Job-ID}.MAX — temporary value to remember the latest parent time stamp of the imported data to be used
in the TM Packet-Parameter mappings job. The value is for optimising the import. If the importer is not running, these
values can be safely deleted from the database.

TASK{ARES-Task-ID}.LAST_TIMESTAMP — the time of the last sample that is being imported with the current task. This
is a temporary value that is removed as soon as all the files for the task have been imported. This timestamp is used for all
regular EDDS imports, except those from FARC.

7.1.10.1.4.DATASPACE_TBL

This table contains general management information required by the Archive. The ARES supports
currently only one data space DEFAULT.

PROPERTIES

Name Description

DSID The Dataspace ID.

NAME The name of the dataspace.

DESCRIPTION The description of the database as defined by the user.

ACTIVE Flag indicating whether this database is active or not.

TABLENAME Stores the table name postfix for the dynamic data tables, e.g. DATASPACE1_DS_TBL.

LASTCONSOLIDATION | The timestamp of the last consolidation. Dynamic data with a generation time earlier than this timestamp
is consolidated (N/A for ARES).

EARLIESTSAMPLE The generation time value of the earliest sample. (N/A for ARES)

LATESTSAMPLE The generation time value of the latest sample. (N/A for ARES)

MIB_ID The MIB_ID selected when this dataspace was deactivated, or the current MIB_ID if this dataspace is still
active. (N/A for ARES)

LASTGAPDETECTION | The timestamp of the last gap detection. (N/A for ARES)

LASTREFILL The timestamp of the last gap refill. (N/A for ARES)

PARTITIONVALUE1 Start time of the partition where currently dynamic data is field in. (N/A for ARES)

PARTITIONVALUE2 Start time of the next partition to be field in. (N/A for ARES)

7.1.10.

1.5.CMD_DEFS_TBL

The table keeps the telecommands definition data. Note that these values will be updated while processing
samples with different values.

PROPERTIES
Name Description
CDID Tele-command ID (Primary key).
NAME Tele-command name (unique key).
DESCRIPTION Tele-command description.
PUSSERVICETYPE Packet utilisation standard service type.
PUSSUBSERVICETYPE Packet utilisation standard sub-service type.

7.1.10.1.6.CMD_PARAM DEFS TBL

Table keeps the telecommands parameter definition data. Like the command definitions table, these values
will be updated while processing samples.

PROPERTIES
Name Description
PDID Tele-command parameter ID (Primary key).
NAME Tele-command parameter name (unique key)
DESCRIPTION Tele-command parameter description.
UNIT Tele-command parameter unit.
TYPE Tele-command parameter value type. See Table 3 Tele-command parameter value types and their
ordinalsTable 3.
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Name Description

REPRESENTATION Tele-command parameter value representation. See Table 4.
RADIX Tele-command parameter value radix. See Table 5.
ISEDITABLE Tele-command parameter is editable flag.

Parameter value type Ordinal
UNKNOWN 0
UINT 1
SINT 2
SINGLE 3
DOUBLE 4
CHAR_STRING 5
OCTET _STRING 6
CDS_ABSTIME 7
CUC_ABSTIME 8
DELTIME 9
UINT64 10
SINT64 11
BIT 12
EXTENDED 13
COMMAND_ID 14
PARAMETER_ID 15
Table 3 Tele-command parameter value types and their ordinals

Parameter \{alue Ordinal
representatlon

RAW 0
ENG 1
PAR_ID 2
UNK 3

Table 4 Tele-command parameter value representation and their ordinals

Parameter value radix Ordinal
DEC 0
HEX 1
OCT 2
UNK 3

Table 5 Tele-command parameter value radix and their ordinals

7.1.10.1.7.TM_PKT_DEFS TBL

The table keeps the definitions for the telemetry packets.

PROPERTIES
Name Description
SPID SCOS Packet ID (Primary key).
MNEMONIC Packet mnemonic.
DESCRIPTION Event description.
PUSSERVICETYPE PUS type.
PUSSERVICESUBTYPE PUS subtype.
APID Application ID.

VERSION: 11.0 - 2020-06-02

15/54 © COPYRIGHT EUROPEAN SPACE AGENCY 2020




EGOS-GEN-ARES-SDD-1001

ARES - OPERATIONAL DATA OFF-LINE ANALYSIS, CORRELATION AND REPORTING SYSTEM

7.1.10.1.8.CONSOLIDATION_REQUESTS_TBL

This table keeps track of the ARES data consolidation requests, which are submitted by the user via the
MMI and stored in this table until processing.

PROPERTIES
Name Description
ID Auto-incremented ID, primary key.
REQUESTTIME The time when the request was submtted by the user.
DATATYPE The data type to be consolidated. See Table 6.
STATUS Status of the request. See Table 7.
STARTTIME The requested time range's start. in milliseconds since 1% January 1970.
ENDTIME The requested time range's end in milliseconds since 1% January 1970.
PARAMETERS Comma separated list of parameters for TM data requests.

Consolidation data type Ordinal
NONE 0
TC 1
TC_BRIEF 2
3
4

TM_PARAM
S2KE
™ 5

Table 6 Consolidation data types and their ordinals

Consolidation status Ordinal
SUBMITTED 0
CLOSED 1

Table 7 Consolidation status and their ordinals

7.1.10.1.9.TC_DISPLAY_VER_FIELDS_TBL

The table keeps customized verification stage fields for the Telecommand display. If the particular value of
the verification stage fields is left NULL then original values (defined in ares.properties) are used.

PROPERTIES
Name Description
NAME The identification of the stage field
NEW_NAME The new name of the stage field

NEW_DESCRIPTION

The new description of the stage field

NEW_COLUMN_WIDTH

The new column width of the stage field

7.1.10.1.10. TASK_TBL
The table keeps records about execution of EDDS requests and import tasks.
PROPERTIES
Name Description
ID An identifier of the task. (PRIMARY KEY)
TYPE A type of operation. The field keeps the type ordinal. See Table 8.
EXECUTIONTIME A time when the task was started.
STARTTIME A start time of the requested interval. The field is relevant to EDDS request tasks only for
non EDDS request tasks it is always NULL.
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Name Description

ENDTIME End time of the requested interval. The field is relevant to EDDS request tasks only for non
EDDS request tasks it is always NULL.

STATUS A status of the task. The field keeps the status ordinal. See Table 9.

REQUEST_ID An EDDS request ID. The field is relevant to EDDS request tasks only for non EDDS

request tasks it is always NULL.

EDDS_STATUS

An EDDS request status. The field keeps EDDS status ordinal, see Table 10. The field is
relevant to EDDS request tasks only for non EDDS request tasks it is always NULL.

CONSOLIDATION_ID

A data consolidation ID submitted by a user. The field keeps a reference to the
CONSOLIDATION_REQUEST_TBL if the task was initiated by the user otherwise it is
NULL. The field is relevant to EDDS request tasks only for non EDDS request tasks it is
always NULL.

VERSION: 11.0 - 2020-06-02

Task type Ordinal
UNKNOWN 0
TC_REQUESTS 1
TC_BRIEF_REQUEST 2
TM_PARAM_REQUEST 3
S2KE_REQUEST 4
TM_REQUEST 5
FARC_REQUEST 6
TC_IMPORT 7
TC_UPDATE_IMPORT 8
TM_PARAM_IMPORT 9
S2KE_IMPORT 10
TM_IMPORT 11
MPS_PARAM_IMPORT 12
MPS_EVENT_IMPORT 13
TM_PARAM_DEF_IMPORT 14
TM_PARAM_LCT_REQUEST 15
MPS_PARAM_REQUEST 16
MPS_EVENT REQUEST 17
EVENT_IMPORT 18

Table 8 Task types and their ordinals

Task status Ordinal Applicable for tasks
PROCESSING 0 | Request/import
CLOSED 1 | Request/Import
FAILED 2 | Request/Import
DELIVERED 3 | Request
IMPORTING 4 | Request
IMPORT_FAILED 5 | Request/Import

Table 9 Task statuses and their ordinals
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The request task has been

' re submitted resumed
The request task has
failed during execution
Y
All files have been
. At least one file is imported and comesponding
A task is created currently impaorting data has been deleted from
EDDS
At least one file has faied IMPORT
during impaort FAILED

Figure 3 ARES Request Task Statuses

The import task has failed
during execution

O

At least ane file is All files found by the task

A task is created cumently importin have been imported to the
noring ARES database

O

At least one file has failed IMPORT
during import FAILED

®

Figure 4 ARES Import Task Statuses

EDDS request status Ordinal
SUBMITTED 0
CANCELED

SUSPENDED

QUEUED

ACTIVE

SERVER_COMPLETED
COMPLETED_NO_RESULTS
DELIVERED
DELIVERED_RESP_DELETED
DELIVERED_PARTIAL_RESULT
ERROR_LOCALLY_DELIVERED 10
ERROR_ACCESS_DENIED 11

ERROR_INVALID_REQUEST 12
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EDDS request status Ordinal
ERROR_LIMIT_EXCEEDED 13
ERROR_SERVER_NOT_AVAILABLE 14
ERROR_DELIVERY 15
ERROR_UNKNOWN 16
MISSING 17

Table 10 EDDS request statuses and their ordinals

The MISSING request status is an ARES specific EDDS request status. It signifies that this request
cannot be found on EDDS and is therefore missing. All other request statuses are defined by EDDS.

7.110.1.11. PARAMETER_NAME_TBL
The table keeps TM parameter names related to execution of TM parameter EDDS request operations.
PROPERTIES
Name Description
ID An identifier of the name.
NAME A name of the TM parameter.

7.1.101.12. TASK_PARAMETER_NAME_TBL
The junction table keeps relation between tasks and TM parameter names.
PROPERTIES
Name Description
ID_TASK An identifier of the operation.
ID_PARAM_NAME A name of the TM parameter.

7.1.10.1.13. DELIVERY_FILE_TBL

The table keeps statuses of delivery files and their relation to the import tasks that initiated the import into
the ARES database (and through that the EDDS request can be inferred).

PROPERTIES
Name Description
IMPORT_TASK_ID An ID of the import task who imported the delivery file into the ARES database.
FILE_NAME A name of the delivery file. (PRIMARY KEY)
FILE_STATUS An ordinal indicating the processing status of the delivered file. See Table 11.
File status Ordinal
UNKNOWN 0
IMPORT_FOUND 1
IMPORT_ACTIVE 2
IMPORT_COMPLETED 3
IMPORT_FAILED 4

Table 11 Delivery file statuses and their ordinals

7.1.10.1.14. TASK_FAILURE_TBL

The table keeps records about failures of the EDDS requests and import tasks.
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PROPERTIES
Name Description
ID_TASK An identifier of the task.
ERROR A description of the failure.
STACKTRACE A stack trace of the failure.

7.1.10.1.15. TASK_FARC_TBL

The table stores additional data for EDDS FARC requests. The monitored folder and the target type of the
files. This info is used to retrieve the last modified timestamp of the downloaded files from FARC.

Name Description

TASK_ID An identifier of the task.

FOLDER The FARC folder where the import files are requested from
7.1.10.2.HBase tables

HBase distributed database system is storing the mission sample data. All table names are prefixed
“ARES ” to differentiate them from other applications’ database tables and an additional dataspace
parameter (the default is “DEFAULT”) which needs to be unique per ARES installation and makes it
possible to run several ARES installations using the same database namespace.

7.1.10.2.1.ParamSamples

The telemetry parameter samples.

7.110.2.1.1.Rowld

The row Id for parameter samples is 11 bytes long. It consists of fixed size components:

Length Description

3 bytes | Unsigned integer — a reference to the parameter id in the
DATA DEFS_TBL

8 bytes | Long — the timestamp of the parameter sample in microseconds since
1970

7.1.10.2.1.2.Value

The parameter sample itself is stored as a Protocol Buffer message in the column “v:e”. The message
definition is provided with the source code in ares.dataprovision/src/main/proto/param.proto

7.1.10.2.2.Generic Events

7.1.10.2.2.1.Rowld

Length Description

8 bytes Long — the timestamp of the event sample in
microseconds since 1970

1 byte Severity of the event, the byte value to Severity
mapping is defined in the Protocol Buffer message
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1 byte Type of the event, the byte value to Type mapping
is defined in the Protocol Buffer message
Variable length String — event Id, is used to keep the rowld unique
7.1.10.2.2.2.Value

The event record sample itself is stored as a Protocol Buffer message in the column “v:e”. The message
definition is provided with the source code in ares.dataprovision/src/main/proto/event.proto

7.1.10.2.3.S2KEvents
SCOS 2000 event records.

7.110.2.3.1.Rowld

Variable length, components given in the order used.

Length Description
8 bytes Long — the timestamp of the event sample in
microseconds since 1970
1 byte Severity of the event, the byte value to Severity
mapping is defined in the Protocol Buffer message
Variable length String — event Id, is used to keep the rowld unique
7.1.10.2.3.2.Value

The event record sample itself is stored as a Protocol Buffer message in the column “v:e”. The message
definition is provided with the source code in ares.dataprovision/src/main/proto/S2KEvent.proto

7.1.10.2.4.MPSEvents

This table contains MPS event records.

7.110.24.1.Rowd

Variable length, components given in the order used.

Length Description
8 bytes Long — the timestamp of the event sample in
microseconds since 1970
Variable length String - type of the event
Variable length String — name of the event
7.1.10.24.2.Value

The event record sample itself is stored as a Protocol Buffer message in the column “v:e”. The message
definition is provided with the source code in ares.dataprovision/src/main/proto/MPSEvent.proto

7.1.10.2.5.CommandSamples

This table contains TC samples and the related TC parameter samples.

7.110.25.1.Rowld

24 bytes long, components given in the order used.
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Length Description

8 bytes Long — the timestamp of the TC sample execution
time in microseconds since 1970

8 bytes Long — the timestamp of the TC sample release
time in microseconds since 1970

4 bytes Integer — the CDID (Command Definition ID) in the
MariaDB database

4 bytes Integer — the SSC (Source Sequence Counter)

7.1.10.25.2.Value

This table holds values in 2 columns. There is a column for the command sample and there is another one
for the included parameter samples.

The command sample is stored as an unframed byte array generated from the CommandSample Protocol
Buffer object. This column is named “v:e”.

The command parameter samples are also stored as an unframed byte array generated from the
CommandParameterSamples ProtocolBuffer object. This column is named “v:p”.

The message definitions are provided with the source code in
ares.dataprovision/src/main/proto/command.proto

Note: As a storage optimisation (and a backwards compatibility solution), there’s a special handling of fields
src_type and source_type. In principal both of the fields refer to the same thing. The former is an
enumeration type and the latter a string value.

e During import the source_type field is only stored when no matching element from the
enumeration is found, otherwise the enum is set and the string field is left empty.

e On retrieval the source_type field is automatically filled by the API based on the src_type, so that
for the API users it looks as if the string value is always available, regardless how it was stored. If
the src_type value is not stored or the source_type field is stored, then the sample is passed to
the users without modifying.

7.1.10.2.6.CommandSampleUnigquelndex

This table is used to create a unique index for command samples, in order to remove duplicate command
samples from the CommandSamples table.

7.110.2.6.1.Rowd

16 bytes long, components given in the order used.

Length Description
8 bytes Long — the timestamp of the TC sample release
time in microseconds since 1970
4 bytes Integer — the CDID (Command Definition ID) in the
MariaDB database
4 bytes Integer — the SSC (Source Sequence Counter)
7.1.10.2.6.2.Value

See 7.1.10.2.5.2 for this information.

7.1.10.2.7. TmPacketSamples

This table contains Telemetry Packets and references to telementry parameters in the ParamSamples
table. They are stored in the same table, but different column families.
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7.1.10.2.7.1. TM Packets

The TM packets are stored in the column family “v”.

7.1.10.2.7.1.1.Rowld

20 bytes long, components given in the order used.

Length Description

8 bytes Long - the timestamp of the TM sample
generation time in microseconds since 1970

4 bytes Integer — the SPID (Packet id)

8 bytes Long — the timestamp of the TM sample storage
time in microseconds since 1970

7.110.2.7.1.2.Value

The TM packet sample itself is stored as a Protocol Buffer message in the column “v.e”. The message
definition is provided with the source code in ares.dataprovision/src/main/proto/tmPacket.proto

7.1.10.2.7.2.TM Parameter Sample References

The references to the TM parameter samples of the packets are stored in column family “p”. The key is
similar to the TM packets, but is missing the storage time component, because at the time of the parameter
samples import, the storage time of the packet is not known.

7.1102.7.2.1.Rowld

12 bytes long, components given in the order used.

Length Description
8 bytes Long — the timestamp of the TM sample
generation time in microseconds since 1970
4 bytes Integer — the SPID (Packet id)
7.1.10.2.7.2.2.Value

The TM Parameter Samples themselves are stored in the ParamSamples table, but the row IDs of the
parameter samples of the packets identified with the above generation time and SPID are also stored in
this table. That implies that if there are two packets with same generation time but different storage time,
then the same references to the parameter samples are used for both of these packets and as a result will
be resolved to the same parameter samples.

There is one column per parameter sample. The names of the columns are in the format “p:<pid>" where
<pid> is the ARES internal parameter ID in the metadata table in MariaDB. The value of the column is the
row ID of the parameter sample in the ParamSamples table.

7.1.10.2.7.3. Spacecraft Events and TC Failures

There are two special instances of TM packets, namely spacecraft events and TC failures. Those are
regular TM packets with PUS Type set accordingly. During the import, these two types are identified
automatically and stored into additional tables. Spacecraft events are stored into the ScEvents table and
TC Failures are stored into the TcFailures table. This way, the samples can be retrieved faster by the client.
For storing those packets, the same proto object is used as for the TM packets, however, some of the
fields are not used and therefore cleared. The table below what TM packet fields are used depending on
the PUS Type.

TM packet field Standard TM packet | SC Events TC Failures
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SPID

Generation time

Storage time

Time quality

X X| X| X| X

Source-Sequence-Counter
Event ID

APID

PID

X X X[ X| X| X| X

Category

Database version

Data stream

Domain

Ground station
Quality Flag
SLE service ID
Type

Sub Type

Virtual channel

Data unit type
Pi1
Pi2

Packet length

Mnemonic

Description

X X X[ X X[ X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X| X

Raw Body Data

7.1.10.2.8.ParamStatistics

The pre-calculated aggregated parameter statistics are stored in separate tables for each statistic level.
The tables are named with an additional suffix to refer to the statistics level, e.g.
ARES_DEFAULT_ParamStatistics_L1. The structure of the tables is the same for all of those.

7.1.10.2.8.1.Rowld

Similarly to ParamSamples table the row Id for parameter samples is 11 bytes long. It consists of fixed size
components:

Length Description

3 bytes | Unsigned integer — a reference to the parameter id in the
DATA DEFS_TBL
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8 bytes | Long — the start time of the aggregation interval in microseconds since
1970. Based on the statistics level this timestamp could be five minutes,
full hour or full day precision (all the smaller units will be 0).

E.g. for daily aggregation with start timestamp of 21. June 2015 00:00
would have the aggregated data for June 21.

7.1.10.2.8.2.Value

The parameter statistics sample itself is stored as a Protocol Buffer message in the column “v:e”. The
message definition is provided with the source code in ares.dataprovision/src/main/proto/param.proto as
the message AggregateParamStatistic.

7.1.11. Task Cleanup

ARES can be configured to cleanup tasks and file import activities which are older than a configurable
value. Therefore, a database event is scheduled every day that triggers the stored procedure. The stored
procedure retrieves the retention time configuration value from the management table
(TASK_RETENTION_PERIOD_DAYS). The logic behind is defined as follows:

In case TASK_RETENTION_PERIOD_DAYS value is not set or is set to 0, then no deletions are
performed. Otherwise it is checked if task creation time is older than (current time — retention period) in
days and the task Status is IN (CLOSED , FAILED). If so, remove the task entry in TASK_TBL (and linked
entries in DELIVERY_FILE_TBL, TASK_FAILURE_TBL, TASK_FARC_TBL,
TASK_PARAMETER_NAME_TBL).
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7.2. ARES Database Access Layer

7.2.1. Type

The ARES database access layer is a set of packages.

7.2.2. Purpose

The ARES database access layer provides a set of operations for retrieving and manipulating the data in
the ARES database on top of ARES data provision library (see Section 7.4). It is used by internal ARES
processes.

7.2.3. Functions

The ARES database layer offers following functionality:

Inserts TM/MPS parameters

Updates TM parameter definition metadata

Inserts TM/MPS parameter samples

Inserts generic events (includes MPS and S2K events)
Deletes dated S2K events

Inserts TC definitions

Updates TC definitions

Inserts TC samples

Updates TC samples

Inserts or updates TM packet definitions

Inserts operational data consolidation request

Updates operational data consolidation request
Retrieves operational data consolidation requests
Modifies TC verification stage fields’ names

Inserts a task record

Inserts TM parameters related to a specified task record
Inserts import file names related to a specified task record
Inserts a failure related to a specified task record
Modifies a status of a specified task record

Removes a specified task record

Removes dated task records

7.2.4. Subordinates

ARES Importer

7.2.5. Dependencies

ARES - OPERATIONAL DATA OFF-LINE ANALYSIS, CORRELATION AND REPORTING SYSTEM

Interface Description

JDBC Internally the library uses JDBC connector for access to the ARES database
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Interface Description

HBase The HBase APl is used to insert and retrieve data

Table 12: ARES database layer dependencies
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7.2.6. Resources

The ARES database layer needs MariaDB JDBC connector and HBase client library installed for correct
functioning.

7.2.7. References

None.

7.2.8. Processing

In order to use the ARES database layer an instance of
esa.egos.arc.dataprovision.backend.BackendConnection has to be first created. The
BackendMetaConnection interface provides ARES backend-specific methods to retrieve and
manipulate data in the ARES database. The instantiation uses the same properties as for the
client connections, but the database credentials provided should be with the ARES
administrator privileges.

For instantiating ARES client connections, see [ICD].

7.2.8.1. MPS parameter processing

MPS parameters are in most cases processed exactly the same as TM parameters, using the
same classes and methods. To distinguish MPS from TM parameters, the systemElement of
the parameter description is used: for MPS parameters systemElement is set to “MPS” while
for TM parameters it is set to “TM”.

7.2.8.2. TM and MPS parameters insertion

The insertion of TM and MPS parameters is performed by a single call of method
insertParameter() of interface IArcDatabaseLayer. The method executes SQL INSERT INTO
statement and adds a new parameter definition record in to the database containing the given
parameter’'s name and system element (TM/MPS), description, engineering unit, data category
(data type). The database generates a PID at the record insertion for the inserted parameter.
The method is used to import a new parameter definition which is not present in the database
yet. The method is called only once for each parameter at the first parameter sample
processing.

7.2.8.3. TM and MPS parameter's samples insertion

The insertion of TM parameters’ samples is performed by a MapReduce jobs named “Param Binary Bulk
Import” and “MPS Param CSV Bulk Import”. Several input files can be imported in parallel by multiple
machines at the same time. The job has two different modes depending on the option
import.param.useHBaseAPI set in the ares.properties file. If this option is set to false (default), the job first
generates the HFiles files that are readable by HBase and as a second step bulk loads the data to HBase
(moves these files to HBase data directory and notifies HBase to start using this newly imported data). If
the option is set to true, the job makes use of the HBase API creating Put calls and directly putting the data
into the HBase database,

With TM parameters, extra import step is being run to establish mappings between TM packets and
parameters. Since each parameter sample carries its parent ID and generation time, we can insert the 1D
of the parameter sample into the packets table into the row with the parent ID see section 7.1.10.2.7.2. As
a by-product of the first MapReduce job, additional files are generated and stored in a temporary working
directory. After the first job is finished, these additional files are used as input for another MapReduce job
named "TM Packet-Parameter mappings". This job adds the references to parameter samples to the TM
packet table.
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7.284. TM parameters definition update

The update of TM parameters definition metadata is performed by a single call of method
updateParameterMetaData() of interface DatabaseMapper. The method executes SQL UPDATE
statement and modifies existing parameter definition record metadata.

UPDATE DATA DEFS TBL SET DESCRIPTION=#{description}, ENGVALUNIT=#{engunit},
ACTIVE=#{active} WHERE NAME=#{name} AND SYSTEM ELEMENT=#{systemElement}

This method is used to import parameter definition metadata from file. This method is called for each
existing and changed parameter definition.

7.2.85. Generic events insertion

The insertion of generic event samples is performed by MapReduce jobs. Which one is used depends on
the type of the event.

For MPS events and other CSV based events the job is named “EventCsvBulkimport”. Several input files
can be imported in parallel by multiple machines at the same time. The job reads the input files and directly
puts the data into HBase using the HBase API.

The insertion is handled slightly differently for S2K events: The MapReduce job is named
“EventRecordReportBinaryBulkimport”. The job first generates the HFiles files that are readable by HBase
and as a second step moves these files to HBase data directory and notifies HBase to start using this
newly imported data.

Generally event records are either added or replaced if there already exist events with the same primary
key. The primary key is composed of start time, severity, event type and event ID.

7.2.8.6. TC samples insertion

The insertion of TC samples is performed by a MapReduce job named "TC Report Binary Import".
Several input files can be imported in parallel by multiple machines at the same time.

The command definitions metadata table is checked and updated on changes. Unlike TM Packets
insertion, this is done with a specific reducer checking for previously existing samples with the same
NAME, RELEASE TIME and SSC, but different EXECUTION TIME. If such a sample exists, it should not
remain as an outdated duplicate and will therefore be deleted after successful insertion of the new
sample.

7.2.8.7. Telemetry Packets insertion

The insertion of telemetry packets is performed by a MapReduce job named "Telemetry Package Binary
Bulk Import". Several input files can be imported in parallel by multiple machines at the same time. The job
first generates the HFiles files that are readable by HBase and as a second step move these files to HBase
data directory and notifies HBase to start using this newly imported data.

Note: The telemetry packets insertion doesn’t include the insertion of TM parameters as they
are populated separately (see 7.2.8.2 and 7.2.8.3).

7.2.8.8. Task record insertion

The insertion of a task record is performed by method addTaskRecord() of interface I1ArcTaskRecordMgr.
The method accepts as the argument an instance of IArcTaskRecord internally executes SQL INSERT
INTO statement. It inserts a new record with task type, execution time, start time, end time, task status,
EDDS request Id, EDDS request status and consolidation Id. The values of start time, end time, EDDS
request Id, EDDS request status and consolidation Id are applicable only for EDDS task records. The
import task records have these values set to NULL.

The method also inserts task record related TM parameter names and/or delivery file entries if the instance
of the task record contains any.
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7.2.89. Taskrecord TM parameter names insertion

The insertion of a task record related TM parameter names is performed by method
addTaskRecordTmParameters() of interface lArcTaskRecordMgr. The method accepts following

arguments:

e Argument recordld is an identifier of the task record whose the TM parameter names
are added.

e Argument paramNames is the list of string containing names of the related TM
parameters.

The method internally first finds a subset of new TM parameter names (those which have not been
stored in the database yet) by calling getTaskRecordTmParameters() and then executes two SQL
INSERT INTO statement. The first inserts the new TM parameter names into the parameter name table

INSERT INTO PARAMETER NAME TBL (NAME) VALUES (?)

and the second adds new entries into task and parameter name junction table.

INSERT INTO TASK PARAMETER NAME TBL (ID TASK, ID PARAM NAME)

VALUES (?, ?)

7.2.8.10.Task record delivery file entries insertion

The insertion or update of an import task record related delivery file entries is performed by method
updatelmportTaskRecordFiles() of interface IArcTaskRecordMgr. The method accepts following

arguments:

¢ Argument recordld is the identifier of the earlier inserted task record whose delivery file
entries will be added.

e Argument fileEntry keeps a file name and its status of the file.

The method internally executes following SQL INSERT INTO ON DUPLICATE KEY UPDATE statement:

INSERT INTO DELIVERY FILE TBL (IMPORT TASK ID, FILE NAME, FILE STATUS)
VALUES (<TASK_ID>, <FILE NAME>, <FILE STATUS>)
ON DUPLICATE KEY UPDATE
IMPORT TASK ID = VALUES (IMPORT TASK ID),
FILE STATUS = VALUES (FILE STATUS)

There is an overloaded method available, specifically updatelmportTaskRecordFiles(), which accepts a
list of delivery entries and allows performing insertion/update of several delivery file entries at once.

The insertion or update of an EDDS request related delivery file entries is performed by method
updateRequestFiles() of interface IArcTaskRecordMgr. The method accepts following arguments:

¢ Argument requestld is the identifier of the EDDS request whose delivery file entries will
be inserted or updated.
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o Argument fileEntries keeps a list of related delivery file entries. Each entry contains a
file name and a status of the delivery file.

The method internally executes following SQL INSERT INTO ON DUPLICATE KEY UPDATE statement:

INSERT INTO DELIVERY FILE TBL (REQUEST ID, FILE NAME)
VALUES (KREQUEST ID>, <FILE NAME>)
ON DUPLICATE KEY UPDATE REQUEST ID = VALUES (REQUEST ID)

For the list of all possible delivery file statuses see Table 11.

7.2.8.11.Task record failure insertion

The insertion of a failure of a task is performed by method setTaskFailure() of interface
IArcTaskRecordMgr. The method accepts following arguments:

e Argument recordld is the identifier of the earlier inserted task record.
e Argument error contains brief description of the error.

¢ Argument stackTrace contains stack trace dump of the exception thrown during the
execution of the task

The method internally executes following SQL INSERT INTO statement:

INSERT INTO TASK FAILURE TBL (ID TASK, ERROR, STACKTRACE)
VALUES (<TASK ID>, <ERROR DESCRIPTION>, <STACK TRACE DUMP>)

7.2.8.12.Task record statuses update

The update of a task record status is performed by calling method updateTaskRecordStatus() . The
method accepts following arguments.

e Argument recordld is the identifier of the task record whose status shall be updated.
e Argument status is enumeration value containing the task status.

The method internally executes following SQL UPDATE SET statement:

UPDATE TASK TBL SET STATUS = <STATUS> WHERE ID = <TASK ID>

For the list of all possible task statuses see Table 9.

The update of a task record EDDS status is performed by calling method updateTaskRecord-
EddsStatus() . The method accepts following arguments.

e Argument record is the instance of the request record whose EDDS status shall be
updated.

The method internally executes following SQL UPDATE SET statement:
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UPDATE TASK TBL SET REQUEST ID = <REQUEST ID>,
EDDS STATUS = <EDDS STATUS> WHERE ID = <TASK ID>

For the list of all possible EDDS statuses see Table 10.

7.2.8.13.Task record deletion

The deletion of a task record is performed by calling method removeTaskRecord() . The method accepts
single argument.

¢ Argument recordld is the identifier of the task record to be removed.

The method internally executes following SQL DELETE FROM statement:

DELETE FROM TASK TBL WHERE ID = <TASK ID>

The method returns a boolean value indicating if the give task record has been removed. The method is
not currently used in the ARES.

7.2.8.14.Dated task records deletion

The deletion of dated task records is performed by calling method removeDatedTask-Records().. The
method accepts single argument.

e Argument timeStamp is a number of elapsed milliseconds since January 1. 1970 as a
time mark. All operation records with execution time equal or before the time mark will
be removed.

The method internally executes following SQL DELETE FROM statement:

DELETE FROM TASK TBL WHERE EXECUTIONTIME <= <EXECUTION TIME>

The method returns the number of deleted task records. The method is not currently used in the ARES.

7.2.9. Data

The ARES database layer stores and retrieves operational data to/from the ARES database.
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7.3. ARES Data Importer

The ARES importer is Java based command line application dedicated to populate the ARES
database with the operational data.

Since a lot of functionality is dedicated to communicating to EDDS and requesting or retrieving
data using it, but it is not mandatory to use EDDS with ARES, the ARES Importer core
functionality is separated from the EDDS related functionality.

For each particular type of operational data there is one pair of EDDS request and one import
operation.

7.3.1. Type

The ARES importer is a process.

7.3.2. Purpose

ARES Data Importer imports the data received from either via EDDS or through local file system in the
form of binary files into the internal database of ARES. Also prepares some additional data (statistics) for
data provision.

7.3.3. Dependencies

The ARES importer needs following interfaces for proper functioning.

Interface Description

EDDS web service Provides the set of operations that can be used by client applications
to inject batch requests

ARES database layer Provides the set of operations that can be used to manipulate
mission data in the ARES database

Table 13: ARES importer I/F dependencies

7.3.4. Detailed Interfaces Design

The ARES importer uses the EDDS Client API in order to request the operational data and uses ARES
database layer to insert the delivered operational data into the ARES database.

7.3.5. Resources

The ARES importer needs Java JRE 1.6 installed for proper functioning. Further the IP port specified in
the MariaDB server configuration file (my.cnf) has to be allowed in all transit firewalls in order to successfully
establish a connection to the ARES database.

7.3.6. References

The ARES importer uses the ARES database layer described in section 7.2. It further uses
EDDS web service described in document [EDDS-EUICD].

7.3.7. Data

The selected operational data from the OPS LAN is imported into the ARES LAN at the ARES database.
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Average sizes per sample entry:

Entry type Stored in HDFS files Stored in HBase tables
TM parameter 62 bytes 28 bytes
TM packet 115 bytes 1200 bytes

Avg. size of HDFS TM parameter 62 bytes
Avg. size of HBase TM parameter 28

Avg. size of HDFS TM packet 115

Avg. size of HBase TM packet 1200

7.3.8. Importer Core functionality

The main java packages of the importer are:

esa.egos.arc.admin — contains the implementation of the entry point and an initialization of the
importer

esa.egos.arc.admin.commands.eddsrequest — contains the implementation of the EDDS
requests

esa.egos.arc.edds.requests — contains business logic to process EDDS requests, invoking,
resuming, listening and polling for updates.

esa.egos.ares.admin.imports — the import process of the input files

esa.egos.ares.admin.service — the helper services to deal with specific range of tasks (updating
tasks in DB, downloading files from EDDS, uploading them to HDFS, invoking import operations)

The ARES importer uses following tasks in order to update the ARES database:

ImportParamOperation — performs parameter samples import from supported file
formats (EDDS delivery file, CSV file, etc.) into the ARES parameter database
ImportEDDSParamDefOperation — performs parameter definition metadata import from
local file, no EDDS connection, no HBase, only existing parameter definitions are
updated

ImportEDDSCommandOperation — performs telecommand import for both brief full
import with telecommand parameter samples from EDDS delivery file into the ARES
database

ImportEDDSTmPacketOperation — performs Tm Packets import from EDDS delivery
file into ARES database

ImportEDDSs2kEventOperation - performs S2K event import from EDDS delivery file
into the ARES database

ImportEDDSMpsEventOperation - performs MPS event import from a delivery file into
the ARES database

ManualTaskUpdateOperation — periodic job that updates the status for pending manual
tasks according to their file status.

7.3.8.1. Processing

At start-up the importer reads its configuration files (ares.properties, ares-context.xml and ares-
operations.xml) to initialise the processing of import data. If it is configured to use EDDS, then it
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will query the relational database for pending tasks. It will also check EDDS for request status
updates on already closed tasks and update those accordingly.

If any data needs to be imported, the source files will be uploaded to the HDFS and the
MapReduce import jobs are started on the cluster. Data is decoded and imported into the
ARES database via ARES database layer. For more details about parsing delivery files see
section 0.

Files in the correct format (mostly EDDS binary) need to be placed in the configured directories
in the local file system on the machine where ARES Importer is running. Then they will be
picked up and processed by the importer.

7.3.8.2. Import of data sample files

One ARES import task is created for multiple import files. In ares.properties, the number of files
per import task can be defined. Furthermore, it can be defined how long the import task should
wait for more files before processing the already identified files.

If the import fails, the original files are moved to the “failed” subdirectory. An additional file is
created in the failed subdirectory containing the error message including the log files of the map
reduce task which are downloaded from the cluster.

The ARES importer performs the binary or CVS parsing as part of the import tasks. The uploaded
files are stored into dedicated directory on the HDFS. The patrticular directory for each type of
delivered data is specified in the configuration file, see CIG.

After a file is uploaded to HDFS the import operation is started. The import task creates a
temporary subdirectory “working” in the delivery directory and moves files for the duration of the
import there.

Upon inserting a new sample (e.g. TM, TC) it is prior inserted the definition of the sample
delivered together with every sample if it is not already present in the relevant definition table of
the ARES database. In case that definition is already available it is updated and re-used and
referred by the definition ID.

There are no constraints for the parallel data imports.

7.3.8.3. Task status handling

The status for ARES import and request tasks are updated by a central instance of the
TaskUpdateOperation. In the case of import tasks the ManualTaskUpdateOperation handles
updating task statuses. See Figure 5 for a detailed breakdown of how status updates are handled
by this operation.
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Figure 5: Manual Task Update Operation in Business Process Model and Notation (BPMN) diagram
7.3.84. MapReduce Jobs summary
Job Name Input data Description Mappers Reducers (memory | Side-product | Queue
(memory used per instance, name*
used per MB)
instance,
MB)
Param Binary | EDDS DARC | Imports TM parameter | Number  of | Number of regions in | Internal files for | esa.egos.ares.{
Bulk Import Parameter samples into | input  files, | ParamSamples table if | packet- DATASPACEL}.i
BINARY files ParamSamples table 512 import.param.useHBase | parameter mport
API=false; MR defaults | mappings; hints
otherwise, 256 in the
management
table for “TM
Packet-
Parameter
mappings” job
TM  Packet- | Internal  ARES | Adds parameter sample | Number of | If a hint is provided | No esa.egos.ares.{
Parameter format files from | references to TM packet | regions in | (nominal operations), the DATASPACEL}.I
mappings Param Binary | samples table ParamSampl | number of regions mport
Bulk Import job es table, 512 | between (including) the
first and last entry to
import, otherwise the
number of regions in
TmPacketSamples table
or, 512
MPS Param | MPS Parameter | Imports MPS parameter | Number  of | Number of regions in | No esa.egos.ares.{
Csv Bulk | CSV files samples into | input  files, | ParamSamples table, DATASPACEL}.i
Import ParamSamples table 512 256 mport
Parameter Parameter Imports TM parameter | Number  of | Number of regions in | No esa.egos.ares.{
Sample CSV | sample CSVfiles | samples into | input  files, | ParamSamples table if DATASPACEL}.i
Bulk Import ParamSamples table 512 import.param.useHBase mport
API=false; MR defaults
otherwise, 256
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Parameter Parameter Imports TM parameter | Number  of | Number of regions in | No esa.egos.ares.{
Sample XML | sample XML files | samples into | input  files, | ParamSamples table if DATASPACEL}.
Bulk Import ParamSamples table 1024 import.param.useHBase mport
API=false; MR defaults
otherwise, 256
Telemetry EDDS TM packet | Imports TM  packet | Number of | If a hint is provided | No esa.egos.ares.{
Package BINARY files samples into | input  files, | (nominal operations), the DATASPACEL}.
Binary Bulk TmPacketSamples table | 512 number of regions mport
Import between (including) the
first and last entry to
import, otherwise the
number of regions in
TmPacketSamples
table, 256
TM Packet - | EDDS TM packet | Imports TM  packet | Number  of | Number of regions in | No esa.egos.ares.{
SC Event | BINARY files samples into ScEvents | input  files, | ScEvents table, 256 DATASPACEL}.
Import table 512 mport
TM Packet — | EDDS TM packet | Imports TM  packet | Number  of | Number of regions in | No esa.egos.ares.{
TC Failure | BINARY files samples into TcFailures | input  files, | TcFailures table, 256 DATASPACEL}.i
Import table 512 mport
TC Report | EDDS Imports TC samples into | Number  of | Number of regions in | No esa.egos.ares.{
Binary Import | BINARY files CommandSamples input  files, | CommandSamples DATASPACEL}.i
table. Addiditonally | 512 table, 256 mport
checks the secondary
index table for existing
samples with a different
execution time. These
will be deleted after
successful import of the
new TC.
Event Record | EDDS Imports  S2K  event | Number  of | Number of regions in | No esa.egos.ares.{
Report Binary | Record BINARY | samples into Events | input files, | S2KEvents table, 256 DATASPACEL}.I
Bulk Import files table 512 mport
Event CSV | Event CSV files Imports events in CSV | Number  of | MR defaults, 256 No esa.egos.ares.{
Bulk Import format into Events table | input  files, DATASPACEL}.I
512 mport
Generate L1, | Existing data in | Calculates the L1, L2 | Number of | MR defaults, 768 No esa.egos.ares.{
L2. L3 | ParameterSampl and L3 statistics and | parameter DATASPACE}
Statistics es table stores the results in | definitions, statistics
statistics tables 768

*Queue name is the name of the resource pool that the MR job is submitted to in the cluster. {DATASPACE]} is populated from the
properties file and should be unique across all the ARES deployments for the cluster.

The default memory usage of the mappers and reducers can be overridden by changing the ares-context.xml file in the deployment.

7.3.85. Non-routine MapReduce jobs

These are MR jobs that are not run by the admin server but are included as additional tools for managing

data.
Job Name Input data Description Mappers Reducers
Import SC Events | ARES TmPackets table Duplicates TM packets that are | Number of regions | Number of regions in the output
from TM Packets also SC Events into ScEvents | inthe input table table
table. This can be used to re-
populate SC Events data from
TmPackets table.
Import TC Failures | ARES TmPackets table Duplicates TM packets that are | Number of regions | Number of regions in the output

from TM Packets

also TC Failures into TcFailures
table. This can be used to re-
populate TC Failures data from
TmPackets table.

in the input table

table
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7.3.8.1. [Optional] Spark Jobs summary

Job Name Input data | Description Partitions Tasks Number of Queue
executors name*
Spark Existing data | Calculates the Partitions are sized by the | Each job will generate a | Set by esa.egos.ares.{
Statistics in L1, L2 and L3 number of parameters, number of tasks, dynamicAllocati | DATASPACE}.
calculations ParameterSa | statistics and with a default of 100 determined by: on properties statistics
forL1,L2and | mples table stores the parameters per partition. accessible in
L3 results in Set by property: aresspark.prop
statistics tables aresspark.config.parmsPe | # Tasks = (# non-string erties:
rPartition parameters)/ Default
(aresspark.config.parms | inExecutors
PerPartition) =1
Default
maxExecutors
=16
Spark Param Parameter Allows Can be esa.egos.ares.s
Sample sample streaming of supplied via tream.queue
Import stream via parameter argument of the
Apache samples into deploy script.
Kafka ARES near Otherwise
real-time. defaults to 8.

*Queue name is the name of the resource pool that the Spark-on-Yarn job is submitted to in the cluster. {DATASPACE} is populated

from the ares.properties file and should be unique across all the ARES deployments for the cluster.

The default memory usage of the driver and executors can be overridden by changing the properties in aresspark.properties.

7.3.8.2. Data files compression job

The ARES Importer runs a periodic compression job. For each data type it compresses the
imported files into an archive.
The process is roughly as follows:
The data files are read from the HDFS directories (configured through the properties file)
${import.directory.*}/imported/ and a TAR GZIP archive is created in the
corresponsing $ { import.directory.*}/archived/ directory on HDFS.

XFDU files are treated separately, these are picked up from:

${import.directory.xfdu}/ andputinto ${import.directory.xfdu}/archived

The name of the archive file follows a pattern:

{data type} {archive creation time
stamp} firstFileModifiedTime {first modification timestamp of the
archived files}.tar.gz

E.g.

mpsevent 2014.325.20.20 firstFileModifiedTime 2014.283.16.25.tar.gz

Once all the raw data files are successfully compressed into the archive, the raw files are
deleted from the HDFS.

The ARES Importer runs a periodic cleanup job for the mapreduce tmp directory. This will check
for the age of all running jobs, safely deleting all files that are older than any running job.

7.3.8.3. Cleanup of working mapreduce temporary directory

However, this cleanup is run as an “Operation” and is not a mapreduce job.
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7.3.9. Importer EDDS functionality

The ARES EDDS module extends the importer functionality to be able to import files
automatically from EDDS. The functionality is optional and is configurable.

The ARES importer uses following schedulable tasks in order to query new data from EDDS:

ScheduleEDDSParamimportOperation — sends EDDS request to the EDDS in order to
get delivery files with TM parameter samples for selected TM parameters within a time
range
ScheduleEDDSCommandimportOperation — sends EDDS request to the EDDS in
order to get delivery files with telecommands within a time range
ScheduleEDDSCommandBrieflmportOperation — sends EDDS request to the EDDS in
order to get delivery files with telecommands without their TC parameter samples
within a time range
ScheduleEDDSTmPacketimportOperation — sends EDDS request to EDDS in order to
get delivery files with TM packet samples within a time range
ScheduleEDDSs2kEventimportOperation — sends EDDS request to the EDDS in order
to get delivery files with S2K event samples within a time range
FarcRequest — sends request to EDDS in order to get MPS event and MPS parameter
files with modified time stamp in a given time range
EddsTaskUpdateOperation — periodic job that updates the status for pending EDDS
request tasks. It includes the following responsibilities:

o Update EDDS request status

o Update ARES task status according to file status and request status

o Request the deletion of files from EDDS when closing a task
DataConsolidationOperation — periodic job that runs processes for making sure ARES
tasks and corresponding EDDS requests are in sync. These include:

o Perform single-shot of EDDS requests to the EDDS server for selected

operational data within a specified time window

o Tryto resume any suspended/failed EDDS requests

o Re-execute any failed EDDS requests or import tasks

o Resubmit EDDS requests that previously failed to be created

7.3.9.1. Processing

The importer uses the EDDS in order to deliver the operational data from an OPS LAN to an
ARES LAN. The configuration files contain a schedule of the operations (their names and
execution time in a cron’s notation). The scheduler executes the scheduled operations according
to the schedule . The EDDS request operations send an EDDS request via SOAP with selection
of an operational data and a time interval. The EDDS request arrives to an EDDS web service
and the EDDS web service queues the incoming EDDS request for processing. The EDDS
server (in the OPS LAN) executes it. The EDDS server checks if the requested operational data
are available and if so it creates the files containing the requested operational data and ARES
Data Importer is notified of any finished files. It uploads the files to the HDFS and continues
processing files similarly to the core import functionality. But additionally,

1.
2.
3.

4.

they will be associated to an EDDS request

the checksums of the files are checked against the reference from EDDS

it is possible to download and process multiple files per import task (if there are multiple
files available that haven’t been processed)

The metadata XFDU file from EDDS is also stored in the configured directory on the
HDFS
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7.3.9.2. Scheduling

ARES importer uses Quartz scheduler in order to perform asynchronously a scheduled operation
like send a data request to EDDS or process EDDS delivery files in a pre-defined time. The pre-
defined time is specified in cron notation and stored in configuration file ares.properties for each
defined schedulable operation. It allows performing several different operations in parallel. It
never executes two same operations in parallel. E.g. there is scheduled the TM parameter import
task for each 10 minutes. The first execution of the task starts and lasts 16 minutes. Meanwhile
10 minutes after the task execution was started the scheduler is about to start the task again but
the task has not finished yet and it is forbidden to have two tasks of the same type running in
parallel so the scheduler doesn'’t start the task. After next 10 minutes the scheduler is again about
to start the task. The previous task was finished 4 minutes ago. The task is started because the
TM parameter import task is no longer running.

The ARES importer at start-up creates instances of all configured operations in the configuration
file and starts the operational scheduler.

To ensure that no data is skipped during import, the scheduling EDDS expression,
esa.egos.ares.schedule.*.delta and esa.egos.ares.schedule.*.cron configuration options have
to be set correctly for every imported data type. For instance, for S2K event, these
configuration options correspond to ScheduleEDDSs2kEventimport operation are
esa.egos.ares.schedule.s2kevent.delta and esa.egos.ares.schedule.s2kevent.cron. Some
delays in processing can cause short intervals where no data is imported between
invocations of ScheduleEDDSs2kEventimport tasks. For this reason it must hold that the
defined delta property has to be greater than the time interval between two consecutively
scheduled ScheduleEDDSs2kEventimport operations.

Example of configuration for ScheduledEDDSs2kEventimport

In the ARES importer properties file, there are following properties to configure S2K event import.

esa.egos.ares.schedule.s2kevent.cron=0+0+*+*+*+?
esa.egos.ares.schedule.s2kevent.delta=-PT1H5M

import.directory.s2kevent=/user/areslib/delivery/s2kevent

There are defined cron expression and delta property value for the EDDS S2K event request in
the configuration file.

According to cron notation the scheduled operation will be executed each first second (0) in each
first minute (the 2" 0); of each hour (the 1% asterisk); in each day of month (2™ asterisk); each
month (3 asterisk). The question mark says that the day of week is not used.

The EDDS request properties values specifies that the scheduled operation requests S2K
events from current time (the time when EDDS receives the request) with time interval 1 hour
and 5 minutes (-PT1H5M) ago. It means that after single execution of the scheduled EDDS
request operation EDDS once per hour delivers S2K data within interval of hour and 5 minutes.
This time overlap prevents data skipping during the data import. The same mechanism has to
be used for other types of the EDDS request operations. The issue of redundancy on the time
interval boundaries in the delivered response files are solved during the insertion into the ARES
database by replacing existing data if a sample already exists.

For the TM parameter LCT import, ARES will request data from EDDS from the last imported
timestamp (see below) to the last consolidation time stamp stored in the DARC database. For
this, the DARC last consolidation time is obtained through EDDS and the
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esa.egos.ares.schedule.param.Ict.delta property is used to be added to this time interval. TM
parameters are then requested based on generation time stamps from:

From (last.param.Ict.importtime.stamp + esa,egos.ares.schedule.param.Ict.delta) to
darc.last.consolidation.time.stamp.

Therefore, it is sufficient to choose a very short delta, i.e., -1 second.
Note: All delta values should be provided as negative values.

Note: The LCT import operations are never executed concurrently. If an import job based on the
DARC LCT takes longer than the time between two scheduled requests, the next import job is
skipped automatically.

7.39.2.1. Startup procedure, initial requests

During the startup, initial requests are created for each type of data (except parameter LCT
requests) to compensate for not creating scheduled requests during ARES downtime. These
requests will use the corresponding last imported timestamp from the management table in the
database as the start time window (and current time as the end time).

7.39.2.2. Lastimported timestamp

Each processor class responsible for inserting operational data at the end of insertion modifies
the management table (described at 7.1.10.1.3) entry dedicated for each type of operational data
with the last inserted sample time stamp. These time stamps are updated every time after an
EDDS regular import task has successfully completed importing data from all the files of this
task. This time stamp serves to the initial import as the start time. As the end time the current
time is taken. The initial import is executed at every ARES importer’s start-up and its task is to
retrieve operational data from EDDS generated/released since the last import, indicated by the
last sample time stamp in the management table, until now.

The TM parameter LCT import uses the stored value also for the scheduled requests. Here, the
generation time is stored in the last import time stamp and then requested from that time stamp
to the current last consolidation time stamp that is retrieved from the DARC. Additionally, the
delta value is used to create a request that will slightly overlap with the previous request.

7.3.9.2.3. Scheduled TC import operations

There are two types of scheduled EDDS telecommand import operations: full and brief. The full
schedule EDDS telecommand operation requests from EDDS apart of the TC definition and the
TC samples the TC parameter definitions and the TC parameter samples. While the brief
schedule EDDS telecommand operation requests from EDDS the TC definitions and the TC
samples only. It is intended that at first the full schedule EDDS telecommand operation is
executed once for the specified time interval and then the schedule EDDS telecommand update
operation is executed periodically for the specified time interval in order to monitor the
telecommands verification states.

7.39.24. Scheduled import of files from FARC

File-based MPS data can be imported by a scheduled job through EDDS from FARC. ARES will
make regular requests to EDDS to retrieve any new files that are in a specified folder in FARC.
If any new files are found, these will be downloaded and imported to ARES database. The
definition of last stored data timestamp is different. The timestamp doesn’t store the last
timestamp of the data directly as for other types of requests, but instead it stores the commit time
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of the last FARC file imported to be able to request only new files that ARES hasn'’t processed
yet.

7.3.9.3. Task status handling

The status of EDDS request tasks are handled by a central instance of the
TaskUpdateOperation. In this case the EddsTaskUpdateOperation is responsible for updating
the EDDS request status and the task status according to the file status and EDDS status. It also
takes care of deleting files from EDDS. See for a detailed breakdown of its inner workings.
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Is EDDS asimport No e
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Update EDDS Delete files from Mark task as
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Figure 6: EDDS Status Update Operation BPMN diagram

7.3.9.4. Data consolidation

The DataConsolidationOperation takes care of resuming and resubmitting certain EDDS request
tasks, importing new EDDS files and processing user requested consolidation requests. See
Figure 7 for a detailed breakdown of its inner workings.

Process user

During Get all non-terminal Resubmit tasks

ARES EDDS tasks from without EDDS Resule cetain Process pending consolidation

c startup local database request ID a requests

o

] [+] [+]

< T consaol

o ' com

2 Everyx ;7T TTTTTTTTTTTTTmmmmmmmmmmmmosmmommoeoes Create processor pertask----------------=---------------- '

-g minutes

]

T |

= | = : ACTIVE,

- : DELIVERED,

c a ! DELIVERED_PARTIAL_RESULTS, In a state to Import new EDDS
@ i — - g

3 2 ! SUSPENDED, be processed files

8 | | COMPLETED_NO_RESULTS,

g @ CANCELED
: X e
£ \
§ Task processor Ta
@ created proce
o Mothing new

Figure 7: Data Consolidation Operation BPMN diagram
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7.4. ARES Data Provision

Data provision is a library provided by ARES to retrieve data from the long-term archive. It is
used by internal and external client applications that need to connect to ARES, e.g. ARES Client
application, ARES WebMUST adapter.

See ICD for external interface description.

74.1. Type

Java library provided as esa.egos.ares.dataprovision.jar.

7.4.2. Function

The ARES data provision offers following functionality:

Retrieve a list of the available TM/MPS parameters
Provides TM/MPS parameter sample iterator
Provides real-time TM parameter retrieval via Apache Kafka

Provides samples’ statistics for selected TM/MPS parameters within specified time
window

Retrieves generic events within a specified time window
Provides TC sample iterator

Provides TM packets and their definitions

Inserts operational data consolidation request

Updates operational data consolidation request
Retrieves operational data consolidation requests
Retrieves TC verification stage fields’ names

Provides task records

Provides task record related TM parameter names
Provides task record related file names

Provides task record failure

7.4.3. Dependencies

Interface Description
JDBC Internally the library uses JDBC connector for access to the ARES database
HBase The HBase API is used to insert and retrieve data

Table 14: ARES data provision dependencies

7.4.4. Processing

74.4.1. TM and MPS parameters retrieval

The retrieval of parameter definitions is performed by method getParameterDefinitions() of interface
IArcDataRetrieval. The method executes a simple SQL SELECT statement and retrieves list of all
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parameter's metadata. The metadata elements contains parameter's name, system element, description,
engineering unit, data category, raw data category.

7.4.4.2. TM and MPS parameter samples retrieval

The database layer allows an iterative approach for retrieving TM parameter samples from ARES
database. A configurable number of parameter samples are retrieved at once and cached on the client
side by HBase API, once the iterator has reached the end of this cache another batch is retrieved from the
backend. The parameter sample retrieval is used by ARES data adapter (the client of the ARES data
provision layer) in order to provide the parameter samples to e.g. the GRD display or the ARES export.
The interface for accessing the samples is esa.egos.ares.dataprovision.param.ParameterSampleProvider
which provides several ways to access and filter the data. In cases where many samples are expected to
be returned, the result of the parameter sample retrieval method call will be a Closablelterator. Client in
sequence calls its methods, next() to move on following sample of the selected TM parameter. The ARES
data adapter uses getter methods to get TM parameter sample data like generation and storage time,
value and validity.

See Javadoc for detailed descriptions of available methods.

7.4.4.3. Realtiime TM parameter samples retrieval via Apache Kafka

The data provision API provides utility classes to retrieve parameter samples from an Apache Kafka
cluster. The provided functionality is described by the
esa.egos.ares.dataprovision.param.KafkaParameterSampleProvider interface. It allows the subscription
to specific parameters and polling Kafka for these parameters. The actual implementation requires a String
containing at least one of the machines of the Kafka cluster and the name of the parameter topic.

74.4.4. TMIMPS sample statistics

The TM/MPS statistics provided by the database layer through method getParamSamples() of interface
esa.egos.ares.dataprovision.param.stat.agr.AggregatedStatisticsProvider. The method accepts a
parameter name, a time window and the statistics level. It returns an iterator to loop through the aggregate
statistic samples. The samples have getter methods to accesses the calculated statistics like min, max,
median value and etc. Per default, the statistics calculation do not include non-valid samples, but optionally
allow to include non-valid samples for provision with external client applications.

7.4.45. Generic events retrieval

The retrieval of generic events is performed by a singled call of method getEvents() of interface
esa.egos.ares.dataprovision.event.EventProvider. The method requires a start and end time filter
argument. It optionally accepts advanced filters like the event type, severities and others.

74.4.6. MPS events retrieval

The retrieval of MPS events is performed by a single call of method getMpsEvents() of interface
esa.egos.ares.dataprovision.mpsevent. MPSEventProvider. The method requires a start and end time filter
argument and an optional advanced filter. This form of retrieval is deprecated as of ARES 2.4.0. It is only
left over in order to retrieve MPS events imported before this version which are stored in a separate table.

74.4.7. S2K events retrieval

The retrieval of S2K events is performed by a single call of method getS2kEvents() of interface
esa.egos.ares.dataprovision.s2kevent.S2KEventProvider. The method requires a start and end time and
optionally selected severities and additional advanced filter. This form of retrieval is deprecated as of ARES
2.4.0. It is only left over in order to retrieve S2K events imported before this version which are stored in a
separate table.

74.4.8. TC samples retrieval

ARES holds TC and TC parameter definitions in its MariaDB database and the TC samples and TC
parameter samples in HBase. Because of this, first the command definition related parts of the user defined
filter are used to fetch necessary definitions from the DB. Then the rest of the user defined filter is used to
fetch and combine with the definitions the TC samples from HBase. As TC parameters samples are kept
in the same row with the TC sample they are contained in, the parameter samples can also be fetched if
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necessary. For each different parameter received from HBase a definition is fetched from MariaDB so that
the two can be combined.

The database layer allows an iterative approach for retrieving TC samples from ARES database. The TC
sample iterator is provided by method getCommands() of interface CommandProvider. The method
requires following parameters.

e Parameter start defines the start time.

e Parameter end defines the stop start time.

e Parameter cdids is a set of CDIDs (Command Definition IDs) received from MariaDB that can
only be used if the user defined filter uses the AND logical operator. As the CDID is part of the
row ID for TC samples in HBase the set of CDIDs can be used to filter upon the CDIDs already
on HBase instead of on the client.

e Parameter sscs is a set of SSCs (Source Sequence Counters). As the SSC is part of the row ID
for TC samples in HBase the set of SSCs can be used to filter upon the SSCs already on HBase
instead of on the client.

e Parameter includeParameters controls if the TC parameter samples are retrieved together with
the TC samples. If the value is true then the TC samples provided by the iterator contain TC
parameter samples as well.

o Parameter useReleaseTime controls if the time window parameter could be considered for the
release time or the execution time of the available TC samples.

7.4.4.9. TC parameter samples retrieval

It is possible to retrieve TC parameter samples without TC samples. The CommandProvider interface also
defines two methods to fetch TC parameter samples from HBase. The getParameters(rowld) method
retrieves parameters from a single row and the getParameters(rowlds) accepting a collection of row IDs
retrieves parameters from multiple rows. The rowld uniquely identifies TC sample and it is generated at
TC sample insertion into ARES database.

7.4.4.10.The retrieval of Telemetry packets

The retrieval of Telemetry packets is performed by a single call of method getTmPacketsByGenTime() or
getTmPacketsByStorageTime() of interface esa.egos.ares.dataprovision.tmpacket. TmPacketProvider.
These methods require a start and end time and optionally an advanced filter.

7.4.4.11.TM parameter samples retrieval

It is possible retrieving TM samples without TM parameters. The TM parameters related to the particular
TM sample can be retrieved by function getTmPacketParameters(). The method is overloaded. The first
method accepts two arguments a SPID of the TM packet and a generation time of the TM packet. The
method uses parameter sample iterator (see 7.2.8.2) to retrieve list of related TM parameters’ samples.
The second method accepts a list of SPIDs and generation times and retrieves a map. The map’s keys
are pairs of SPIDs and generation times values passed as argument and map’s values are lists of related
TM parameters.

7.4.4.12 Fittered retrieval of TC, SCE, TFA and genericevent samples

ARES database layer provides filtering of TC, SCE, generic events and TFA samples based on the content
of the particular field or fields in the relevant database definition and sample tables. The filtered retrieval
doesn’t support filtering based on a TM parameter definition or a TM parameter sample field.
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ARC filter classes
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+isCaseSens ()

ArcFilter

#entries

+ArcFilter ()

+addEntry ()

#getEntries ()

+reset ()
+buildSqlWhereClause ()

IArcFilter O—

Figure 8: Class diagram of the ARC filter.

The filter implements methods allowing to add filter entry (IArcFilterEntry) together with a flag (andLogOp)
indicating the logical operation (AND, OR) has to be used to combine the entry with a previous filter entry
within the filter. It implies the logical operation flag is ignored for the first filter entry within the filter. There is
method getEntries() for getting all entries from the filter, reset() for removing all early added entries. There
is method buildSqglwWhereClause() which returns a string build on base of the filter's content which can be
used in the WHERE clause of a SQL statement. The example of the ArcFilter is depicted atFigure 9.
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ArcFilter
(time)

ArcFilterEntry
name = TIME

timeAfter = true

value = t1

andLogOp = true

ArcFilter
(main filter)

andLogOp = true

ArcFilter
(severity)

ArcFilterEntry
name = SEVERITY
value = ERROR
contains = true
CS =false

ArcFilterEntry
name = TIME
value =t2
timeAfter = false

andLogOp = false
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andLogOp = true

ArcFilter
(field)

ArcFilterEntry
name = MESSAGE
value = CORBA
contains = true

CS =true

ArcFilterEntry
name = SEVERITY
value = FATAL
contains = true
CS =false

andLogOp = true

ArcFilterEntry
name = MESSAGE
value = Domain 1
contains = false
CS =false

String for the WHERE:

((TIME >=t1 AND TIME <=1t2) AND (SEVERITY like ‘%ERROR%’ OR SEVERITY like ‘%FATAL%’)
AND (MESSAGE COLLATE latin1_general_cs like ‘%CORBA%’ AND MESSAGE NOT like ‘%sDomain 1%))

Figure 9: Example of the ARC filter.

The ArcFilter can be used in the following methods:

getCommandSamplelterator()

7.4.4.13.Task records retrieval

The retrieval of all task records stored in the database is performed by method getTaskRecords() of
interface |ArcTaskRecordMgr. The method internally executes a SQL SELECT FROM statement. The
method accepts following arguments:

e Argument failedOnly is the flag controlling if only task records marked as failed or all
stored task records are retrieved. The failed task has its (ARES) status set to FAILED.

e Argument orderByOldest is the flag controlling if the retrieved task records are sorted
from the oldest to the newest according to their execution time or vice versa.

e Argument page controls which page/subset of task records are retrieved. If the
argument value is less than one then paging is ignored and all selected task records
are retrieved.

e Argument pageSize controls the page/subset size. If the argument value is less than
one then paging is ignored and all selected task records are retrieved.

For retrieval of all stored task records
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SELECT ID, TYPE, EXECUTIONTIME, STARTTIME, ENDTIME, STATUS, REQUEST ID,
EDDS STATUS, CONSOLIDATION ID FROM TASK TBL ORDER BY EXECUTIONTIME ASC| [DESC]

For retrieval of task records marked as failed with their failures:

SELECT ID, TYPE, EXECUTIONTIME, STARTTIME, ENDTIME, STATUS REQUEST ID,
EDDS STATUS, CONSOLIDATION ID FROM TASK TBL AS O
RIGHT JOIN TASK FAILURE TBL AS F ON O.ID = F.ID TASK
ORDER BY EXECUTIONTIME ASC| [DESC]

The method creates instances of ArcRequestTaskRecord, ArcTmParameterRequest-TaskRecord and
ArclmportTaskRecord according to their TYPESs for each retrieved record, initializes them with data
retrieved from execution of the SQL statement and returns them as a list of task records.

The retrieval of all pending EDDS request task records stored in the database is performed by
method getPendingEddsRequestTaskRecords() of interface 1ArcTaskRecordMgr.

The method creates instances of ArcRequestTaskRecord and ArcTmParameterRequest-TaskRecord
according to their TYPEs for each retrieved record, initializes them with data retrieved by execution of the
SQL statement and returns them as a list of EDDS request task records.

The retrieval of all pending import task records stored in the database is performed by method
getPendingEddsimportTaskRecords() of interface IArcTaskRecordMgr. The method internally
executes following SQL SELECT FROM statement:
SELECT ID, TYPE, EXECUTIONTIME, STARTTIME, ENDTIME, STATUS, REQUEST ID,

EDDS STATUS, CONSOLIDATION ID FROM TASK TBL

WHERE STATUS = <PROCESSING> AND (TYPE = <TM PARAM IMPORT>

OR TYPE = <TC_ IMPORT> OR TYPE = <TC UPDATE IMPORT>

OR TYPE = <82KE_IMPORT> OR TYPE = <SCE IMPORT> OR TYPE = <TFA IMPORT>

) ORDER BY EXECUTIONTIME

The method creates instances of ArclmportTaskRecord for each retrieved record, initializes them with
data retrieved by execution of the SQL statement and returns them as a list of import task records.

7.4.4.14.Task record TM parameter names retrieval

The retrieval of a task record related TM parameter names is performed by calling method
getTaskTmParameterNames() . The method accepts single argument.

e Argument recordld is the identifier of the operation whose reference TM parameter
names will be retrieved.
The method internally executes following SQL SELECT FROM statement:

SELECT NAME FROM TASK PARAMETER NAME TBL NATURAL JOIN PARAMETER NAME TBL

WHERE ID TASK = <TASK ID>
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7.4.4.15.Task record file names retrieval

The retrieval of an import task record related delivery file entries is performed by calling method
getimportTaskRecordFiles() . The method accepts single argument.

e Argument recordld is the identifier of the import task record whose delivery file entries
shall be retrieved.
The method internally executes following SQL SELECT FROM statement:

SELECT FILE NAME, FILE STATUS FROM DELIVERY FILE TBL
WHERE IMPORT TASK ID = <TASK ID>

The method returns a list of delivery file entries. Each entry contains the file name and file status.

The retrieval of an EDDS request related delivery file entries is performed by calling method
getEddsRequestFiles() . The method accepts single argument.

¢ Argument requestld is the identifier of the EDDS request whose delivery file entries
shall be retrieved.
The method internally executes following SQL SELECT FROM statement:

SELECT FILE NAME, FILE STATUS FROM DELIVERY FILE TBL
WHERE REQUEST ID = <REQUEST ID>

The method returns a list of delivery file entries. Each entry contains the file name and file status.

7.4.4.16.Task record failure refrieval

The retrieval of a task record failure is performed by calling method getTaskFailure() . The method accepts
single argument.

e Argument recordld is the identifier of the task record whose stack trace dump shall be
retrieved.

The method internally executes following SQL SELECT FROM statement:

SELECT STACKTRACE FROM TASK FAILURE TBL WHERE ID TASK = <TASK ID>

The method returns the string containing a stack trace generated on task failure or empty string if there is
not a failure related to this task record.

7.5. ARES Data Provision Wrapper

When other projects use Ares Data Provision as a dependency, it is necessary to include other runtime
dependencies. Therefore, the wrapper should act as a dependency manager that adds the ARES data
provision and other needed dependencies.

75.1. Type

Java library provided as esa.egos.ares-dataprovision-wrapper.jar.
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7.5.2. Function

The ARES data provision wrapper puts ARES Data Provision and other runtime dependencies in a single
jar file

7.5.3. Dependencies

Interface Description

ARES data provision | Provides a set of operations that can be used to retrieve mission data in the
ARES database

HBase The HBase APl is used to insert and retrieve data

Table 15: ARES data provision wrapper dependencies.

7.6. ARES File Retrieval

The ARES file retrieval module can be used to retrieve files archived with ARES.

7.6.1. Type

Java library provided as esa.egos.ares-file-retrieval jar.

7.6.2. Function

Provides an interface used to list files and directories but also allows to retrieve files by writing them to the
local file system.

7.6.3. Dependencies

Following interfaces are required:

Interface Description

Spring Data Hadoop | Used to query HDFS for archived files.

7.7. ARES Streaming Services

The ARES streaming services provides the possibility to ingest TM parameter samples closer to real-time
than with the ARES data importer. This functionality is implemented in various packages with different
functions and purposes. They will be discussed separately in the following sections.

7.7.1. ARES Stream Provider

There are currently two stream providers for two different data sources: An EDDS- and a file-based data
provider. At the moment they are part of ARES but this may change in the future.

7.7.11. Type

All stream providers are processes running in a JVM.

7.7.1.2. Purpose

Stream providers retrieve parameter samples from a data source and submit them to a topic
on a preconfigured Kafka cluster. At the moment they are responsible for converting the
retrieved parameter sample from their input format to the ARES format.
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7.7.1.3. Function

All stream providers first retrieve parameter samples from a data source, convert them to ARES
format and then submit them to Kafka via the Kafka client API.

7.7.1.4. Dependencies

Interface Description

EDDS web service Provides the set of operations that can be used by client applications
to create stream requests

ARES data provision | Provides the set of operations that can be used to retrieve meta
API information needed to convert between formats

Apache Kafka client | Provides the set of operations to communicate with a Kafka cluster
API

Table 16: ARES streaming services dependencies

7.7.1.5. Detailed interface design

7.7.15.1. EDDS-based stream provider

This stream provider uses the esa.egos.edds.ws library to request a live stream from EDDS. This stream
is run in perpetuity until the provider itself is stopped.

7.7.15.2. File-based stream provider

This stream provider uses Apache Camel to monitor the local file system for new input files to send to
Kafka. It may consume either binary files from EDDS containing parameter samples or CSV files.

7.7.1.6. Resources

A Kafka cluster needs to be operational. For the EDDS-based stream provider EDDS also needs to be
operational.

7.7.2. ARES Stream Importer

7.7.2.1. Type

An Apache Spark job written in Java and running on a cluster of machines.

7.7.2.2. Purpose

The ARES stream importer retrieves parameter samples from the Kafka topic and persists them in at least
near real-time to the corresponding HBase table.

7.7.2.3. Function

The ARES stream importer is first deployed to the cluster. There a driver program creates the initial stream
application and distributes the work on to multiple executors, which run parts of the code. The stream
retrieves incoming parameter samples from Kafka for windows of a preconfigured size. Once the window
closes all received samples from that window are then persisted to HBase.

7.7.2.4. Dependencies

Interface Description

Apache Spark Core | Provides the core Spark framework
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Interface Description

Apache Spark Provides the framework for stream based data processing
Streaming

Apache Spark Provides the set of operations to communicate with a Kafka cluster
Streaming Kafka

Apache HBase Provides the set of operations to persist data in HBase using Spark
Spark Streaming

Table 17: ARES stream importer dependencies

7.7.2.5. Detailed interface design

The stream importer uses the Apache Spark Streaming framework to create a stream from a Kafka topic
and then persists the received data within HBase.

7.7.2.6. Resources

A functioning Kafka cluster and a resource manager like Apache Hadoop YARN need to be deployed on
the ARES cluster for the stream importer to work.

7.8. ARES Client

The enhancement of the EUD application by ARES is based upon the outcome of the reusability
analysis of EUD at [TN-01].

Within the sections below the newly introduced design and functionality for EUD by ARES is
described in detail — e.g. the enhancement of the controls for specifying the time range for which
parameter data should be retrieved from ARES database and plotted within the EUD GRD.

7.8.1. Type
The ARES client is java MMI application based on Eclipse RCP.

7.8.2. Purpose

The ARES client is used for displaying and analysing the operational data.

7.8.3. Function

Within the sections below the ARES design and implementation details will be described for the
concerned introduced ARES functionality.

7.8.3.1. ARES adapter for ARES for operational data retrieval from ARES Database

The adapter is used to retrieve TM and MPS parameters and their samples as well as TC
samples, S2K, MPS and TM packet samples the provision API is described at section 7.2.

7.8.3.2. EUD GRD extension for display of history data specified by time range
The extensions of the GRD allow these additional features for displaying TM parameters
samples:
e The plot can optionally calculate and display the statistics of displayed TM parameters,
opened from plot’s header.
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e The plot can optionally display dynamically re-sampled TM parameters by specifying
the dynamic re-sampling step.

7.8.3.3. TM parameter export of ARES

The TM parameter export is RCP plug-in implementing SINGLE, TABLE, OOL, AOOL, GAP exports
processing. Processing is run on the MMI using the dataprovision service.

7.8.3.4. TM packet gap reports

The TM packet gap export is an RCP plug-in, calculating gaps based on Generation Time or SSC using
the dataprovision service.

7.8.4. Subordinates

None.

7.8.5. Dependencies

The ARES client needs following component for proper functioning.

Interface Description

ARES data provision Provides the set of operations that can be used to retrieve mission
data in the ARES database

Table 18: ARES client I/F dependencies

7.8.6. Detailed Interfaces Design

The ARES client uses interfaces provided by ARES database layer in order to retrieve operational data
from the ARES database.

7.8.7. Resources

The ARES client needs Java JRE 1.8 installed for proper functioning. Further the IP port specified in the
MariaDB server configuration file (my.cnf) has to be allowed in all transit firewalls and HBase RPC protocol
needs to be allowed in order to successfully establish a connection to the ARES database. As the ARES
client is based on EUD 3.2.6, the EUD core plug-ins have to be available for successful ARES build and
running. Additionally, some plugins from the Extras and Generic Adapters package are used.

7.8.8. References
The ARES client uses the ARES database layer described in section 7.2.

7.8.9. Processing

The ARES client is made of Eclipse RCP plug-ins. Apart of the original EUD plug-ins there are ARES
specific plug-ins:
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Plug-ins Description

ares-adapter-interfaces It keeps interface definitions of ARES displays. The
adapter offers implementations for these interfaces by
wrapping the ARES database layer and providing
operational data for ARES displays.

ares-adapters-persistentstorage- It implements persistent storage for the parameter
manager displays (e.g. GRD, AND) and workspaces.
ares-common-uli It keeps the ARES specific widgets, dialogs and the
ARES main preference page.
ares-displays-dataconsolidation It keeps the MMI part of ARES data consolidation
functionality.
ares-displays-eventdisplay It keeps functionality for displaying generic events.
ares-displays-s2kedisplay It keeps functionality for displaying the S2K events.
ares-displays-mpsedisplay Functionality for displaying MSP events.
ares-displays-scedisplay It keeps functionality for displaying the spacecraft
events.
ares-displays-parameters Contains VideoControlWidget and generic open
parameter display action
ares-displays-parameters-grd Holds the extensions for the GRD and XY display.
ares-displays-tcdisplay It keeps functionality for displaying telecommands.
ares-displays-tfadisplay It keeps functionality for displaying telecommand
failure acceptances.
ares-displays-tmdisplay It keeps functionality for displaying telemetry reports
ares-export It keeps the export functionality including the export

specific views, widgets and preferences.

ares-logger It keeps the logger functionality used by the ARES
client. It implements the EUD message processor
interface which is used by the message display and
the history message display to retrieve messages.

ares-product It keeps references to all required plug-ins.
Implements actions delegates for the ARES client and
represents the main entry point of the ARES client.

ares-service-adapter-processor It keeps implementation of ARES adapter. The
adapter wraps the ARES database layer and provides
operational data for ARES displays.

ares-serviceapi It is a plug-in w/o any implementation. Its task is to
provide reference to ARES backend libraries, to the
MariaDB JDB connector (mariadb-java-client-1.2.0.jar)
and other external dependencies.

7.8.10.Data

The ARES clients retrieve operational data from the ARES database via its data provision component.
<END OF DOCUMENT>
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