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1 Introduction 

1.1 Purpose 

This document is intended to describe the interface for real-time 
telemetry data passed from the IFRD to the PIs. The PIs are the client 
workstations, one for each instrument on board. 

1.2 Scope 

The scope of the document covers all real-time telemetry data on the level of 
telemetry source packets. This source packets are extracted from telemetry 
frames which are passed from the IMCS to ISDS and further on to IFRD. 
With the term Real-time telemetry it is meant all the telemetry routed to the 
INTEGRAL MOC as downlinked from the Spacecraft and acquired during 
the normal passes. 

In particular the document describes the interface between the PI 
workstations and the ESOC INTEGRAL FRame Demultiplexer (IFRD) 
which, being located outside the ESOC firewall, receives telemetry frames 
from ISDS and forwards it to PIs. 

The possibility to play-back telemetry data is not foreseen within the IFRD 
application. 

1.3 Summary 

This document describes the interface specification applicable to the transfer 
of the real-time telemetry data between the IFRD and the PI workstations. 

1.4 Amendment History 

See Document Change record at start of document. 

1.5 Change Forecast 

This issue reflects the inclusion of comments and agreement from OGS-
SGS ICD Red-Line Session held at ESOC on 12th May 1998. Only minor 
changes are likely to be required. 

1.6 Applicable Documents. 

A-1. INTEGRAL Project Glossary Draft A0  30th March 1998 INT-SYST-
GEN-FLO-0001-OGI   
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A-2. NCTRS ICD - Volume 2 - Detailed interface definition: MCS 
(NCTRS-ICD-2, Issue 1.1, 24th April, 1997) contained also as 
Appendix E of OGS-SGS Interface Control Document. 

A-3. INTEGRAL OGS-SGS ICD Chapter 4.11 Mission Archive and Data 
Distribution ICD 

A-4. INTEGRAL PSD 5th February 1998 INT-RP-AI-0030 OGS-SGS ICD 
Appendix E 

A-5. Minutes of the INTEGRAL Mission Control System Technical 
Meeting 1 - February 9th 1998 TERMA/INTEGRAL/DDD/TM-01 

A-6. Technical Note: “INTEGRAL Telemetry Distribution Implementation 
Guidelines” – May 5th 1999 – Issue 1 - TERMA/IMCS/TN/INFR/002 

A-7. INTEGRAL OGS-SGS ICD Chapter 4.1: Real-Time Telemtry Data  
(MOC-ISDS) - May 26th 1998 - INT–MOC-SYS-ICD-0001-OGI 

A-8. INTEGRAL  Packet Structure Definition INTRP AI00030 issue 6, 
date 27th Sep 1999 

 

1.7 Reference Documents. 

R-1. INTEGRAL MCS Software Requirements Document (INT-MOC-
SRD-0001-OGI, Issue A3, November 3rd 1998). 

1.8 Abbreviations 

All abbreviations and acronyms used in this document are explained in 
Applicable Document A-1. 
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2 Operational Assumptions and Constraints. 

2.1 Assumptions 

The following assumptions apply to this interface:  

1. real-time data transfer between the IFRD and the PI client 
workstations will be achieved by point-to-point communications using 
the TCP/IP protocol 

2. INTEGRAL MOC is separated by a Firewall from the external world 

3. IFRD is a made up of a single node (e.g. workstation) and connected 
to the ISDS. Both systems are located outside the MOC firewall in 
ESOC 

4. No data time and quality checks will be performed by IFRD neither at 
telemetry transfer frame level nor at telemetry source packet 

5. No time correlation information will be provided by IFRD 

6. There will be no data replay capability; i.e. if for any reason delivery 
of on-line telemetry will fail, no capability to recall the missed 
telemetry will be supported by the real-time telemetry distribution 
infrastructure 

7. No data archiving functionality will be implemented by IFRD at 
source packet level 

 

2.2 Constraints 

The link set-up to ISDS is instigated by IFRD which acts as a client and 
ISDS as a server. The links set-up to the PI workstations are instigated by 
the PI workstations which act as a client and IFRD as a server in this case. 

The real-time transfer between the IFRD and PI workstations is constrained 
by the bandwidth of the link available and the LAN, currently the link is 
foreseen to be 128 kbps, the LAN handles 1 mbps. Obviously the transfer 
rate to the PI workstations depends on the number of connected clients and 
the configuration. 
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3 Requirements. 

3.1 Functional Requirements. 

As specified in reference document R-1. 

3.2 On-line Data Delivery Requirements. 

As specified in reference document R-1. 

3.3 Off-line Data Delivery Requirements. 

Not applicable to this document.  
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4 Interface Characteristics 

4.1 Interface Location and Medium 

This interface deals with real-time telemetry source packet data transfer 
between the IFRD and PI workstations. 

The IFRD and the PI workstations are based at ESOC in Darmstadt, 
Germany outside the opslan (operational network). 

Data transfer will be electronic, using point-to-point communications based 
on the TCP/IP protocol. 

The following figures provide a representation of the telemetry distribution 
system architecture. 

Grey-out area includes systems not part of the IFRD - PI workstations inter-
face but is reported for completeness. 

 

NCTRSIMCS

OPSLANF
I
R
E
W
A
L
L

X Router I Router
ISDS

ExtServerLAN

PI 8

PI workstations  

ESOC  
Integral MOC

ESOC  
External Network

IFRD

PI 2PI 1

 

Figure 1 - IFRD - PI workstations System Interfaces 

 



 
INTEGRAL OGS-SGS Interface Document - – IFRD – PI W/S ICD 
INT-MOC-SYS-ICD-0001-OGI/Issue A1 
 

7 

 
 

 

4.0-DRAFTB IFRD - PIS W-S ICD.DOC�  1998 ESA/ESOC  

 
 

The figure reports a representation of the physical location of the systems 
involved in the telemetry distribution infrastructure. In particular: 

• Network Control TM/TC and Routing System (NCTRS) and IMCS 
systems are connected on the ESOC OPSLAN LAN. NCTRS 
implements the interface between the IMCS and the INTEGRAL 
ground stations providing real-time and recall telemetry transfer 
frames (VC-0 and VC-1) 

• a firewall separates the INTEGRAL MOC (OPSLAN network) from 
the ESOC external network 

• ISDS is connected on the ESOC ExtServerLAN 

• IFRD is connected on the ESOC ExtServerLAN 

• The SGS – PI workstations application receiving telemetry source 
packets from IFRD is here represented as a system connected on a 
local LAN separated by the external network (WAN) via a firewall 

4.2 Hardware Characteristics and Limitations 

The hardware/operating system for IFRD will be SUN/Solaris 2.6. 

The only significant hardware limitation imposed on the interface is the 
available bandwidth (see section 2.2) 

4.3 Data Source, Destination and Transfer Mechanism 

Data source is the IFRD and data destination are the PI client workstations. 
Transfer mechanism is TCP/IP. As already pointed in section 2.1 it is 
assumed that there will be one transmission task on the IFRD server for each 
PI client workstation reception task. Up to 8 transmissions / PI client 
connections are supported. 

4.4 Node and Device Addressing 

These information will be provided within the near future. 

4.5 Relationships with other Interfaces 

None. 
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5 Access 

5.1 Interface Utility Software 

Not applicable. 

5.2 Failure Protection, Detection and Recovery Procedures 

The completeness of the data set will be checked by means of the IMCS 
sequence counter which is unique for each telemetry frame sent from IMCS 
to ISDS. This check is performed by the IFRD application.  

Further failure detection will be achieved from the PI clients by checking the 
Source Sequence Counter. The SSC is incremented by 1 for each telemetry 
source packet sent from a specific application on-board the satellite. SCC = 
function{TM source packet, APID} 

Recovery of data that has failed real-time transfer will be by means of off-
line media as described in applicable document A-3. 

5.3 File Naming Convention 

Not applicable. 

5.4 Storage and File Detection Requirements 

Not applicable. 

5.5 Security Requirements 

Not applicable. 

5.6 Data Integrity Checks 

No further data integrity checks as mentioned in section 5.2 will be carried 
out by the tasks responsible for the transmission of real-time data between 
the IMCS and the PI workstations. 

Note: This does not preclude data integrity checks being carried out by other 
elements of the system, e.g. for telemetry data it is assumed that a set of 
telemetry validation checks will be applied on reception by the PI 
workstations. 
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5.7 Backup Requirements 

Not applicable. 

5.8 Error Handling 

See section 5.2. 

5.8.1 Transport/Network Layer 

All TCP/IP error handling capabilities. 

5.8.2 Application Layer 

IFRD will monitor the status of the TCP-IP connection. Whenever a 
disconnection is detected IFRD will send an alarm message to the IFRD 
operator and to IMCS in order to be displayed as an event to the 
INTEGRAL Spacon and to be reported in the IMCS TM Spacon application 
as PI client connection status change. 

In case of link failure it is up to PI clients to re-connect to IFRD in order to 
re-establish the data transfer session.  

IFRD operator will have the possibility to disable IFRD connection 
acceptance if needed. 
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6 Detailed Interface Specifications. 

The following sections provide detailed specifications for the network 
transport and application layers of the interface. 

6.1 Transport Level 

Figure 2 reports the data flows (thick lines) between the involved systems 
together with the indication of connection initialisation responsibility 
(dashed lines).  

 

IFRD

TCP/IP Connection set-up

Data flow

PI
client

 

Figure 2 – IFRD – PI workstations data flow and connection 
initialisation 

The connection is initialised (connect) by PI workstations acting as clients to 
the IFRD telemetry source packet sender applications.  

IFRD waits for connection coming from PI client on a well-known port P 
which is configurable via MISCconfig.  

The value of P is: TBD 

The following figure provides a view of the handshake mechanism. 

 



 
INTEGRAL OGS-SGS Interface Document - – IFRD – PI W/S ICD 
INT-MOC-SYS-ICD-0001-OGI/Issue A1 
 

11 

 
 

 

4.0-DRAFTB IFRD - PIS W-S ICD.DOC�  1998 ESA/ESOC  

 
 

PI client IFRD    

1) Idle Listen on “well-known-port P

2) Connect on “well-known-port” P
(Sender on port X)  Accept and creation of socket Q

 ACK to port X

3) ACK to port Q

4) Data to port X

n) Data to port X

n+1) Disconnect to port Q

 ACK to port X

n+2) ACK to port Q

n+3) Idle Listen on “well-known-port P

 

Figure 3 - IFRD and PI-Client Interface TCP/IP Handshake 

As reported in the figure IFRD is waiting for connections on a well know 
port identified in the figure as P. Once the connection is accepted by IFRD 
the accept system call will create a new socket (identified as Q) for the 
actual data exchange. 

IFRD shall accept incoming connection requests from clients always on the 
same port P.  

6.1.1 Detailed Connections Specifications 

6.1.1.1 Network configuration 

TBD 

6.1.1.2 Socket configuration 

The following socket options will be set on the sockets created on both 
IFRD and PI workstations and used for the data trasfer: 

SO_KEEPALIVE this option causes the system to send a probe packet 
across the connection after the connection has been 
idle for 2 TBD hours 

SO_REUSEADDR this option allows the system to reuse immediately 
the same socket after a disconnection. 
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Furthermore the IFRD socket will be set in NON BLOCKING mode (iocntl 
FIONBIO command) in order to implement a fast data delivery  mechanism: 
IFRD write will return immediately. The client application is responsible for 
reading the data in time. 

6.2 Application Level 

6.2.1 Data Messages 

The data exchanged at application layer between IFRD and a PI client 
includes two message types: 

• Session Acknowledge Messages: Messages sent by IFRD to PI clients 
(after network connection set-up) acknowledging the capability of IFRD 
to support the data transfer session at application level 

• Telemetry Data Message: Message carrying telemetry source packets of 
the requested APID 

6.2.1.1 Session Acknowledge Messages 

These messages are used by IFRD to notify the PIs whether the PI session 
can be supported at application layer. 

Immediately after PI client connection has been accepted at network / 
transport level, IFRD checks whether the PI workstation can be authorised 
to receive data. The result of the check is notified to the PI workstation via a 
Session Acknowledge Message. 

Two types of Session Acknowledge Messages can be sent to the PI clients: 

• SESSION_SETUP_ACK: This message is sent by IFRD and is used to 
notify PI clients that the connection request has been accepted at 
application level 

• SESSION_SETUP_NOTACK (reason): This message is sent by IFRD 
to PI clients and is used to notify them that the connection request has not 
been accepted at application level. reason reports the diagnostic of the 
connection failure 

The following figure reports the case where a session is acknowledged 
(notified to be supported) and the case where the session cannot be 
supported due to ‘reason’ reported in the SESSION_SETUP_NOTACK 
message. 
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PI client  

TCP/IP ACK to Port Q

SESSION_SETUP_NOTACK (reason)

SESSION_SET_ACK

IFRD

PI client  

TCP/IP ACK to Port Q

IFRD

 

Figure 4 - IFRD Session Acknowledge messages 

 

6.2.1.2 Telemetry Data Message 

This type of message is used by IFRD to deliver telemetry data to the PI 
clients after the IFRD connection has been accepted at network / transport 
level and successfully acknowledged at application level 
(SESSION_SETUP_ACK). 

The message TMSPKT_DATA represents the message carrying telemetry 
data and is made up of a number of fields describing the telemetry and the 
actual APID related telemetry source packet. 

TMSPKT_DATA is described in the Data Definition chapter of this ICD. 

The following diagram reports TMSPKT_DATA message sent by IFRD to 
the PI workstations.  
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TCP/IP ACK to Port Q

SESSION_SET_ACK

TMSPKT_DATA

TMSPKT_DATA

PI client  IFRD

 

Figure 5 - IFRD TMSPKT_DATA message 

6.2.2 Generation Method 

Not applicable. 

6.2.3 Data Passed Across the Interface and their Direction 

This ICD deals solely with real-time telemetry data passed from the IFRD to 
the PI workstations. These are in form of Telemetry Source Packets. 

6.2.4 Size and Frequency of Transfers 

The size and frequency of transfer is constant and it is as shown in the table 
below. 

Item Size in Bytes  Frequency (Items/Sec) 
Telemetry data message <= 440 + 4 < 9 

 

Note: The frequency for telemetry applies only to those times during which 
the IMCS is receiving telemetry. It also depends on the APID. 

6.2.5 Timing and Synchronisation Requirements 

All timing and synchronisation requirements are met by the use of the 
TCP/IP protocol. 
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7 Data Definition 

7.1 Session Acknowledge Message 

7.1.1 Data Characteristics 

The general characteristics of the session acknowledge messages transferred 
to the PI workstations are: 

1. Fixed message length of each data record is 3 bytes. 

2. IMCS link header prefix fields have the standard Unix byte order. 

In the following tables bit 0 is the least significant and bit 7 most significant. 

7.1.1.1 Header Message 

Not Applicable. 

7.1.1.2 Data Message Structure 

The following is a description of the data record used in the transfer of real-
time telemetry data from the IFRD to the PI workstations: 

Description of Message 

Field Start 
Byte 

Start 
Bit 

End 
Byte 

End 
Bit 

Field 
Type 

Description 

MSG 
Type 

0 0 0 7 Unsigned 
8 bits 

Used to mark this message as Session 
Acknowledge Message. 
01      always 

ACK 
Type 

1 0 1 7 Unsigned 
8 bits 

Used to specify the type of aknowledge: 
00 ACK 
01 NOTACK 

Reason 2 0 2 7 Unsigned 
8 bits 

In case ACK-Type is set to NOTACK, 
this field reports a diagnostic code 
specify the reason why the session 
cannot be supported by ISDS. 
In case ACK-Type is set to ACK, this 
field is always set to  00 

 

Reason can assume one of the following values: 
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ID Description 

01 Unauthorised IP address 

02 Too many clients 

03 Accept Disable 

 

7.2 Telemetry Data Message 

7.2.1 “Real-time” Data Definition 

The following section outlines the data definition applicable to real-time 
telemetry data transferred from the IFRD to the PI workstations. 

7.2.1.1 Data Characteristics 

The general characteristics of the telemetry data transferred over the real-
time link from IFRD to PIs are: 

1. Variable message length of each data record is maximum 444 bytes. 

2. IFRD link header prefix fields have the standard Unix byte order. 

3. Byte order of the data item part of the record is dependent on the source 
of origin and it is documented into the INTEGRAL PSD [A-4]. 

In the following tables bit 0 is the least significant and bit 7 most significant. 

7.2.1.2 Header Message 

Not Applicable. 

7.2.1.3 Telemetry Data Message Structure 

The following is a description of the data record used in the transfer of real-
time telemetry data from the IFRD to the PI workstations: 

Description of Telemetry Data Message 

Field Start 
Byte 

Start 
Bit 

End 
Byte 

End 
Bit 

Field 
Type 

Description 
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Field Start 
Byte 

Start 
Bit 

End 
Byte 

End 
Bit 

Field 
Type 

Description 

MSG 
Type 

0 0 0 7 Unsigned 
8 bit 
Integer 

Used to mark this message as 
data message.  
00    always 

MSG 
Length 

1 0 2 7 Unsigned 
16 bit 
Integer 

Used to specify the total length 
of the IFRD data message (i.e. 
the length of the IFRD TM 
data header plus the length of 
the contained source packet 
data item). INTEGRAL source 
packets are built like: 
PUS header + data field header 
+ data field. 

Res 3 0 3 7 Unsigned 
8 bit 
Integer 

Reserved for future use. 

Data 4 0 <= 
244 

7 Byte 
string 

Telemetry source packet data 
of a maximum length of 440 
bytes. For a full description of 
the content see applicable 
document A-8. 

7.2.1.4 Telemetry Data Message Example 

The following indicates the values that would be contained in a data 
message comprising of telemetry source packet data item, with a source 
packet length of 32810 (14816). It should be noted that only the content of the 
IFRD link header is presented and that no values are given for byte 3 as this 
is currently unused. All values are in hexadecimal. 

 Most Significant Byte 

Byte N ................................. 4   3    2  1  0 

Value ***  data  ***  01 48 00 

 


