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1. INTRODUCTION AND SCOPE

1.1 SCOPE

The ESA Packet Telemetry and Telecommand Standard ([AD A 7.1] and [AD A 7.2]) addresses the
transport of telemetry and telecommand data between user application on the ground and user application
on_board the satellite, and the intermediate transfer of this data through the different elements of the
ground and space segment.
This Packet Structure Definition document serves to complement and extend the Packet Telemetry and
Telecommand Standard by defining the Application Level interfaces between ground and on_board
application.
This document describes procedures and the data structure for telemetry and telecommand packets to be
implemented for INTEGRAL.
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1.2 OPERATIONS SCENARIO

1.2.1 Nominal Mission Operation

The INTEGRAL mission operations will be conducted by real time contact with the spacecraft under
control of the INTEGRAL Mission Operations Centre (MOC).

Interaction with the spacecraft will be, normally, by real time monitoring and analysis of telemetered data
and the uplink of commands to effect the necessary operations. Most commands will be intended for
immediate execution, while some may be stored on-board for later execution at defined time (time tag).
It may also be necessary to control subsystem and experiment equipment using low-level commands or
high level commands (i.e. via on_board applications).

Telemetry and telecommands will also be required for on-board software management functions, including:

• control of and communication with, on-board processes (such as an on-board telemetry
monitor)

• loading and dumping of on_board memories
• diagnostic routine for the Intelligent Terminal SW

All telecommands packets must be appropriately verified by telemetry at acceptance and execution.
Telemetry data will be required in order to verify the execution of all mission operations and will also be
required for:

• routine on ground health monitoring of the subsystems and experiments
• reporting to ground any anomalous events detected on-board
• performance evaluation on the ground for the purpose of the long-term trend analysis and

feedback into mission planning cycle

To avoid ambiguity any TC destination and any TM source is uniquely identified by Application Identifier
field (APID).

1.2.2 Contingency Operations

In the event of unforeseen on-board events, actions will be necessary to investigate and correct anomalies
utilising the available telemetry and command functions. In addition it may be necessary to modify on-
board software in order to compensate for on-board failure or anomalous performances.
During non-coverage and outage periods, storage of the telemetry data is not foreseen, except for
On_Event and Monitoring Results Reports if enabled.
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1.2.3 Telecommand

In order to clarify the telecommand distribution and its relate reporting, the following brief is depicted.

1.2.3.1 Telecommand Distribution

The following telecommand packet categories exist:

• those generated on ground and uplinked to the spacecraft
1. real time commands sent to the CDMU or routed by the CDMU through the OBDH BUS

to a PT or RTU’s
2. time tag commands sent to the CDMU

• those generated on-board and routed to other on-board applications
1. TC Broadcast Packets generated by the MSSW in order to inform the instruments about

specific events
2. commands generated by the MSSW  and distributed on_board executing the Battery

Management function and the Spurious ECL Management function
3. time tag commands issued by the CDMU SASW when the time tag is reached
4. commands generated by the CDMU SASW during the execution of the Ground request to

Synchronise and Verify the LOBT of the PTs.

These packet categories are to be routed to the following classes of on-board end user:

• intelligent end user application

• TC Packets are routed via OBDH to the end user application. The TC packets are then
decoded by the end user application. The intelligent end user application may have more
than one Application ID (APID)

• non intelligent end user application
• The TC Packets are decoded by the CDMU and  routed to the end user as discrete

commands. Non intelligent end user applications have only one APID (CDMU SASW
APID).

An exception to the above exists in the case of high priority CPDU commands that are decoded by the
CPDU and routed directly to end user application as discrete (pulse) commands without CDMU software
intervention.

1.2.3.2 Telecommand Verification and Reporting

The Telecommand packets (TCPs) received on-board are processed in order to verify that the received
packet is correctly decoded, then they are delivered to its end user application and  executed. During these
phases, verification reports are generated and telemetered to ground in different form as depicted in figure
1.2.3.2-1
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When a CLTU is received by the Command Decoder is checked for its correctness and a report is
generated in the Command Link Control Word (CLCW) field of each telemetry TF.
If the CLTU is accepted the MAP selector performs a first routing of the packets sending the commands
that are designed as High Priority to the CPDU for immediate execution. The other packets are delivered
to the Packet Router that performs a distribution to the pertinent Application on the basis of the APID.
Depending on the APID that has been specified, the TC packet may be simply delivered to a CDMU SW
Application or transmitted through the OBDH Bus to an Application resident in any other Packet Terminal
(ACC, DPE’s).
If a TC Packet is designed as Time Tagged it is not immediately distributed but it is stored in the Time
Tagged Buffer of the CDMU for delayed distribution.
The receiving Application performs a first TC packet acceptance w.r.t. its structure and then, if the packet
is found correct, it is disassembled, eventually checked against its consistency and then executed.

As part of this flow intermediate  command verification reports are generated and transmitted to Ground in
the telemetry data stream. Apart from the CLCW generated by the CDMU, two verification reports are
generated by the receiving Application:

• TC Packet Verification Report (TC_PVR) composed of 8 octets containing the following
information:
• counter of the number of accepted TC packets generated on Ground  (1 octet)
• counter of the number of accepted TC packets generated on Board (1 octet)
• counter of the number of rejected TC packets  (1 octet )
• reason of last rejected TC packet (1 octet)
• identifier of the last checked for acceptance TC packet (3 octets)
• spare (1 octet)

The last 8 octets of each HK TM packet (CDMU and PT’s) are reserved for the TC_PVR information

• Rejected/Failed Telecommand message that reports a message including either the reason of the
rejection of the telecommands that have not passed one verification point at the acceptance check
or the identification of the failure/error detected at the execution level.
The Rejected/Failed Telecommand Message will be part of the On_Event message telemetry. A
predefined space of the HK TM packet (CDMU and PT’s) is reserved to the On_Event messages.
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1.2.4 Telemetry

The Telemetry of the Satellite is based on packets of data downlinked by the Satellite to Ground both for
scientific purpose and for verification and maintenance of Satellite status.

In order to clarify the telemetry generation and its categorisation, the following brief is depicted.

1.2.4.1 Telemetry Data Classification

The telemetry data generated on board are grouped in the following two categories:

• Engineering data
The engineering data are subdivided as follows:

• periodic housekeeping TM data that are generated and transmitted regularly to Ground on
a fixed cycle basis. These data include:

• SVM and PLM RTUs data
• CDMU Housekeeping Data. Including H/K parameters, the TC_PVR reports and

the On_Event messages telemetry data that are spontaneously generated on_board
to signal the occurrence of predefined situations (events or anomalies).

• CDMU spacecraft Elapsed Time (SCET) periodic sample
• AOCS ARD
• AOCS Housekeeping Data. Including H/K parameters, the TC_PVR reports and

the On_Event messages telemetry data that are spontaneously generated on_board
to signal the occurrence of predefined situations (events or anomalies).

• Instrument Housekeeping data. Including H/K parameters, the TC_PVR reports
and the On_Event messages telemetry data that are spontaneously generated
on_board to signal the occurence of predefined situations (events or anomalies).

• On_Request generated TM data that are generated as answer to a Ground request. These
data include:

• Diagnostic routine result, generated only when the specific test sequence is
activated

• Memory dumps, generated upon a Dump telecommand
• Task Management Report
• Time Command Buffer Report
• On_board monitoring Report
• Telemetry Management Report
• Time Management Report
• Retrieval of stored On_Event messages
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• Scientific Data
• Experiment and ancillary data generated and packetized by the Instrument DPEs

The Integral Telemetry concept is based on the packet telemetry using the following data structures:

• a TRANSFER FRAME to transfer data from the Spacecraft to Ground
• a SOURCE PACKET to exchange data between a source application on board and its associated

user application process on Ground

The telemetry source packet (TMSP’s) and TM data are generated by the end user applications.
The end user applications are the following:

• Intelligent End User Application
Each Packet Terminal (ACC, DPEs) collects the periodic and on_request telemetry and generate
Telemetry Source Packets that are collected by the CDMU on cyclical time basis through the
OBDH Bus.
The DPEs, furthermore, format the Science Data in Telemetry Source Packets and then make
them available to the CDMU for TF incapsulation and transmission to Ground.
Also the CDMU generates periodic and On_Request telemetry data that are produced by the
CDMU SW.
The Intelligent End User Application may have more than one APID.
The APID, field of the Source Packet Header structure, unambiguously identifies both the source
and the category data contained in the Source Packet Data field.

• Non_intelligent End User Application
Telemetry data are cyclically acquired by CDMU, through two RTUs, from the non intelligent
units (Power generation and distribution unit, Thermal Control Unit, RF communication unit,
Reaction Control System device).
Note that some RTU channels are dedicated to collect data from the OBDH itself, the AOCS and
DPEs for a special telemetry whose acquisition from the intelligent end user is not available.
The CDMU packetize the non intelligent end user application telemetry data into Source Packets.
Non intelligent End User Applications have only one APID.

The CDMU provides the capability to collect and transmit all the telemetry data  to Ground.

The acquisition of data (raw data or TMSP) from all the terminals (PTs and RTUs) is driven by the
Polling Sequence Table (PST) resident in the CDMU.
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The OBDH Bus is organised in time slots that are called Bus windows. Each bus window is dedicated to
perform a transition with one of the terminal. Each entry of the PST defines the type of transition to be
performed in one bus window and the content of the entire PST defines the transitions to be performed in
one telemetry cycle.

In order to allow transmission across the downlink data channel, all the Telemetry Source Packets,
generated on board,  are embedded in Transfer Frame. They are transmitted to Ground through two
Virtual Channels:

• VC0 for HK Telemetry,  On_Request Telemetry, STSP and relevant Idle TMSP
• VC7  for Instruments Science and ancillary data and Idle Transfer Frames
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1.2.5 APID Considerations

An end user application receives TCP’s and/or generates TMSP’s. The Application Process Identifier
(APID) uniquely identifies the on-board processor that is the destination and/or source of the packet for
TC and TM respectively.

The APID is used for routing purpose, hence more than one APID can be allocated to the end user with the
following rule:

• the Intelligent End User Application can have more than one APID
• the Non Intelligent End User Applications have only one APID (CDMU SASW APID)

For the telemetry, the APID defines the physical TM source and, a range of predefined APIDs
differentiates the Science Data from the Engineering Data category.

The APID is a field of the TC/TM Packet Header. The APID is 11 bit long and its layout is compliant
with the following rules:

B0 B1 B2 B3 B4 B5 B6 B7 B8 B9 B10

DESTINATION/SOURCE
            ADDRESS

END_USER/DATA_CATEGORY

The DESTINATION/SOURCE Address identifies the physical TC destination and the TM source.

The END_USER/DATA CATEGORY identifies:

• the end user of the TCP’s. Different End User  are specified depending upon the user need.
• the category, Engineering Data category or Science Data category, of the data contained in the

TMSP Data Field.

This field together with the Type and Subtype fields of the TMSP Data Field Header uniquely identify, for
the Engineering Data category, the format of data contained in the TMSP Data Field.
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The global allocation of the APIDs takes into account the following physical TC destination and the TM
source:

• Spacecraft
• CPDU A ( see section 2.12)
• CPDU B  (see section 2.12)
• CDMU Standard Application Software (SASW)
• CDMU Mission Specific Software (MSSW)
• AOCS

• Instruments
• DPE SPI-1 (nominal)
• DPE SPI-2 (redundant)
• DPE IBIS-1 (nominal)
• DPE IBIS-2 (redundant)
• DPE JEM-X1
• DPE JEM-X2
• DPE OMC

A preliminary assignment of Application Process Identifier values is given in Appendix 1.
Note that two Application Process ID’s have been reserved for TM special purpose, namely:

• Standard Spacecraft Time Source Packet
• Idle Packet

Their use and data structures are provided in Section 3.5 and 3.6 respectively.
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1.3 BIT NUMBERING CONVENTIONS

The following convention will be used to identify each bit in a N-bit field:

bit 0 bit  N-1

N-bit data field

First bit transmitted = MSB

Fig. 1.3-1 -  Bit numbering

• The first bit in the field (starting from the left) is defined to be ”bit 0” and  will be represented as
the left most justified bit in figure. The next bit is called ”bit 1”, and so on up to ” bit N-1”, the
bits being represented in this order from the left to right in a figure.

• If the N-bit field is to be interpreted as ”Unsigned integer” value, bit 0 is the MSB and N-1 is the
LSB.

• If the N-bit field is to be interpreted as ”Signed integer” value, bit 0 indicates the sign with bit 0 =
0 corresponding to a positive number and bit 0 = 1 corresponding to a negative number.

• Adjacent groups of bits described in terms of octets and words ( 1 octet = 1 byte = 8 bits) (1 word
= 2 octet = 2 bytes = 16 bits).

Appendix 5 provides the formats and the types of the INTEGRAL parameters.

1.4 FIELD ALIGNMENT CONVENTIONS

The following convention will be used to construct packet parameter fields:

• Parameters with a length longer or equal to 16 bits will be word aligned, i.e. the LSB will coincide
with the word boundary.

• Parameters with a length shorter than 16 bits will not be allowed to span over word boundaries.

• Parameter with a length shorter than 16 bits will be right-adjusted within the occupied 16 bit
word, leaving any required padding-bits in the most significant bits of the 16 bit word

• If more than one parameter is held in a single word the parameters will be right-adjusted.
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1.5 PACKET NUMBERING CONVENTIONS

Packet class and function is provided by packet type and packet subtype, included in the data field header
of the packet
The Packet Type numbering scheme is devised to provide correlation between TC packets and the
resulting TM packets and is therefore non-contiguous: there are cases where for a certain TC type, there is
no corresponding TM type. Appendix 2 provides a complete cross-reference table down to subtype level.
To make identification simpler, packet type and subtype are represented by two numbers, separated by a
comma, for example, TC (1,1) is a telecommand packet type 1, subtype 1 and TM (1,1) is telemetry
packet type 1, subtype 1.
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2. TELECOMMAND PACKET STRUCTURE

2.1 INTRODUCTION

All the telecommand packets, including those foreseen to be executed by the Science Instruments, except
those for distribution by the CPDU HPC’s, must be conform to the structure defined in [AD A 7.2] and
shown in figure 2.1-1 below.

Bit 0 Bit 47 Bit 48 Bit 1983
PACKET HEADER (48 bits) PACKET DATA FIELD (variable)

PACKET ID
PACKET

SEQUENCE
CONTROL

PACKET
LENGTH

DATA FIELD
HEADER

APPLICATION
DATA

PACKET
ERROR

CONTROL

Version
Number

Type Data Field
Header Flag

Application
Process ID

Sequence
Flag

Sequence
Count

3 1 1 11 2 14

16 16 16 16
variable N x 16
(max 1904 bits) 16

Fig. 2.1-1 - Telecommand Packet Structure

2.1.1 Packet Header

The Packet Header consists of 48 bits subdivided into three fields:

• Packet Identification  (Bit 0 ---> Bit 15)
• Packet Sequence Control (Bit 16 ---> Bit 31)
• Packet Length (Bit 32 ---> Bit 47)

2.1.1.1 Packet Identification

The Packet ID is a 16 bits field divided into four sub_fields:

• Version Number (Bit 0 ---> Bit 2)
The Version Number must be set to ’000’

• Type (Bit 3)
This bit distinguishes between telecommand packets and telemetry packets. For telecommand
packets, the type is ’1’
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• Data Field Header Flag ( Bit 4)
This field indicates the presence of the Data Field Header and must set to ’1’

• Application Process ID (Bit 5 ---> Bit 15)
The Application Process ID (APID) uniquely identifies the destination of the packet.
A guideline for the choices of Application Process ID values across the spacecraft subsystems and
experiments are given in Appendix 1.

2.1.1.2 Packet Sequence Control

The Packet Sequence Control is a 16 bit field subdivided into two fields:

• Sequence Flags (Bits 0,1)
For INTEGRAL these two bits are set to ”11”, which means ”stand-alone” packet

• Sequence Count (Bit 2 ---> Bit 15)
This field is provided to identify a particular telecommand packet so that it can be traced within
the end-to-end telecommand system. The field is divided into two parts as follows:

bit 2: identifies the command source as follows:
• Value = 0 Source is the ground
• Value = 1 Source is an on-board application

   bit 3 through 15:
• used to represent the actual Sequence Count. The Sequence Count is maintained by the

telecommand source for each Application Process ID. The sequence count shall be
increment by 1 whenever a command is generated with that Application Process ID.  The
counter may be reset to zero whenever the corresponding source re_initialize its process.
The counter wraps around from “full-scale” to zero. Note that under no circumstance
shall a command be rejected on the basis of a discontinuity in the command sequence
count.

2.1.1.3 Packet Length

The Packet Length is a 16-bit field specifying the number of octets contained within the Packet Data Field.
The number is an unsigned integer “C” where:

C = (Number of octets in Packet Data Field) - 1

For INTEGRAL, the maximum length of a Telecommand Packet Data Field is 242 octets (i.e. C<= 241).
The overall packet including the Packet Header is 6 octets longer.
The packet length shall be an integer number of 16 bit words, as consequence C will always be an odd
number.
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2.1.2 Packet Data Field

The Packet Data Field has a variable length depending on the Application Data. The maximum length is
1936 bits. The packet Data Field is subdivided in three subfields:

• Data Field Header ( bit 0 -->  bit 15)
• Application Data ( variable from bit 16 through max bit 1903, if the CRC is present,  or max bit

1919, if the CRC is not present)
• Packet Error Control ( last 16 bits)

2.1.2.1 Data Field Header

The data field header structure is depicted in figure 2.1.2.1-1.

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
Spare
(2 bits)

Checksum
type

(2 bits)

Ack
(4 bits)

Packet type
(4 bits)

Packet subtype
(4 bits)

mandatory mandatory mandatory mandatory mandatory

Fig. 2.1.2.1-1 - Telecommand Data Field Header

Spare (bits 0,1):
Set to all zeros, i.e. “00” Bin.

Checksum Type (bit 2,3):
This indicates the presence of a Packet Error Control Field at the end of the Packet Data Field:
value = ”00” means no CRC checksum is present
value = ”11” means CRC checksum field is present (see Appendix 3)

Ack (bit 4 --> bit 7) :
This field indicates the acknowledge required in the form of telemetry packets to verify acceptance and
execution of this telecommand packet.
This field is not applicable to INTEGRAL and will be set to all zeros. i.e. ’0000’Bin

Packet Type (bit 8 --> bit 11):
This identifies the general category of packet as given in the table below. The numbering scheme is
detailed in section 1.5.
For the Instrument’s telecommand packets only the  structure of this field  has to be meet.
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Packet Type TC Packet Function
0 Not used
1 Not used
2 Device Commanding
3 Not used
4 Not used
5 Task Management
6 Memory Maintenance
7 Time Tag Commanding
8 On_board Monitoring
9 Telemetry Management
10 Time Management
11 Retrieval of storage On_Event messages
12 Not used
13 Test Command
14 Not used
15 Broadcast Packet

Table 2.1.2.1-1 - INTEGRAL Telecommand Packet types

Packet SubType (bit 12 --> bit 15):
The packet type together with the Packet SubType indicates the function of the packet.
The relationship between Telecommand and Telemetry Packet Types and Subtypes and the users to which
they apply is given in Appendix 2.
The same Packet Type and SubType definitions shall apply to all applications.

For the Instrument’s telecommand packets only the  structure of this field  has to be meet.

2.1.2.2 Application Data

The telecommand application data constitutes the data element of the command.
This field has a variable length depending on the command type and subtype.
Sections 2.2 to 2.12 below define the telecommand packet application data structure needed for each of the
allowed packet types and subtypes.

2.1.2.3 Packet Error Control

The Packet Error Control is a 16-bit field and provides the option to include an error detection code
(checksum or CRC) in the packet, allowing the receiving application to verify the integrity of the
telecommand packet data.
The checksum shall be calculated over the complete packet except the final 16 bits Packet Error Control
field.
Appendix 3 provides a specification of the checksum method selected for INTEGRAL (CRC checksum).
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2.2 TELECOMMAND TYPE 2:DEVICE COMMANDING

This section defines the application data structure for the device telecommand packet.

2.2.1 TC (2,1): Pulse Command

On receipt of this command, a pulse command shall be routed to the specific channel, via the Application
specified by the APID.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
Bus Address

(4 bits)
mandatory

Pulse Mode
(4 bits)

mandatory

Channel Address
(8 bits)

mandatory
Channel

Fig. 2.2.1-1 - Pulse Command Channel structure

Channel:
This specifies the channel for the command. The channel field is subdivided into:

• Bus address field (bit 0 --> bit 3):
It specifies the Bus Address of the destination (i.e. SVM RTU or PLM RTU) of the interrogation
on the OBDH Bus

• Pulse Mode field (bit 4 --> bit 7):
It identifies the RTU functional mode

• Channel Address (bit 8 --> b15):
It identifies the output Channel Address field of the High Power On/Off command.
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2.2.2 TC (2,2) Register Load Command

On receipt of this command, the command data shall be routed to and loaded into the register specified by
the address via the Application specified by the APID.
By mean of this Command it shall also be possible to command a RBI status transition.
This command structure shall be used by the MSSW  to generate the commands needed for the on_board
Battery Management Function.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
Word 1 Spare (set to zero)

(8 bits)
mandatory

Bus Address
(5 bits)

mandatory

M/L Address
(3 bits)

mandatory

RLA

Word 2 Memory Load Command Data
(16 bits)

mandatory

RL
Data

Fig. 2.2.2-1 - Register Load RLA/RL DATA structure

RLA (Register Load Address):
This gives the Register Load Address for the Application selected. The RLA is subdivided into:

• Spare (bit 0 --> bit 7)
Set to zero. i.e. ’00000000’ Bin

• Bus Address (bit 8 --> bit 12):
It specifies the Bus Address of the destination (i.e. SVM RTU/ PLM RTU and PT’s) of the
interrogation on the OBDH Bus

• M/L Address ( bit 13 --> bit 15):
It specifies the Memory Load Channel Address to which the content of the Memory Load
Command Data Field shall be sent

RL (Register Load) Data:
This field contains 2 octets of variable data. Specifies the Memory Load Command Data Field containing
the data to be forwarded to the end user
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2.3 TELECOMMAND TYPE 5: TASK MANAGEMENT

This section defines the application data structure for task management telecommand packets. Such
commands are for control and execution of the software tasks belonging to an application.

2.3.1 TC(5,1): Start Task

The execution of this command has the following effects depending of the specified “Task Id”:
• in case the identified task is not running (i.e. disabled or not scheduled) it determines the transition to a

running state (i.e. enabled or scheduled); and the task is put in execution either with the predefined
default parameters or with the set of parameters loaded via a TC(5,3) ‘Load Task Parameters’ before
the request to start the task

• in case the identified task is running it determines the exchange of a predefined set of parameters with
the set of parameters loads via a TC (5,3) ‘Load Task Parameters’ before the request  to start the task.

In any case the effect of the execution of this TC is to leave the Task in ‘running’(i.e. enabled or
scheduled) mode.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
TID

(8 bits)
mandatory

Spare ( set to zero)
(8 bits)

mandatory

Fig. 2.3.1-1 - Start Task Command Structure

TID (task ID):
This task ID, together with the Application ID of the packet header defines the task for which the
command applies.(i.e. each end-user, identified by the APID has to execute only TCs containing proper
TID field values, otherwise the TCs have to discarded with the generation of error messages).

Spare:
Set to all zeros, i.e. ’00000000’ Bin

Note: As far as the DPE CSSW implementation is concerned it has be observed that:
the effect of the command ‘Stop Task’ is the descheduling of the task and if after a ‘Stop Task’ a “Start
Task’ command is received the stopped task is rescheduled and its execution is restarted from the point
in which was stopped
With this approach a safer implementation of the request to start a IASW task should require to the
IASW the re-initialization of the stopped task ( using the INIT primitive provided by the CSSW) before
the request to CSSW to start the task.
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2.3.2 TC(5,2): Stop Task

When the request is received, the on-board application shall stop/disable the specified task .
The task status shall become ’stopped/disabled’.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
TID

(8 bits)
mandatory

Spare ( set to zero)
(8 bits)

mandatory

Fig. 2.3.2-1 - Stop Task Command Structure

TID (task ID):
This task ID, together with the Application ID of the packet header defines the task for which the
command applies. (i.e. each end-user, identified by the APID has to execute only TCs containing proper
TID field values, otherwise the TCs have to discarded with the generation of error messages)

Spare:
Set to all zeros, i.e. ”00000000” Bin
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2.3.3 TC (5,3): Load Task Parameter

When the request is received, the specified functional parameters shall be loaded to the task. The
parameters must not be used by the task until a Start Task command TC(5,1) has been received. It shall be
possible to load parameters and have them accepted without stopping the task.

Any new parameter values loaded by a Load Task Parameter TC(5,3) command shall replace any old
parameter values previously uplinked. No change in the task status shall be made.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
TID

(8 bits)
mandatory

FID
(8 bits)

mandatory

word 2 Parameter 1

…..

…..

word N Parameter n

N<= 119 words

Fig. 2.3.3-1 - Load Task Parameter Command Structure

TID (task ID):
This task ID, together with the Application ID of the packet header defines the task for which the
command applies.

FID (Function ID):
The Function ID, together with the Task ID and the Application ID specifies the structure of the
parameters that follow.

(i.e. each end-user, identified by the APID has to execute only TCs containing proper TID and FID fields
values, otherwise the TCs have to discarded with the generation of error messages)

Parameters:
The arguments of the function are provided as N words of parameter. N is defined by the combination of
APID, TID and FID.

Note: The result of two consecutive “Load task Parameter’ TC is that the second set of parameters
override the previous value. i.e. previous loaded values are lost for the given task.
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2.3.4 TC(5,4): Report Task Parameters

This command shall cause the on-board application to generate a Task Parameter Report TM packet
TM(5,4) . No change in task status shall be made.

This command shall cause the on_board application to generate a Task Parameter Report packet (5,4)
containing the most recently up_loaded set of parameters when the combination of TID and FID is defined
for a TC (5,3). If the combination of TID and FID is not defined for a TC(5,3) then the above restriction
does not apply. This allows the downlink of any on_board parameter.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
TID

(8 bits)
mandatory

FID
(8 bits)

mandatory

Fig. 2.3.4-1 - Report Task Command Structure

TID (task ID):
This task ID, together with the Application ID of the packet header defines the task for which the
command applies.

FID (Function ID):
The Function ID, together with the Task ID and the Application ID specifies the requested set of
parameters.

(i.e. each end-user, identified by the APID has to execute only TCs containing proper TID and FID fields
values, otherwise the TCs have to discarded with the generation of error messages)
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2.3.5 TC(5,5): Mode Transition

When the request is received, the application shall perform a transition to the specified mode.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
MODE
(8 bits)

mandatory

Parameter 1
(8 bits)
optional

word 2 Parameter 2
optional

…..

…..

word N Parameter n
optional

N<= 119 words

Fig. 2.3.5-1 - Mode transition Command Structure

Mode:
This specifies the mode being commanded. The mode, together with the APID defines the structure of the
parameters that follow.

Parameters:
The parameters are used to configure the specific options of the mode. N is defined by the combination of
APID and Mode.
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2.4 TELECOMMAND TYPE 6: MEMORY MAINTENANCE

This section defines the application data structure for the memory maintenance telecommand packet. This
covers the requirements for loading, dumping and calculating the checksum for the contents of a
contiguous memory area.

Under nominal operations a checksum shall always be used for this packet type. However should the
ground choose to send a command without a checksum then the application shall accept the packet. All
addresses shall be absolute addresses. All memory addresses shorter than the available number of bits in
the address field of the packet shall be right adjusted within that field.

2.4.1 TC(6,1) : Load Memory

The ”Load Memory” command shall be used by Ground station to load any RAM area of the CDMU and
PT’s memory.

The data block to be written, the memory identifier and the start address of the memory are specified in the
Application Data field.

The AOCS will be in charge to execute patches only on its memory.

The CDMU SASW will be in charge to execute patches both on its memory or on a PT memory (identified
by the MID field).

The CDMU SASW, when a PT’s patch is requested, transfers on the Interrogation Bus the patched data
implementing the OBDH BUS Low Level Protocol Patch mechanism.

Note that the configuration of the affected unit is under Ground control.
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Application data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
MID

(16 bits)
mandatory

word 2 Start Address
(32 bits)

word 3
mandatory

word 4 Data

…..

…..

word N Data

N<= 119 words

Fig. 2.4.1-1 - Load Memory Command Structure

MID (Memory ID):
This field identifies the destination memory

Start Address:
It provides the start address from which the memory load shall start. The start address shall be an even
octet address, i.e. a word address.

Data:
The data block to be loaded ( in increasing order of word).
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2.4.2 TC(6,2): Dump Memory

The ”Dump Memory” Telecommand is used by the Ground Station to dump part of the CDMU and PT’s
memory.

The indicated memory area shall be copied to one or more Memory Dump Report TM (6,2) packets and
downlinked to Ground.

The data block to be written, the memory identifier and the start address of the memory are specified in the
Application Data field.

The AOCS and DPE CSSW will be in charge to execute dumps only on its memory.

The CDMU SASW will be in charge to execute dumps both on its memory or on a PT memory (identified
by the MID field).

The CDMU SASW, when a PT’s memory dump is requested, issues on the Interrogation Bus Read Block
RBI Instructions implementing the Low Level Protocol Dump mechanism, in this case only one TM packet
(TM 6,2) shall be generated for each Dump request (i.e. the maximum dump length shall be limited to the
max TM packets data field length).

Note that the configuration of the affected unit is under Ground control.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
MID

(16 bits)
mandatory

word 2 Start Address
(32 bits)

word 3
mandatory

word 4 Length
mandatory

Fig. 2.4.2-1 - Dump Memory Command Structure

MID (Memory ID):
This field identifies the memory to be dumped

Start Address:
It provides the start address from which the dump shall start. The start address shall be an even octet
address, i.e. a word address.
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Length:
This field gives the length of the memory area to be dumped in number of words.
The CDMU SASW, the AOCS and the DPE CSSW shall arrange to generate as many TM(6,2) Memory
Dump Report Packets as requested by the dump length, while only one TM (6,2) Memory Dump Packet
shall be generated by the CDMU SASW if a PT memory dump is requested.

2.4.3 TC(6,3): Calculate Memory Checksum

When the application receives this request it shall compute the checksum value of the indicated memory
area and generate a Memory Checksum Report TM(6,3) containing the computed checksum.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
MID

(16 bits)
mandatory

word 2 Start Address
(32 bits)

word 3
mandatory

word 4 Length
mandatory

Fig. 2.4.3-1 - Calculate Memory Checksum Command Structure

MID (Memory ID):
This field identifies the destination memory.

Start Address:
It provides the start address from which the calculation of the checksum shall start. The start address shall
be an even octet address, i.e. a word address.

Length:
This field gives the length of the memory area for which the checksum has to be calculate.

Note: as far as the DPE CSSW implementation is concerned it has to be observed that:
• Word 1    identifies the Logical Address State number
• Word 2    identifies the Logical Start Address
• Word 3    identifies the Operand/Instruction Memory Access Designator
• Word 4    identifies the Length of area in words
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2.5 TELECOMMAND TYPE 7: TIME TAG COMMANDING

This section defines the application data structure for commands associated with the CDMU time-tag
function.
The Application ID of time tag commands must be CDMU SASW.

The encapsulated packet will contain the destination Application ID of the end application.

2.5.1 TC (7,1): Load Time Tag Command

On receipt of this command, the application shall store the encapsulated telecommand packet together with
the time tag stamp in the Time Tag Buffer.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

word 2
Time

(48 bits)
mandatory

word 3

word 4

…..
TC Packet

…..
mandatory

word N

N<= 119 words

Fig. 2.5.1-1 - Load Time Tag Command Structure

Time: (48 bits)
The time at which the command shall be released from the Time Tag Buffer to the application for
execution. The time code format shall be as specified in Appendix 5. The resolution of time entries shall be
1 second, i.e. the fine time shall be set to zero.

TC Packet:
The telecommand packet to be stored in the Time Tag Buffer.
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2.5.2 TC (7,2): Report Time Tag Summary

On receipt of this command, a summary of the contents of the Time Tag Buffer shall be copied to one or
more TM(7,2) Summary Time Tag Command report packets and downlinked to the ground.

The Summary shall be the list of non executed commands in the time tag buffer (i.e. that whose time
reference is in the future), and their required execution times.

Application Data: None

2.5.3 TC(7,3) Report Time Tag Command

On receipt of this command, the specified time tag command including the time tag shall be placed in a
TM (7,3) Time Tag Command Report packet and downlinked to the ground.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Packet Identifier

(16 bits)
mandatory

word 2
Packet Sequence Control

(16 bits)
mandatory

Fig. 2.5.3-1 - Report Time Tag  Command Structure

Packet Identifier:
This field shall be identical to the Packet ID field (Bit 0 to Bit 15 of the Packet Header - refer to Figure
2.1-1) of the packet in the Time Tag Buffer on which a report is requested.

Packet Sequence Control:
This field shall be identical to the Packet Sequence Control field ( Bit 16 to Bit 31 of the Packet Header -
refer to Figure 2.1-1) of the  packet in the Time Tag Buffer on which a report is request.

2.5.4 TC (7,4): Report All Time Tag Commands

On receipt of this command, the application shall copy each command in the Time Tag Buffer into a  TM
(7,4) All Time Tag Command report packet, (one Time-Tag command per packet).
The report packets shall be downlinked one by one to the ground.

Application Data: None
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2.5.5 TC (7,5): Delete Time Tag Command

On receipt of this command, the specified command shall be deleted from the Time Tag Buffer. A
maximum of one request for deletion is permitted per command.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Packet Identifier

(16 bits)
mandatory

word 2
Packet Sequence Control

(16 bits)
mandatory

Fig. 2.5.5-1 -Delete Time Tag  Command Structure

Packet Identifier:
This field shall be identical to the Packet ID field (Bit 0 to Bit 15 of the Packet Header - refer to figure
2.1-1) of the packet in the Time Tag Buffer that shall be deleted.

Packet Sequence Control:
This field shall be identical to the Packet Sequence Control field ( Bit 16 to Bit 31 of the Packet Header -
refer to figure 2.1-1) of the  packet in the Time Tag Buffer that shall be deleted.

2.5.6 TC (7,6): Delete All Time Tag Commands

On receipt of this command all commands in the Time Tag Buffer shall be deleted and the Time Tag
Buffer shall be cleared.

Application data: None



DOC : INT-RP-AI-0030

INTEGRAL ISSUE : 06
A E R O S P A Z I O DATE : 28/09/99
Divisione Spazio PAGE : 40 OF 141

2.6 TELECOMMAND TYPE 8: ON-BOARD MONITORING

This section defines the application data structure for commands associated with the OBDH on-board
monitoring function. This function shall have access to all vital telemetry parameters and is intended for,
but not restricted to use during out-of contact periods.

The monitoring function  can perform on a set of 50 parameters, that constitute the Monitoring List, the
following checks:

• LIMIT check:
verifies that the parameter is included in a specific range and stores the first transgression (i.e
when the parameter out of limit is verified for three consecutive times) in an area, called
Monitoring Storage Table, which may then be downlinked on ground command.

• STATUS check:
this check is actually a Limit check in which the high limit and low limit have the same value
therefore it behaves in the same way.

• MIN-MAX report:
this report stores the minimum and maximum value that a parameter has assumed since the
monitoring function was enabled or since the Parameter was enabled and the time at which that
value was recorded.

As far as reporting of the results is concerned, the LIMIT and STATUS checks include only those
parameters that have exceeded the limits (the ones relevant to the third  consecutive out of limit) whereas
MIM-MAX report includes all entries loaded in the Monitoring List.

The Application ID of the ‘on_board monitoring’ telecommands ,i.e. TC (8,x), must be CDMU SASW.

2.6.1 TC(8,1): Enable Monitoring

On the receipt of this telecommand the Monitoring Storage Table, in which the results of parameters
Limit/Status checks and Min/Max report values are stored, shall be cleared. Following this, the on_board
monitoring process shall be restarted for all parameters.

Application Data: None

2.6.2 TC(8,2): Disable Monitoring

On receipt of this command, the on-board monitoring process shall be halted for all parameters. Note that
the Monitoring Storage Table, in which the results of parameters Limit/Status checks and Min/Max report
values are stored, shall not be cleared.

Application Data: None
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2.6.3 TC(8,3): Add to Monitoring List

On receipt of this command, the parameters provided shall be added to the current monitoring list.
Note that if HL = LL, then the check is defined to be a fixed status check.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
PID

(16 bits)
mandatory

word 2
MINT
(8 bits)

mandatory

LL
(8 bits)

mandatory

word 3
HL

(8 bits)
mandatory

Pointer #1
(8 bits)

word 4
Pointer #2

(8 bits)
Pointer #3

(8 bits)

word 5
Status
(8 bits)

Mask
(8 bits)

Fig. 2.6.3-1 - Add to Monitoring List  Command Structure

PID (Parameter ID):
This defines the parameter to be monitored. The PID shall be on 16 bits and the identification shall be
made with respect to a specific SP containing data acquired from the RTU and AOCS; therefore the PID
shall have the following structure :

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 B1
2

b13 b14 b15

Packet Subtype
(4 bits)

Offset
(12 bits)

Packet Subtype : identifies the RTU SPs and AOCS SPs.

Offset: indicate the location of the parameter inside the packet

MINT (Monitoring Interval):
This specifies the time interval between successive checks on the value/status of the associated parameter.
There shall be two different monitoring intervals (either each TM cycle or each 10 TM cycles).

LL (Low Limit):
This defines the low value or status against which  the parameter is to be compared
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HL (High Limit):
This defines the high limit or status against which the parameter is to be compared.

Pointer #1:
This field contains the pointer to the ‘Monitoring Command Buffer’ where the first command, to be sent in
case of parameter transgression, is stored.

The ‘Monitoring Command Buffer’ contains up to 50 TCSPs loaded by means TC(5,3) ‘Load Task
Parameter’ TCSPs.

Pointer #1 value is variable from 1 to 50 Dec

Ground must be set this field to ‘0 Dec ’ when there is not the need to send any command; in this case the
Pointer #2 and Pointer #3 values are meaningless.

Pointer #2:
This field contains the pointer to the ‘Monitoring Command Buffer’ where the second command, to be sent
in case of parameter transgression, is stored.

Pointer #2 value is variable from 1 to 50 Dec

Ground must be set this field to ‘0 Dec’ when there is not the need to send any command; in this case the
Pointer #3 values is meaningless.

Pointer #3:
This field contains the pointer to the ‘Monitoring Command Buffer’ where the third command, to be sent
in case of parameter transgression, is stored.

Pointer #3 value is variable from 1 to 50 Dec

Ground must be set this field to ‘0 Dec ’ when there is not the need to send any command.

Status:
This field specifies the Status (enable/disable) of the monitoring control on the specified parameter

Mask:
This field contains the bit-masking of the specified parameter.
Operationally the masking is performed through a binary AND between this field and the acquired
parameter value.
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2.6.4 TC (8,4): Delete Monitoring List

On receipt of this command, the whole Monitoring List shall be deleted.

Application Data: None

2.6.5 TC (8,5): Report Monitoring List

On receipt of this command, the Monitoring List shall be copied to one or two  TM(8,5) Monitoring List
Report packets and downlinked to the ground.

Application Data: None

2.6.6 TC (8,6): Report Limit/Status Check Result

On receipt of this command, the stored results of parameter limit/status check shall be copied into a TM
(8,6) Limit/Status Check Monitoring List Report packet and downlinked to the ground.
Note that the results are restricted to the first transgression (i.e when an out of limit is verified for three
consecutive times) for any parameter check since monitoring function was enabled.

Application Data: None

2.6.7 TC (8,7): Report Max./Min. Values

On receipt of this command, the stored results of parameters max./min value monitoring shall be copied
into a TM(8,7) Max/Min Values Report packet and downlinked to the ground.
Note that the results are the maximum and minimum values for each parameter in the monitoring list
sampled since the monitoring function was enabled.

Application Data: None

2.6.8 TC (8,8): Monitor Entry Status Change

On the receipt of this command, the status (enable/disable) of the Monitoring entry specified by PID is
changed as requested.
Note that:
• when the status parameter is set to enable the stored result of parameter limit/status check and

Min/Max value shall be cleared
• the command has effect on all the Monitoring Entries with the specified PID
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Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

Word 1
PID

(16 bits)
mandatory

Word 2
Status

(16 bits)
mandatory

Fig. 2.6.8-1 Monitoring Entry Status Change Structure

PID:
This defines the parameter on which the status will be changed. (See the structure reported in section
2.6.3).

Status:
This field specifies the Status (enable/disable) of the monitoring control on the specified parameter

2.6.9 TC (8,9): Monitor Entry Deletion

On the receipt of this command, the Monitoring entry specified by PID is deleted.
Note that the command has effect on all the Monitoring Entries with the specified PID.

Application Data:

b0 b1 b2 b3 b4 b5 B6 b7 b8 b9 b10 b11 b12 b13 b14 b15

Word 1
PID

(16 bits)
mandatory

Fig. 2.6.9-1 Monitoring Entry Deletion Structure

PID:
This defines the parameter that will be deleted. (See the structure reported in section 2.6.3).
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2.7 TELECOMMAND TYPE 9: TELEMETRY MANAGEMENT

This section defines the application data structure for command associated with the telemetry management
function. This telecommand type acts on both periodic and non periodic telemetry packets.

2.7.1 TC (9,1): Report TM Packet Generation Status

On receipt of this command, a TM (9,1) TM Packet Generation Status Report showing the generation
status of all packets for the addressed Application (as defined by Application ID) shall be generated and
downlinked to the ground.

Application Data: None

2.7.2 TC (9,2): Enable Generation of all TM Packets

Deleted

2.7.3 TC (9,3): Disable Generation of all TM Packets

Deleted
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2.7.4 TC (9,4): Enable Generation of Specific Packets

On receipt of this command, the specified housekeeping or On_request TMSP’s for the addressed
application (as defined by Application ID) shall be enabled.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Packet Type (1)

(4 bits)
mandatory

Packet  Subtype (1)
(4 bits)

mandatory

Spare (set to zero)
(8 bits)

mandatory

…..

…..

word N
Packet Type (n)

(4 bits)
mandatory

Packet  Subtype (n)
(4 bits)

mandatory

Spare (set to zero)
(8 bits)

mandatory

N<=119 words
Fig. 2.7.4-1 - Enable Generation of  Specific Packets Command Structure

Packet Type:
This field identifies, together with the Packet Subtype field , the packet for which the generation shall be
enabled.

Packet Subtype:
This field identifies, together with the Packet Type field , the packet for which the generation shall be
enabled.

Spare:
Set to all zeros, i.e. ’00000000’ Bin
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2.7.5 TC (9,5): Disable Generation of Specific Packets

On receipt of this command, the specified housekeeping or On_request TMSP’s for the addressed
application (as defined by Application ID) shall be disabled.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Packet Type (1)

(4 bits)
mandatory

Packet  Subtype (1)
(4 bits)

mandatory

Spare (set to zero)
(8 bits)

mandatory

…..

…..

word N
Packet Type (n)

(4 bits)
mandatory

Packet  Subtype (n)
(4 bits)

mandatory

Spare (set to zero)
(8 bits)

mandatory

N<=119 words

Fig. 2.7.5-1 - Disable Generation of Specific Packets Command Structure

Packet Type:
This field identifies, together with the Packet Subtype field , the packet for which the generation shall be
disabled.

Packet Subtype:
This field identifies, together with the Packet Type field , the packet for which the generation shall be
disabled.

Spare:
Set to all zeros, i.e. ’00000000’ Bin
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2.8 TELECOMMAND TYPE 10: ON-BOARD TIME MANAGEMENT

This section defines the application data structure for commands associated with the OBDH time
management functions. The commands involved serve for synchronizing selected on_board applications to
a common on_board time reference and verify this process.

2.8.1 TC (10,1): Synchronise User

On receipt of this command, the CDMU shall send an Enable Time Synchronization packet TC(10,2) to
the application process identified in the data field and then execute the time synchronization function.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
Spare (set to zero)

(5 bits)
mandatory

Application Identifier
(11 bits)

mandatory

Fig. 2.8.1-1 - Synchronise User Command Structure

Spare:
Set to all zeros, i.e. ’00000’ Bin

Application ID:
This field carries the APID of the user to be synchronised.

2.8.2 TC (10,2): Enable Time Synchronisation

The CDMU sends this command to the user addressed to start the time synchronisation function.

The CDMU SASW generates on_board this command as result of expansion of TC (10,1).

Application Data: None



DOC : INT-RP-AI-0030

INTEGRAL ISSUE : 06
A E R O S P A Z I O DATE : 28/09/99
Divisione Spazio PAGE : 49 OF 141

2.8.3 TC (10,3): Add Time Code

On receipt of this command, the user adds the time information delivered in the data field to the local
representation of the on_board time.

The CDMU SASW generates on_board this command as result of expansion of TC (10,1).

Application Data:
b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

word 2
Time

(48 bits)
mandatory

word 3

Fig. 2.8.3-1 - Add Time Code Command Structure

Time:
The copy of the CDMU Spacecraft Central OBT to be added. The time code format shall be as specified
in Appendix 5.
Figure 2.8.3-2 and figure 2.8.3-3 show respectively the CDMU Central OBT and the PT’s Local OBT
formats.
The user at the execution of the ADD Time Code telecommand has to add to its time the CDMU time
information starting Byte 1 to Byte 4 (i.e. from 223 to 2-8).

Byte 1Byte 0 Byte 2 Byte 3 Byte 4 Byte 5

0 7 8 15 2316 24 31 32 39 40 47

231

Coarse Time Fine Time

224 223 216 215 28 27 20 2-1 2-8 2-9 2-16

Fig. 2.8.3-2 - CDMU Central OBT format

Byte 1Byte 0 Byte 2 Byte 3 Byte 4

0 7 8 15 2316 24 31 32 39 42

Coarse Time Fine Time

223 216 215 28 27 20 2-1 2-8 2-9 2-16 2-19

Fig. 2.8.3-3 - PT’s Local OBT format
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2.8.4 TC (10,4): Verify User Time

On receipt of this command, the CDMU shall generate an Enable Time Verification packet TC(10,5) for
the user identified in the data field and then execute the time verification procedure.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
Spare (set to zero)

(5 bits)
mandatory

Application Identifier
(11 bits)

mandatory

Fig. 2.8.4-1 - Verify User Time Command Structure

Spare:
Set to all zeros, i.e. ’00000’ Bin

Application ID:
This field carries the APID of the user to be synchronized.

2.8.5 TC (10,5): Enable Time Verification

On receipt of this command, the application addressed shall enable the generation of a Time Verification
Report TM (10,5).

The CDMU SASW generates on_board this command as result of expansion of TC (10,4)

Application Data: None
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2.9 TELECOMMAND TYPE 11: RETRIEVAL OF STORED ON-EVENT MESSAGES

This section defines the application data structure for commands associated with the on_board storage
function.
This function is used to query, retrieve and reset the contents of a memory area where the On-Event
messages, generated on_board, are stored.
The On_Event telemetry is composed of messages, that are generated by the on_board computers,
signalling the occurrence of:

• Events
• Major Anomalies
• Exceptions
• Rejected/Failed Telecommand message

Since these messages contain information necessary on Ground for verification and maintenance of
Satellite status, they are stored in the ’On_Event storage’ in order to be able to support any Ground outage
without loss of any information.

The Application Id of the on_board storage commands must be CDMU SASW or AOCS (DPE’s do not
support the on_board On_Event storage function).

2.9.1 TC (11,1): Report All Stored Messages

On receipt of this command, all the On_Event messages stored in the ’ On-Event storage’  shall be copied
in one or more On_Event Stored Telemetry Packet TM(11,1) and downlinked to the ground.

Application Data: None

2.9.2 TC (11,2): Enable Storage of On-Event Messages

On receipt of this command, the  ’On-Event storage’ shall be reset  and the storage function of  new On-
Event messages shall be enabled.

Application Data: None

2.9.3 TC (11,3): Disable Storage of On-Event Messages

On receipt of this command, the storage function of the On-Event messages shall be disabled. The
messages contained in the  ’On-Event storage’   shall be not deleted.

Application Data: None
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2.10 TELECOMMAND TYPE 13: TEST COMMANDS

This section defines the application data structure for test commands. The test command is not intended to
have any function other than confirmation that the link to the Application is operational, i.e. the test
command is harmless “no op” command.

2.10.1 TC (13,1): Test Command

On successful receipt of this command, the Application shall respond incrementing the counter of
accepted TC packet  in the TC_PVR field of  the HK TMSP.

On unsuccessful receipt of this command, the Application shall respond incrementing the counter of
rejected TC packet in the TC_PVR  field of  the HK TMSP and generating the Rejected/Failed
Telecommand message in the On-Event TMSP.

Application Data: None

2.10.2 TC (13,2): Configure Watchdog (This TCP is executed only by the DPE CSSW)

On receipt of this command the CSSW (selected on the basis of the proper APID) shall configure the
watchdog as request by Ground.

Application Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1 Enable/Disable watchdog

word 2 Enable/Disable CPU reset

word 3 Watchdog timeout

Fig. 2.10.2.1 – Configure Watchdog Structure

Enable/Disable Watchdog:
This field is used to select the status (enabled/disabled) of the watchdog function.

Enable/Disable CPU reset:
This field specifies if the autonomous reset of the CPU have to be enable or disable when the watchdog
time-out occurs

Watchdog Time-out:
This field specifies the initial values to be loaded into the watchdog counter in unit of 1/256 secs.
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2.11 TELECOMMAND TYPE 15: BROADCAST PACKET

This section defines the application data structure of the Broadcast Packet.

The Broadcast Packet is generated by the CDMU MSSW and its scope is to inform the Instruments about
specific events that could require an Instrument reconfiguration.
The CSMU MSSW fills the fields of the Broadcast Packet with information uplinked by Ground, via TCs
(5,3) Load Task Parameters, as well as data taken from TM SPs generated on_board.

The Ground information are grouped in two categories and will be uplinked using two TCs(5,3):
ß the first one contains the Orbital Data to be loaded into word 1 to word 13 of the Broadcast Packet

structure ( see figure 2.11.1)
ß the second one contains the Operational Data to be loaded into word 14 to word 26 of the Broadcast

Packet structure ( see figure 2.11.1)

The CDMU MSSW Broadcast Packet generation process can be enabled or disabled by Ground using TC
(5,1) Start Task or TC (5,2) Stop Task respectively.

The APIDs of the DPE are the APIDs allocated to the IASW, as these components are responsible for
managing  received data for their own purposes. The list of APIDs to be used to distribute such Broadcast
Packets shall be provided/updated by Ground using the TC (5,3) Load Task Parameters.

The CDMU MSSW shall provide the Broadcast Packets to the CDMU SASW that transfers them to the
DPEs via the OBDH Bus, implementing the High Level Protocol TC Packet transfer procedure.

2.11.1 TC (15,1): Broadcast Packet

On receipt of this TC packet, the DPE IASW application, specified by the APID, shall perform the
necessary actions to reconfigure the Instrument.

Application Data:
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b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1 Radiation Belts Crossing Start Time

word 2 (32 bits)

word 3 Radiation Belts Crossing Exit time

word 4 (32 bits)

word 5 Eclipse Entry Time

word 6 (32 bits)

word 7 Eclipse Exit Time

word 8 (32 bits)

word 9 DRMC
(1 bit)

Spare (all zeros)
(15 bits)

word 10

word 11 Spare (all zeros)

word 12 (4 words)

word 13
word 14 Pointing ID

word 15  (32 bits)

word 16 Pointing Duration

word 17  (32 bits)

word 18 Telemetry share DPE SPI
(8 bits)

Telemetry share DPE IBIS
(8 bits)

word 19 Telemetry share DPE JEM_X1
(8 bits)

Telemetry share DPE JEM_X2
(8 bits)

word 20
Telemetry share DPE OMC

(8 bits)
Imm
OFF
(1 bit)

Stat.
Hand
Over
(1 bit)

Spare
(6 bits)

word 21
word 22
word 23 Spare (all zeros)

word 24 (6 words)

word 25
word 26
word 27 Radiation Monitor Count rates #1

(16 bits)
word 28 Radiation Monitor Count rates #2

(16 bits)
word 29 Radiation Monitor Count rates #3

(16 bits)
word 30 OTF

(1 Bit)
7 bits Not Used

(Filler bits set to ‘0’)
4 bits Not Used

(Filler bits set to ‘0’)
ACC Current Mode

(4 bits)
word 31 2 bits Not Used

Filler bits set to ‘0’
ESAM
(1 bit)

5 bits Not Used
(Filler bits set to ‘0’)

 3 bits Not Used
(Filler bits set to ‘0’)

ACC IPS Submode
(5 bits)

word 32
word 33 Spare (all zeros)

word 34 (3 words)

Fig. 2.11.1-1 - Broadcast Packet Structure
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15    0 7    8  7    8 15

       223   216  215    28   27    20   2-1          2-8   

Radiation Belts Crossing Start Time (32 bits):
Give the time value (Instrument local time code pattern) of the next Radiation Belts Crossing  start.
The time code format shall be as specified in Figure. 2.11.1- 2
This field will be set to all zeros as default.
The Radiation Belt Crossing Start Time information is part of Ground received data. Ground will set this
field to all zeros in order to make the information meaningless.

Radiation Belts Exit Time (32 bits):
Give the time value (Instrument local time code pattern) of the next Radiation Belts exit. The time code
format shall be as specified in Figure. 2.11.1- 2
This field will be set to all zeros as default.
The Radiation Belt Exit Time information is part of Ground received data. Ground will set this field to all
zeros in order to make the information meaningless.

Eclipse Entry Time (32 bits):
Give the time value (Instrument local time code pattern) of the next Eclipse event. The time code format
shall be as specified in Figure. 2.11.1- 2
This field will be set to all zeros as default
The Eclipse Entry Time information is part of Ground received data. Ground will set this field to all zeros
in order to make the information meaningless.

Eclipse Exit Time (32 bits):
Give the time value (Instrument local time code pattern) of the next exit of Eclipse event. The time code
format shall be as specified in Figure. 2.11.1- 2.
This field will be set to all zeros as default
The Eclipse Exit Time information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless.

Figure. 2.11.1- 2 Orbital Data time format

DRMC (1 bit):
Identifies if the Radiation Monitor Count Rate information has to be ignored by the Instruments.
The DRMC information is part of Ground received data.
This bit will be set to:
- ’0’ regard Radiation Monitor Count Rate information (default value of this flag)
- ’1’ disregard Radiation Monitor Count Rate information

0

Most Significant word Least Significant Word

Coarse Time Fine Time
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15    0 7    8  7    8

224   223   216    215    28   27   

15

       231          20

Spare (15 bits):
These bits are available for usage by Ground received data, if not used they have to be set to all zeros

Spare (4 words):
These words are available for usage by Ground received data, if not used they have to be set to all zeros.

Pointing ID (32 bits):
Identifies uniquely within one orbit the pointing which going to be done. The Instrument recognise this as
the begin of a planned observation activity.
This field will be set to all zeros as default.
The Pointing ID information is part of Ground received data and consist of two parts, one part (Pointing
ID MSwords) identifying the revolution and the other (Pointing ID LSwords) the pointing within the
revolution.  Ground will set this field to all zeros in order to make the information meaningless.

Pointing Duration (32 bits):
Gives the duration in second of the period in which the Satellite will maintain the pointing. This time code
format shall be as specified in the following figure:

This field will be set to all zeros as default.
The Pointing Duration information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless.

Telemetry share DPE SPI (8 bits):
Identifies the number of Telemetry Packet allocated to the DPE SPI Instrument per Telemetry Cycle (max
physically available 184). This field will be ’don’t care’ for all the other Instruments. This field will be set
to all zeros as default .
The Telemetry share information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless .

Telemetry share DPE IBIS (8 bits):
Identifies the number of Telemetry Packet allocated to the DPE IBIS Instrument per Telemetry Cycle (max
physically available 184). This field will be ’don’t care’ for all the other Instruments. This field will be set
to all zeros as default .
The Telemetry share information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless.

0

Most Significant word Least Significant Word
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Telemetry share DPE JEM_X1 (8 bits):
Identifies the number of Telemetry Packet allocated to the DPE JEM_X1 Instrument per Telemetry Cycle
(max physically available 184). This field will be ’don’t care’ for all the other Instruments. This field will
be set to all zeros as default.
The Telemetry share information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless.

Telemetry share DPE JEM_X2 (8 bits):
Identifies the number of Telemetry Packet allocated to the DPE SPI Instrument per Telemetry Cycle (max
physically available 184). This field will be ’don’t care’ for all the other Instruments. This field will be set
to all zeros as default.
The Telemetry share information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless.

Telemetry share DPE OMC (8 bits):
Identifies the number of Telemetry Packet allocated to the DPE OMC Instrument per Telemetry Cycle
(max physically available 184). This field will be ’don’t care’ for all the other Instruments. This field will
be set to all zeros as default.
The Telemetry share information is part of Ground received data. Ground will set this field to all zeros in
order to make the information meaningless.

Imminent Instruments Switch-Off  (1 bit):
Identifies that the Instruments will be switched off in TBD sec.
This bit will be set to:
- ’0’ switch_off not foreseen (default value of this flag)
- ’1’ imminent instrument switch off
The Imminent Off information is part of Ground received data.

Station Hand-Over Flag ( 1 bits):
Informs that a pre-planned Station hand-over is on going (Hand-Over condition).
This bit will be set to:
- ‘0’ No Hand-Over condition (default value of this flag)
- ‘1’ Hand-Over condition
The Station Hand-Over Flag is part of Ground received data.

Spare (6 bits):
These bits are available for usage by Ground received data, if not used they have to be set to all zeros.

Spare (6 words):
These words are available for usage by Ground received data, if not used they have to be set to all zeros.

Radiation Monitor count rates #1 (16 bits):
Identifies the Radiation Monitor count rates # 1. This parameter is an on_board generated data acquired
via SVM RTU serial line.

Radiation Monitor count rates #2 (16 bits):
Identifies the Radiation Monitor count rates # 2. This parameter is an on_board generated data acquired
via SVM RTU serial line.
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Radiation Monitor count rates #3 (16 bits):
Identifies the Radiation Monitor count rates # 3. This parameter is an on_board generated data acquired
via SVM RTU serial line.

OTF (1 bit):
Identifies the AOCS On_Target_Flag. The On_Target_Flag shall be taken into consideration only when
the ”ACC Current Mode” is set to Inertial Pointing (IPM). Under this condition the meaning of the OTF is
as follows:
- ’0’ flag reset: the pointing is not achieved (default value of this flag)
- ’1’ flag set : the satellite has completed its close loop slew and the target is reached
This parameter is an on_board AOCS ARD Telemetry data.

ACC Current Mode (4 bits):
Identifies the ACC Current Mode. This field is coded as follows:
- ‘0000’ ACC Inactive Mode
- ‘0001’ ACC Standby Mode
- ‘0010’ ACC Initial Sun Acquisition Mode (ISA)
- ‘0011’ ACC Sun Sensor Acquisition Mode ( SSA)
- ‘0100’ ACC Star Tracker Acquisition Mode (STA)
- ‘0101’ ACC Inertial Pointing and Slew Mode (IPS)
- ‘0110’ ACC Thruster Control Mode (TC)
This parameter is an on_board AOCS ARD Telemetry data.

ESAM (1 bit):
Identifies the ESAM Mode enter condition. This parameter is an on_board generated data acquired via
SVM RTU ’FCE:ESAM Activated’.
This bit will be set to:
- ’0’ ESAM mode not sets (default value of this flag)
- ‘1’ ESAM mode set
When the ESAM mode is set the OTF flag and the ACC Current Mode fields are meaningless.

ACC IPS Submode (5 bits):
Identifies the submode of the ACC Inertial Pointing and Slew Mode (IPS).
This field is coded as follows:
- ‘00110’ Sun Steering low (pointing)
- ‘00111’ Closed loop slew
- ‘01111’ Open loop slew
This parameter is an on_board AOCS H/K Telemetry data.

Spare (3 words):
These words are available for usage by the on_board process, if not used they have to be set to all zeros.
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2.12 HIGH PRIORITY COMMANDS FOR DISTRIBUTION BY THE CDMU

This section defines the structure of the packets used for command pulse distribution by the CPDU. The
packet structure is shown in figure 2.12-1.

There shall be a maximum of one high level command per packet.

Bit 0 Bit 47 Bit 48 Bit 79
PACKET HEADER (48 bits) CDMU PACKET DATA FIELD

PACKET ID
PACKET

SEQUENCE
CONTROL

PACKET
LENGTH

OUTPUT
LINE

PULSE
DURATION CHECKSUM

Version
Number

Type Data Field
Header Flag

Application
Process ID

Sequence
Flag

Sequence
Count

3 1 1 11 2 14

16 16 16 8 8 16

Fig. 2.12-1 - Structure of High Priority Telecommands for CPDU Distribution

2.12.1 CPDU Packet Header

The Packet Header for this category of commands must be as follows:

• Version Number
The Version Number must be set to ’000’ Bin

• Type
Must be set to  ’1’

• Data Field Header Flag
Must be set to ’0’  (there is no data field header for this category of command).

• Application Process ID
The CPDU addressed (CPDU A : 0127 DEC  or CPDU B: 0128 DEC).

• Segmentation Flags
Must be set to ”11”

• Sequence Count
The first bit of this field shall be set to zero. The remaining bit  will be set by the command source
and incremented for each new telecommand of the same APID.

• Packet Length
The maximum length of a CDMU Packet Data Field is  4 octets.
The Packet Length field is fixed to ’3’ DEC.
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2.12.2 CPDU Packet Data Field

The Packet Data Field for this category of commands must be as follows:

CPDU Output Line:
A value in the range 0 to 255 specifying the output channel of the pulse command.

Command Pulse Duration:
A code value expressing the duration of the command pulse.

Check Sum:
The Check Sum field is a mandatory error detection code (checksum). It allows the receiving application to
verify the integrity of the telecommand packet data.

The checksum shall be calculated over the complete packet less the final 16 bits Check Sum field.

Appendix 3 provides a specification of the checksum method selected for INTEGRAL (CRC checksum).
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3. TELEMETRY PACKET STRUCTURE

3.1 INTRODUCTION

This section provides the preliminary definition of structure, in terms of Packet Header and Data Field for
the H/K, On_Request, STSP and Idle Packets.

The structure of the Packet Data Field for Science Data Packets is left open to the experimenters,
while the Packet Header shall be compliant with the definition provided in this section.

All the telemetry source packets  must be conform to the structure defined in [AD A 7.1] and shown in
figure 3.1-1 below.

Bit 0 Bit 47 Bit 48 var.
PACKET HEADER (48 bits) PACKET DATA FIELD

(variable 8,420 or 434 octets)

PACKET ID
PACKET

SEQUENCE
CONTROL

PACKET
LENGTH

Version
Number

Type Data Field
Header Flag

Application
Process ID

Sequence
Flag

Sequence
Count

3 1 1 11 2 14

16 16 16 64, 3359 or 3471

Fig. 3.1-1 - Telemetry Source Packet Structure

3.1.1 Packet Header

The Source Packet Header consists of 48 bits subdivided into three fields:

• Packet Identification  (bit 0 ---> bit 15)
• Packet Sequence Control (bit 16 ---> bit 31)
• Packet Length (bit 32 ---> bit 47)

3.1.1.1 Packet Identification

The Packet ID is a 16 bits field divided into four sub_fields:

• Version Number (bit 0 ---> bit 2)
The Version Number must be set to four, i.e. ’100’ bin

• Type (bit 3)
This bit distinguishes between telecommand packets and telemetry packets. For telemetry source
packets, the type is ’0’

• Data Field Header Flag ( bit 4)
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This field indicates the presence of the Data Field Header and must set to ’1’ , except for the
STSP Packet where this bit must be set  ’0’ (absence of Data Field Header). The STSP Packet
description is provided in section 3.5.

• Application Process ID (bit 5 ---> bit 15)
The Application Process ID (APID) uniquely identifies the on board source of the packet and
defines the content of the Data Field in terms of Science Data  or Non-Science Data.
Guide–lines for the choices of Application Process ID values across the spacecraft subsystems
and experiments are given in Appendix 1.
Two Application ID’s have been reserved for the STSP and Idle TMSP’s.

3.1.1.2 Packet Sequence Control

The Packet Sequence Control is a 16 bit field subdivided into two fields:

• Segmentation Flags (bits 0,1):
The segmentation technical is not used in INTEGRAL: these 2 bits are set to “11” to indicate that
the telemetry source packet is “unsegmented”.

• Source Sequence Count (bit 2 ---> bit 15)
Used to represent the actual Sequence Count. A separate source sequence count is maintained for
each Application Process Id and shall be  incremented by 1 whenever the source (APID) releases a
packet. Therefore the counter corresponds to the order of release of packets by the source and
enables the ground to detect missing packets. Ideally, this counter should never re-initialize,
however under no circumstances shall be it “short-cycle” (i.e. have a discontinuity other than to a
value zero). The counter wraps around from 214 - 1 to zero. The counter may be reset to zero
whenever the corresponding source re-initialize its process.

3.1.1.3 Packet Length

The Packet Length is a 16 bit  field specifying the number of octets contained within the Packet Data
Field. The number is an unsigned integer “C” where:

C = (Number of octets in Packet Data Field) - 1

The overall packet including the Packet Header is 6 octets longer.
The packet length shall be an integer number of 16 bit words, as consequence C will always be an odd
number.
Table 3.1.1.3-1 provides for each type of INTEGRAL Telemetry Source Packet the Packet Data Field
Length and the TM Source Packet length (including the Packet Header).
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Source Packet
Categories

Data Field Length
(octets)

’C’ value
(Decimal)

TM Packet Length
(octets)

STSP TMSP                8                7                14
IDLE TMSP           8 or 434           7 or 433           14 or 440
CDMU H/K TMSP              420              419               426
PT’s H/K TMSP              434              433               440
On_Request TMSP              434              433               440
Science TMSP              434              433               440

Table 3.1.1.3-1 INTEGRAL Telemetry Source Packet Length

3.1.2 Packet Data Field

The Packet Data Field has a variable length depending on the Source Data. The Source Data length is
fixed depending on the Source Packet Category.
The Packet Data Field  description of the STSP and Idle TMSP’s is provided in Section 3.5 and 3.6
respectively.

The structure of the Packet Data Field for Science Data Packets is ruled  by EID_A.

The packet Data Field of the H/K, On_Event and On_Request TMSP’s is subdivided in three subfields:

• Data Field Header ( bit 0 -->  bit 31)
• Source Data ( variable, from bit 32 to bit 3343 for the CDMU H/K TMSP’s  i.e. 414 octets, and

from bit 32 to bit 3455 for PT’s H/K and On_Request TMSP’s  i.e. 428 octets)
• Packet Error Control ( from bit 3344 to bit 3359 for the CDMU H/K TMSP’s and from bit  3456

to bit 3471 for PT’s H/K and On_Request TMSP’s)

Figure 3.1.2-1 and 3.1.2-2 shows respectively the Packet Data Field structure of the CDMU H/K  PT’s
H/K, On_Request packets.
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PACKET DATA FIELD
(420 OCTETS)

Data Field
Header

(Bit 0 --> Bit 31)

Source Data

(Bit 32 --> Bit 3343)

Packet Error
Control

(Bit 3344 --> Bit 3359)

4 octets 414 octets 2 octets

32 bits 3312 bit 16 bits

Fig. 3.1.2-1 - CDMU H/K Telemetry  Packet  Data Field Structure

PACKET DATA FIELD
(434 OCTETS)

Data Field
Header

(Bit 0 --> Bit 31)

Source Data

(Bit 32 --> Bit 3455)

Packet Error
Control

(Bit 3456 --> Bit 3471)

4 octets 428 octets 2 octets

32 bits 3424 bit 16 bits

Fig. 3.1.2-2 - PT’s Housekeeping and On_Request TMSP’s  Data Field Structure
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3.1.2.1 Data Field Header

The data field header is preceded by the packet header and followed by Source Data and error control in
the telemetry packet, refer to figures 3.1.2-1 and 3.1.2-2

The Data field header is defined as follow:

b0 b3 b4 b7 b8 b15
Packet Type

(4 bits)
mandatory

Packet Subtype
(4 bits)

mandatory

Spare (set to all zeros)
(8 bits)

mandatory
Time

(16 bits)
mandatory

Fig. 3.1.2.1-1 - Telemetry Packet  Data Field Header

Packet Type :
The Packet Type in conjunction with the APID and the Packet Sub Type  identifies the specific category
and function of the TM Packet.
The specific categorisation of the TM TMSP  types, defined by the Packet Type and Packet Subtype fields
is shown in table 3.1.2.1-1

Packet Subtype :
Together with the Type, the Packet Sub Type field identifies the nature of the TM data contained within
the TM TMSP.

The relationship between Telecommand and Telemetry Packets Types and Sub Types and the users to
which they apply is given in Appendix 1.

The same Packet Type and SubType definitions shall apply to all applications.

The specific categorisation of the TM TMSP  types, defined by the Packet Type and Packet Subtype fields
is shown in table 3.1.2.1-1

Spare:
Set to all zeros. i.e. ’00000000’ Bin

Time :
This defines the time at which the acquisition of the data in the TM TMSP was initiated.
The time code Field is a subset of the STSP, 16-bit of the local coarse time with  1 sec (nominal)
resolution.
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Packet
Type

TM Application
Packet  Type

Packet
Subtype

TM Application
Packet Subtype

0 Not used -
1 Periodic Housekeeping 0

1
2
5
7
8
9

10
11
12

 13 -15

Not used
CDMU:SVM-RTU A
CDMU:SVM-RTU B
CDMU:PLM-RTU
CDMU:H/K and SW (SASW/MSSW)
DPEs:  H/K and SW
AOCS: ARD
AOCS:H/K
ACS:Control State packet
AOCS:Periodic Memory Download
Not Used

2 Not used -
3 Not used - Not used
4 Not used - Not used
5 On_Request:Task Management 4 Task Parameter Report
6 On_Request:Memory Maintenance 2

3
Memory Dump Report
Memory Checksum Report

7 On_Request:Time Tag Commanding 2
3
4

Summary Time Tag Command
Time Tag Command Report
All the Time Tag Commands Report

8 On_Request:On_board Monitoring 5
6

7

Monitoring List Report
Limit/Status Check Monitoring List
Report
Max/Min Values Report

9 On_Request:Telemetry Management 1 TM Packet Generation Status Report
10 On_Request:Time Management 4

5
Central Time Reference
Time Verification

11 On_Request:Retrieval of storage
On_Event messages

1 On_Event stored TM messages

12 Not used - Not used
13 Not used - Not used
14 Not used -
15 Not used -

Table  3.1.2.1-1 - INTEGRAL Telemetry Packet Type and Subtype
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3.1.2.2 Source Data

The  telemetry data generated on-board are inserted in the Source Data of the TMSP.

The Source Data constitutes the data element of the telemetry.

Sections 3.2 to 3.6 below define the TM TMSP Source Data structure needed for each of the allowed
Packet Types and Subtypes.

3.1.2.3 Packet Error Control

The Packet Error Control field provides the option to include an error detection code (checksum or CRC)
in the packet allowing the receiving application to verify the integrity of the telemetry packet data.

The Packet Error Control is present in all the TM TMSP’s except for the STSP TMSP.

The checksum shall be calculate over the complete packet less the final 16 bits Packet Error Control field.

Appendix 3 provides a specification of the checksum method selected for INTEGRAL (CRC checksum).
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3.2 TELEMETRY TYPE 1: PERIODIC TELEMETRY PACKETS

These TMSP’s are used to transport periodically information that are sampled at fixed cycle.

The periodic housekeeping packets, except for the AOCS ARD TMSP’s and RTU TMSP’s, contain also
the telecommand packet verification reports field (TC PVR) and the On_Event message telemetry .

The definition of data contained in the Periodic Telemetry Packets can be uniquely identified by the
Application Id, Packet Type and Packet Subtype (see. table 3.1.2.1-1).

3.2.1 TM(1,1) CDMU:SVM-RTU A Packet

This packet contains the first set of monitor data acquired by the CDMU from the SVM RTU channels.

Note that in order to accommodate the complete set of SVM RTU monitor channels two RTU Packets are
generated.

The CDMU acquires all the SVM RTU telemetry based on the foreseen entries in the PST.
The CDMU will send on the OBDH Interrogation Bus a pre-defined set of Interrogation Instructions to the
SVM RTU user, for each SVM RTU PST entry.

The CDMU formats the acquired data in the relevant SVM RTU Packet.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

…..

…..

…..
SVM RTU monitors

(428 octets)

…..

…..

word 214

Fig. 3.2.1-1 - CDMU:SVM_RTU A Telemetry Packet structure

SVM RTU A Channel Data (Word 1 --> Word 214):
The first set of INTEGRAL SVM RTU monitor channels is present from Word 1 to Word 214 of this
packet, these monitors  are transmitted to Ground every TM cycle.
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3.2.2 TM(1,2) CDMU:SVM-RTU B Packet

This packet contains the second set of monitor data acquired by the CDMU from the SVM RTU channels.

Note that in order to accommodate the complete set of SVM RTU monitor channels two RTU Packets are
generated.

The CDMU acquires all the SVM RTU telemetry based on the foreseen entries in the PST.
The CDMU will send on the OBDH Interrogation Bus a pre-defined set of Interrogation Instructions to the
SVM RTU user, for each SVM RTU PST entry.

The CDMU formats the acquired data in the relevant SVM RTU Packet.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

…..

…..

…..
SVM RTU monitors

(428 octets)

…..

…..

word 214

Fig. 3.2.2-1 CDMU:SVM_RTU B Telemetry Packet structure

SVM RTU B Channel Data (Word 1 --> Word 214):
The second set of INTEGRAL SVM RTU monitor channels is present from Word 1 to Word 214 of this
packet, these monitors  are transmitted to Ground every TM cycle.

3.2.3 TM(1,3) CDMU:SVM-RTU C Packet

Deleted

3.2.4 TM(1,4) CDMU:SVM-RTU D Packet

Deleted
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3.2.5 TM(1,5) CDMU:PLM-RTU  Packet

This packet contains the  monitor data acquired by the CDMU from the PLM RTU channels.

The CDMU acquires all the PLM RTU telemetry based on the foreseen entries in the PST.
The CDMU will send on the OBDH Interrogation Bus a pre-defined set of Interrogation Instructions to the
PLM RTU user, for each PLM RTU PST entry.

The CDMU formats the acquired data in the relevant PLM RTU Packet.

The PLM-RTU packet, TM(1,5), is transmitted to Ground every  telemetry cycles

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

…..

…..

…..
PLM RTU monitors

(428 octets)

…..

…..

word 214

Fig. 3.2.5-1 - CDMU:PLM_RTU Telemetry Packet structure

PLM RTU  Channel Data (Word 1 --> Word 214):
The complete set of INTEGRAL PLM RTU monitor channels is present from Word 1 to Word 214 of this
packet, these monitors  are transmitted to Ground every TM cycle.

3.2.6 TM(1,6) CDMU:PLM-RTU B Packet

Deleted
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3.2.7 TM(1,7) CDMU:H/K and SW (SASW/MSSW) Packet

This packet contains all the housekeeping data that are originated by the CDMU and its SW (SASW and
MSSW). It includes also basic information on the Status Registers of the other Packet Terminals (ACC
and DPE’s).

This packet is originated by the CDMU and it is transmitted to Ground once per TM cycle.
The CDMU SW formats the CDMU H/K TMSP together with  STSP TMSP (14 octets) in one
’Assembled Packet’ of 440 octets in order that the Telemetry Transfer Frame generator receives always
Packets of 440 octets for transmission to Ground.
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Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1

…..

….. CDMU H/K + CDMU SW + ICA’s
(324 octets)

…..

word 162

word 163 Stored On_Event messages counter

word 164 Time MSW On_Event message # 1

word 165 Time LSW On_Event message # 1

word 166 Parameter On_Event Message #1
Message
Class #1 Message Identifier On_Event Message # 1

word 167 Message Body On_Event message # 1

word 168

…..
On_Event

MESSAGES
(40 words)

…..

word 199 Time MSW On_Event message # 8

word 200 Time LSW On_Event message # 8

word 201 Parameter On_Event Message #8
Message
Class #8

Message Identifier On_Event Message # 8

word 202 Message Body On_Event message # 8

word 203

word 204 Spare ( set to all zeros) Accepted Ground TCP counter

word 205 Accepted On_board TCP counter Rejected TCP counter

word 206 Last TCP rejection reason
TC_PVR
(4 words)

word 207 TC Packet Identifier

Fig. 3.2.7-1 - CDMU:H/K and SW  Telemetry Packet structure
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CDMU H/K, SW, ICA’s (Word 1 --> Word 162):
These fields contain:

- all the H/K data generated by the CDMU H/W and SW
- the Status Registers of the other Packet Terminals (ACC and DPE’s)

ON_EVENT  Telemetry (Word 163 --> Word 203)
The On_Event telemetry is based on:

• messages signalling the occurrence of:
- Events (non critical event)
- Exception (non fatal anomaly)
- Major Anomaly (serious anomaly)
- Rejected/Failed Telecommand Packets Reports.

Each message has a fixed length of 5 words.
These messages, if occur, are inserted in the H/K packet under generation in a dedicated space of
8 slot (i.e. from word 164 through word 203) and stored in the PM area (the management of the
CDMU On_Event messages storage capability is performed by the TC Type 11 described in
section 2.9). The empty slot, if any will be identified setting the ’Message Identifier’ field to
255dec.

• a counter providing the number of the On_Event messages stored on_board.

The On_Event Telemetry is composed of 41 words containing the following information:

• Stored On_Event messages counter (Word 163):
It provides the number of ”On_Event messages” stored on board in the ’On_Event messages
storage’.

• Time Most Significant Word (MSW) #1 to # 8 (16 bits):
This word together with ”Time Less Significant Word (LSW)” field specifies when the message is
generated. This word is constituted by  16 bits of local coarse time with 256 sec resolution.

• Time Less Significant Word (LSW) #1 to #8 (16 bits) :
This word extends the 256 sec resolution of the ’Time MSW’ field to 3.9msec resolution.

• Parameter #1 to # 8 (6 bits):
This 6 bits field is available to provide additional information on the message. If not used this field
has to be set to all zeros, i.e. ‘000000’Bin

• Message Class #1 to #8 (2 bits):
The ”Message Class” field provides information about the nature of the message. The allowed
values are in the following table 3.2.7-2
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MESSAGE CLASS VALUE MESSAGE CLASS DESCRIPTION
              ’00’bin   Events (non critical event)
              ’01’bin   Exception (non fatal anomaly)
              ’10’bin   Major Anomaly (serious anomaly)
              ’11’bin   Rejected/Failed Telecommand Packet Reports

Table 3.2.7-2 - Message Class values

• Message Identifier #1 to # 8 (8 bits):
The ”Message Identifier’ field specifies for each Message Class the reason for which the message
is produced.

The message identifier range of values is subdivided as shows in table 3.2.7-1

TERMINAL NODE MESSAGE SOURCE MESSAGE RANGE
CDMU SASW from ’0’ dec to ’127’ dec

MSSW from ’128’ dec to ’254’ dec
The value 255 dec is reserved to identify a empty  message slot

Table 3.2.7-1 - Message Identifier range

For the Rejected/Failed Telecommand Packet Message Class at least the following reasons for command
acceptance failure have to be implementing:

- ’00000000’  Illegal APID
- ’00000001’  Incorrect CRC
- ’00000101’  Illegal TCP length (i.e out of range value)

All the common messages that can be generated by each one of the PT’s and CDMU shall have the same
range of values.

• Message Body # 1 to #8 (32 bits):
It includes all the information (parameters) necessary for unambiguously understanding of the
message.
The message body structure for the Rejected/Failed Telecommand Packet Reports is shows in
figure 3.2.7-2.
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B0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

Parameters 8 LSB of the APID
(bit 3--> bit 10 of the APID field see section

1.2.5)
Set to
‘00’ TCP Source Sequence Count

Message  Body
(32 bits)

(bit 2--> bit 15 of the Packet Sequence Control Field, see section 2.1.1.2)

Fig. 3.2.7-2 - Rejected/Failed TCP Reports message body structure

Parameters (8 bits):
They  provide (if necessary) further information.

8 LSB of the APID (8 bits):
This field together with the TCP Source Sequence Count field allows  to identify the rejected/failed
Telecommand packet. This field is the copy of the bit 3 through bit 10 of the APID field (see section
1.2.5).

TCP Source Sequence Count (14 bits):
This field together with the APID field allows to identify the rejected/failed Telecommand packet. This
field is the copy of the bit 2 through bit 15 of the Packet Sequence Control Field of the Telecommand
Packet Header (see section 2.1.1.2).

TC Packet Verification Report (TC_PVR) (Word 204 -->  Word 207):
The TC_PVR is composed of 4 words, whose contents depends only by the TCP validation acceptance
checks, containing the following information:

• Spare (MSByte of word 204)
Set to all zeros. i.e. ’00000000’ Bin

• Accepted Ground TCP Counter (LSByte of word 204):
It contains the counter of the number of accepted TC packets received from Ground. The Counter
wraps around from ”full_scale” to zero.

• Accepted On_board TCP counter (MSByte of word 205):
It contains the counter of the number of accepted TC packets received from on_board. The
Counter wraps around from ”full_scale” to zero.

• Rejected TCP counter (LSByte of word 205):
It contains the counter of the number of rejected TC packets. The Counter wraps around from
”full_scale” to zero.

Note: if this counter is not incremented respect to the last on ground received value, the ’Last TCP
rejection reason’ field is meaningless.
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• Last TCP rejection reason (MSByte of word 206):
It contains the reason for rejection of the last rejected TC packet.
The content of this field is the same of the ’Message Identifier’ field included in the On_Event
messages of  ‘Class Id’ = ‘3’

• TC Packet Identifier (LSBytes of word 206 and word 207):
It contains the identifier of the last checked for acceptance TC packet. Figure 3.2.7-3 shows the
structure of this field.

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 206 8 LSB of the APID

(bit 3-->bit10 of the APID field, see section 1.2.5)
word 207 Set to ‘00 TCP Source Sequence Counter

(bit 2 --> bit 15 of the Packet Sequence Control Field, see section 2.1.1.2)

Fig. 3.2.7-3 -  TCP Identifier
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3.2.8 TM(1,8) DPE’s:H/K and SW Packet
This packet contains all the housekeeping data that are originated by the DPE’s.
Each DPE’s generates one HK Source Packet each telemetry cycle. The ’originating’ DPE is identified by
the APID.
The CDMU  basing on the PST entries acquires the DPEs packets, issuing on the Interrogation Bus as
many Read Block Instructions as necessary implementing the High Level Protocol TM Packet Transfer
Procedure.
Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1

…..

DPE H/W and S/W
(338 octets)

…..
word 169

word 170
On_Event messages counter

word 171 Time MSW On_Event message # 1

word 172 Time LSW On_Event message # 1

word 173 Parameter On_Event Message # 1
Message
Class #1 Message Identifier On_Event Message # 1

word 174 Message Body On_Event message # 1

word 175
…..

ON_EVENT
MESSAGES

(40 words)
…..

word 206 Time MSW On_Event message # 8

word 207 Time LSW On_Event message # 8

word 208 Parameter On_Event Message # 8
Message
Class #8 Message Identifier On_Event Message # 8

word 209 Message Body On_Event message # 8

word 210

word 211 Spare ( set to all zeros) Accepted Ground TCP counter

word 212 Accepted On_board TCP counter Rejected TCP counter

word 213 Last TCP rejection reason
TC_PVR
(4 words)

word 214 TC Packet Identifier

Fig. 3.2.8-1 - DPE’s:H/K and S/W  Telemetry Packet structure
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DPE H/W and SW (Word 1 --> Word 169):
These fields contain all the H/W and SW telemetry data generated by the DPE.:

ON_EVENT  Telemetry (Word 170 --> Word 210)
The On_Event telemetry is based on:

• messages signalling the occurrence of:
- Events (non critical event)
- Exception (non fatal anomaly)
- Major Anomaly (serious anomaly)
- Rejected/Failed Telecommand Packets Reports.
Each message has a fixed length of 5 words.
These messages, if occur, are inserted in the H/K packet under generation in a dedicated space of
8 slot (i.e. from Word 171 through Word 210) . The empty slots, if any, will be identified setting
the ’Message Identifier’ field to 255dec

• a counter providing the number of the On_Event messages produced and the number of messages
included in the current packet

The On_Event Telemetry is composed of 41 words containing the following information:

• On_event messages counter (Word 170):
It provides:
- bit 0 to 3 the number of On_event messages (which follow) in the current H/K packet.
  Range; 0...8
- bit 4 to 15 the number of On_Event messages generated since DPE initialization.
  Range: 0...4095 wrap around count

• Time Most Significant Word (MSW) #1 to # 8 (16 bits):
This word together with ”Time Less Significant Word (LSW)” field specifies when the message is
generated. This word is constituded by  16 bits of local coarse time with 256 sec resolution.

• Time Less Significant Word (LSW) #1 to #8 (16 bits):
This word extends the 256 sec resolution of the ’Time MSW’ field to 3.9msec resolution.

• Parameter #1 to # 8 (6 bits):
This 6 bits field is available to provide additional information on the message. If not used this field
has to be set to all zeros, i.e. ‘000000’Bin

• Message Class #1 to #8 (2 bits):
The ”Message Class” field provides information about the nature of the message. The allowed
values are in the following table 3.2.8-2
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MESSAGE CLASS VALUE MESSAGE CLASS DESCRIPTION
              ’00’bin   Events (non critical event)
              ’01’bin   Exception (non fatal anomaly)
              ’10’bin   Major Anomaly (serious anomaly)
              ’11’bin   Rejected/Failed Telecommand Packet Reports

Table 3.2.8-2 - Message Class values

• Message Identifier #1 to # 8 (8 bits):
The ”Message Identifier’ field specifies for each Message Class the reason for which the message
is produced.
The message identifier range of values is subdivided as shows in table 3.2.8-1

TERMINAL NODE MESSAGE SOURCE MESSAGE RANGE
DPE CSSW from ’0’ dec to ’126’ dec

IASW from ’127’ dec to ’254’ dec
The value 255 dec   is reserved to identify a empty message slot

Table 3.2.8-1 - Message Identifier range

For the Rejected/Failed Telecommand Packet Message Class at least the following reasons for command
acceptance failure have to be implementing:

- ’00000000’  Illegal APID
- ’00000001’  Incorrect CRC
- ’00000101’  Illegal TCP length (i.e. out of range value)

All the common messages that can be generated by each one of the PT’s and CDMU shall have the same
range of values.

• Message Body # 1 to #8 (32 bits):
It includes all the information (parameters) necessary for unambiguously understanding of the
message.
The message body structure for the Rejected/Failed Telecommand Packet Reports is shows in
figure 3.2.8-2
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b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

Parameters 8 LSB of the APID
(bit 3--> bit 10 of the APID field see section 1.2.5)

Set to
‘00’ TCP Source Sequence Count Parameters

Message  Body
(32 bits)

(bit 2--> bit 15 of the Packet Sequence Control Field, see section 2.1.1.2)

Fig. 3.2.8-2 - Rejected/Failed TCP Reports message body structure

Parameters (8 bits):
They  provide (if necessary) further information.

8 LSB of the APID (8 bits):
This field together with the TCP Source Sequence Count field allow to identify the rejected/failed
Telecommand packet. This field is the copy of bit 3 through bit 10 of the APID field (see section 1.2.5).

TCP Source Sequence Count (14 bits):
This field together with the APID field allow to identify the rejected/failed Telecommand packet. This field
is the copy of the bit 2 through bit 15 of the Packet Sequence Control Field  of the Telecommand Packet
Header (see section 2.1.1.2).

TC Packet Verification Report (TC_PVR) (Word 211 --> Word 214):
The TC_PVR is composed of 8 octets, whose contents depends only by the TCP validation acceptance
checks, containing the following information:

• Spare (MSByte of word 211):
Set to all zeros. i.e. ’00000000’ Bin

• Accepted Ground TCP Counter (LSByte of word 211):
It contains the counter of the number of accepted TC packets received from Ground. The Counter
wraps around from ”full_scale” to zero.

• Accepted On_board TCP counter (MSByte of word 212):
It contains the counter of the number of accepted TC packets received from on_board. The
Counter wraps around from ”full_scale” to zero.

• Rejected TCP counter (LSByte of word 212):
It contains the counter of the number of rejected TC packets. The Counter wraps around from
”full_scale” to zero.
Note: if this counter is not incremented respect to the last on ground received value, the ’Last TCP
rejection reason’ field is meaningless.

• Last TCP rejection reason (MSByte of word 213) :
It contains the reason for rejection of the last rejected TC packet.
The content of this field is the same of the ’Message Identifier’ field included in the On_Event
messages of  ‘Class Id’ = ‘3’.
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• TC Packet Identifier (LSBytes of word 213 and word 214):
Contains the identifier of the last checked for acceptance TC packet. Figure 3.2.8-3 shows the
structure of this field.

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 213 8 LSB of the APID

(bit 3-->bit 10 of the APID field see section 1.2.5)
word 214 Set to ‘00 TCP Source Sequence Counter

(bit 2 --> bit 15 of the Packet Sequence Control Field, see section 2.1.1.2)

Fig. 3.2.8-3 - TCP Identifier



DOC : INT-RP-AI-0030

INTEGRAL ISSUE : 06
A E R O S P A Z I O DATE : 28/09/99
Divisione Spazio PAGE : 82 OF 141

3.2.9 TM(1,9) AOCS ARD Packet
This packet is originated by the ACC and contains all the data necessary for the ground attitude reconstruction.
One ARD Packet contains eight ARD Blocks. Each ARD Block is composed of 48 octets and is originated by the
ACC every 0.5 sec, consequently one ARD Packet will be ready every 4 sec..
The CDMU  basing on the PST entries acquires the ARD packets, issuing on the Interrogation Bus as many Read
Block Instructions as necessary implementing the High Level Protocol TM Packet Transfer Procedure.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1 Time
word 2

…..
…..

ADR Data Block # 1
(48 octets)

word 25
word 26

…..
…..

ADR Data Block # 2
(48 octets)

word 49
word 50

…..
…..

ADR Data Block # 3
(48 octets)

word 73
word 74

…..
…..

ADR Data Block # 4
(48 octets)

word 97
word 98

…..
…..

ADR Data Block # 5
(48 octets)

word 121
word 122

…..
…..

ADR Data Block # 6
(48 octets)

word 145
word 146

…..
…..

ADR Data Block # 7
(48 octets)

word 169
word 170

…..
…..

ADR Data Block # 8
(48 octets)

word 193
word 194

…..
…..

TM Data Words
(42 octets)

word 214

Fig. 3.2.9-1 - AOCS:ARD Telemetry Packet structure
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Time ( Word 1):
This word specifies the generation time of the first ARD block. This word is constituted by 16 bits of the
Fine Time of LOBT with a resolution of 15.25µsec

ARD DATA Block #1 to #8 (Word 2--> Word 193):
These fields contain the attitude reconstruction data generated every control low cycle of 500 msec

TM data words (Word 194 --> Word 214):
These fields contain a set of ACC TM data words, useful for ARD data interpretation generated every 4
sec.
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3.2.10 TM(1,10): AOCS H/K Packet

This packet contains all the housekeeping data that are originated by the AOCS.
One AOCS HK Source Packet is generated  every telemetry cycle.
The CDMU  basing on the PST entries acquires the AOCS packet, issuing on the Interrogation Bus as
many Read Block Instructions as necessary implementing the High Level Protocol TM Packet Transfer
Procedure. Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1

…..

….. AOCS H/K
(338 octets)

…..

word 169

word 170 On_Event messages counter

word 171 Time MSW On_Event message # 1

word 172 Time LSW On_Event message # 1

word 173 Parameter On_Event Message #1
Message
Class #1 Message Identifier On_Event Message # 1

word 174 Message Body On_Event message # 1

word 175

….. ON_EVENT
MESSAGES

(40 words)
…..

word 206 Time MSW On_Event message # 8

word 207 Time LSW On_Event message # 8

word 208 Parameter On_Event Message #8
Message
Class #8 Message Identifier On_Event Message # 8

word 209 Message Body On_Event message # 8

word 210

word 211 Spare ( set to all zeros) Accepted Ground TCP counter

word 212 Accepted On_board TCP counter Rejected TCP counter

word 213 Last TCP rejection reason
TC_PVR
(4 words)

word 214 TC Packet Identifier

Fig. 3.2.10-1 - AOCS:H/K  Telemetry Packet structure
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AOCS H/K data (Word 1 --> Word 169):
These fields contain all the AOCS H/K data . These data are acquired by the ACC through the MACS bus
from the AOCS sensors and actuators and formatted in self-consistent source packets that include also SW
parameters.

ON_EVENT  Telemetry (Word 170 --> Word 210)
The On_Event telemetry is based on:

• messages signalling the occurrence of:
- Events (non critical event)
- Exception (non fatal anomaly)
- Major Anomaly (serious anomaly)
- Rejected/Failed Telecommand Packets Reports.

Each message has a fixed length of 5 words.
These messages, if occur, are inserted in the H/K packet under generation in a dedicated space of
8 slot (i.e. from word 171 through word 210) and stored in a dedicated area (the management of
the AOCS On_Event messages storage capability is performed by the TC Type 11 described in
section 2.9). The empty slots, if any, will be identified setting the ’Message Identifier’ field to
255dec.

• a counter providing the number of the On_Event messages stored on board and the number of
messages included in the current packet

.

The On_Event Telemetry is composed of 41words containing the following information:

• Stored On_Event messages counter (Word 170):
It provides :
- bit 0 to bit 3 the number of On_Event messages (which follow) in the current H/K packet
  Range: 0...8
- bit 4 to bit 15 the number of ”On_Event messages”  stored on board in the ”On_Event messages
storage”. This modulo 4096 counter is incremented whenever an On_Event message is written to
the buffer and reset in response to the reset TLC , TC(11,2).

• Time Most Significant Word (MSW) #1 to # 8 (16 bits) :
This word together with ”Time Less Significant Word (LSW)” field specifies when the message is
generated. This word is constituted by  16 bits of local coarse time with 256 sec resolution.

• Time Less Significant Word (LSW) #1 to #8 (16 bits) :
This word extends the 256 sec resolution of the ’Time MSW’ field to 3.9msec resolution.

• Parameter #1 to # 8 (6 bits):
This 6 bits field is available to provide additional information on the message. If not used this field
has to be set to all zeros, i.e. ‘000000’Bin

• Message Class #1 to #8 (2 bits):
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The ”Message Class” field provides information about the nature of the message. The allowed
values are in the following table 3.2.10-1

MESSAGE CLASS VALUE MESSAGE CLASS DESCRIPTION
              ’00’bin   Events (non critical event)
              ’01’bin   Exception (non fatal anomaly)
              ’10’bin   Major Anomaly (serious anomaly)
              ’11’bin   Rejected/Failed Telecommand Packet Reports

Table 3.2.10-1 - Message Class values

• Message Identifier #1 to # 8 (8 bits):
The ”Message Identifier’ field specifies for each Message Class the reason for which the message
is produced.

The value 255dec  is reserved to identify a empty message slot

For the Rejected/Failed Telecommand Packet Message Class at least the following reasons for
command acceptance failure have to be implementing:

- ’00000000’  Illegal APID
- ’00000001’  Incorrect CRC
- ’00000101’  Illegal TCP length (i.e. out of range value)

All the common messages that can be generated by each one of the PT’s and CDMU shall have
the same range of values.

• Message Body # 1 to #8 (32 bits):
It includes all the information (parameters) necessary for unambiguously understanding of the
message.
The message body structure for the Rejected/Failed Telecommand Packet Reports is shows in
figure 3.2.10-2

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

Parameters 8 LSB of the APID
(bit 3--> bit 10 of the APID field see section

1.2.5)
Set to
‘00’ TCP Source Sequence Count Parameters

Message  Body
(32 bits)

(bit 2--> bit 15 of the Packet Sequence Control Field, see section 2.1.1.2)

Fig. 3.2.10-2 - Rejected/Failed TCP Reports message body structure

Parameters (8 bits):
They  provide (if necessary) further information.
8 LSB of the APID (8 bits):
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This field together with the TCP Source Sequence Count field allows to identify the rejected/failed
Telecommand packet. This field is the copy of bit 3 through bit 10 of the APID field (see section 1.2.5).

TCP Source Sequence Count (14 bits):
This field together with the APID field allows to identify the rejected/failed Telecommand packet. This
field is the copy of the bit 2 through bit 15 of the Packet Sequence Control Field  of the Telecommand
Packet Header (see section 2.1.1.2).

TC Packet Verification Report (TC_PVR) (Word 211 --> Word 214):
The TC_PVR is composed of 8 octets, whose contents depends only by the TCP validation acceptance
checks, containing the following information:

• Spare (MSByte of word 211):
Set to all zeros. i.e. ’00000000’ Bin

• Accepted Ground TCP Counter (LSByte of word 211):
It contains the counter of the number of accepted TC packets received from Ground. The Counter
wraps around from ”full_scale” to zero.

• Accepted On_board TCP counter (MSByte of word 212):
It contains the counter of the number of accepted TC packets received from on_board. The
Counter wraps around from ”full_scale” to zero.

• Rejected TCP counter (LSByte of word 212):
It contains the counter of the number of rejected TC packets. The Counter wraps around from
”full_scale” to zero.
Note: if this counter is not incremented respect to the last on ground received value, the ’Last TCP
rejection reason’ field is meaningless.

• Last TCP rejection reason (MSByte of word 213) :
It contains the reason for rejection of the last rejected TC packet.
The content of this field is the same of the ’Message Identifier’ field included in the On_Event
messages of ‘Class_id’ = ‘3’.

• TC Packet Identifier (LSBytes of word 213 and word 214):
Contains the identifier of the last checked for acceptance TC packet. Figure 3.2.10-3 shows the
structure of this field.

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 213 8 LSB of the APID

(bit 3-->bit 10 of the APID field see section 1.2.5)
word 214 Set to ‘00 TCP Source Sequence Counter

(bit 2 --> bit 15 of the Packet Sequence Control Field, see section 2.1.1.2)

Fig. 3.2.10-3 - TCP Identifier
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3.2.11 TM (1,11): AOCS Control States Packet

This packet is only provided for anomaly diagnostic purpose and contains the values related to the Control
Low execution.
This packet is generated, periodically once every AOCS cycle, only when its activation is commanded
from Ground and will continue until suspended from Ground. It is a Ground responsibility to ensure that
the CDMU can acquire this packet when the generation is enabled.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

…..

…..
Control States execution values

(428 octets)

…..

word 214

Fig. 3.2.11-1 - AOCS:Control States  Packet structure

Control States execution values (Word 1 --> Word 214):
These bytes contain the Control States execution values.
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3.2.12 TM (1,12): AOCS Periodic Memory Download Packet

This packet is only provided for anomaly diagnostic purpose and contains the mirror of a selectable
memory area.
This packet is generated, periodically one per telemetry cycle, only when its activation is commanded from
Ground and will continue until suspended from Ground.
It is a Ground responsibility to ensure that the CDMU can acquire this packet when the generation is
enabled.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

…..

…..
Periodic Memory Download values

(428 octets)

…..

word 214

Fig. 3.2.12-1 - AOCS:Periodic Memory Download Packet structure

Periodic Memory Download values (Word 1 --> Word 214):
These bytes contain the mirror of a selectable memory area.
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3.3 TELEMETRY TYPE 4: ON-EVENT SOURCE PACKET

Deleted
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3.4 ON-REQUEST SOURCE PACKETS

The On_Request Source Packets are generated by all the Packet Terminals and by the CDMU as an
answer to specific commands generated from Ground and include:

• Task Management Reports
• Memory Maintenance Reports
• Time Tag Commanding Reports
• On_board Monitoring Reports
• Telemetry Management Reports
• Time Management Reports
• Retrieval of storage On_Event messages

These packets are defined by a series of types and subtypes that are the same specified in the TC packet
requesting their transmission.
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3.4.1 Telemetry Type 5: Task Management

3.4.1.1 TM (5,4): Task Parameter Report

This TMSP Subtype is used to report the most recently up-loaded task parameters or any other on_board
parameter. It is generated as a response to the telecommand Report Task Parameters TC(5,4).

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
TID

(8 bits)
mandatory

FID
(8 bits)

mandatory

word 2 Parameter 1

…..

…..

word 214 Parameter n

Fig. 3.4.1.1-1 - Task Parameter Report Structure

TID (Task ID):
This task ID, together the Application ID of the packet header defines the task for which the parameters
apply.

FID (Function ID):
The Function ID, together with the Task ID and the Application ID specifies the structure of the
parameters that follow.

Parameters:
The set of parameters specified by the FID belonging to the task as specified by the Application ID and the
TID. ’n’ is defined by the combination of APID, TID and FID.
In case that ’n’ is lower than the number of words available in the On_Request Source Data (i.e. 214
words), the words not used have to be filled with ’0000000000000000’ Bin

Note that in order to satisfy the Ground request more that one TM(5,4) packets can be generated and
downlinked
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3.4.2 Telemetry Type 6: Memory Maintenance Reports

This section defines the source data structure for the memory maintenance report packet. This cover the
requirement for loading, dumping and calculating the checksum for the contents of a contiguous memory
area.

All memory address in memory maintenance reports shall be absolute addresses.

All memory address shorter than the available number of bits in the absolute address field of the packet
should be right adjusted within that field

3.4.2.1 TM (6,2): Memory Dump Report

This packet Subtype is used to dump the contents of a memory to the ground, in response to a Dump
Memory telecommand TC(6,2).

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
MID

(16 bits)
mandatory

word 2 Start Address
(32 bits)

word 3
mandatory

word 4 Length
mandatory

word 5 Data 1

…..

…..

word 214 Data n

Fig. 3.4.2.1-1 - Memory Dump Report Structure

MID (Memory ID):
This field identifies the memory within the application that is being dumped.
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Start Address:
Provides the start address from which the memory dump starts.

Length:
This field indicates the amount of words dumped and contained in the Data fields.

Data:
Provides the data content of the memory in increasing order of word addresses.
The number of data words in the Memory Dump packets is variable depending on the amount of the data
to be dumped specified in the Memory Dump Command.

3.4.2.2 TM (6,3): Memory Checksum Report
This packet Subtype is used to transport the result of a memory checksum calculation to the ground, in
response to a Calculate memory Checksum telecommand TC(6,3).

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
MID

(16 bits)
mandatory

word 2 Start Address
(32 bits)

word 3
mandatory

word 4 Length
mandatory

word 5 Checksum result
mandatory

word 6

….. Spare

…..
(all set to zeros)

word 214

Fig.3.4.2.2-1 - Memory Checksum Report Structure

MID (Memory ID):
Identifies the memory within the application to which the checksum applies.

Start Address:
Provides the start address from which the checksum has been calculated
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Length:
Provides the number of words for which the checksum has been calculated.

Checksum result:
Provides the calculated checksum for the specified memory area. The checksum to be used is specified in
appendix 3 of this document.

Spare:
Word 6 to word 214 of this packet are not used and have to be fill with ’0000000000000000’ Bin

Note: as far as the DPE CSSW implementation is concerned it has to be observed that:
• Word 1    identifies the Logical Address State number
• Word 2    identifies the Logical Start Address
• Word 3    identifies the Operand/Instruction Memory Access Designator
• Word 4    identifies the Length of area in words
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3.4.3 Telemetry Type 7: Time Tag Buffer Reports

3.4.3.1 TM (7,2): Summary Time Tag Command

This  packet Subtype is used to transport a summary of the contents of the time tag buffer to ground in
response to a Report Time Tag  Summary command TC (7,2).

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Total

(16 bits)
mandatory

word 3

word 3
Time TTC. # 1

(48 bits)
mandatory

word 4

word 5

word 6
Packet Header TTC. # 1

(48 bits)
mandatory

word 7

word 8
Packet Data Field Header TTC # 1

(16 bits)
mandatory

…..

…..
word 205

word 206
Time TTC. # n

(48 bits)
mandatory

word 207

word 208

word 209
Packet Header TTC. # n

(48 bits)
mandatory

word 210

word 211
Packet Data Field Header TTC # n

(16 bits)
mandatory

word 212
word 213 Spare (don’t care)
word 214

Fig. 3.4.3.1-1 - Summary Time Tag  Commands Reports Structure
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Total (16 bits):
Indicates the total number of commands in the Time Tag buffer.

Each time a TC(7,2) command is received one or more TM(7,2) packets are downlinked to Ground to
satisfy the request.

The ’Total’ field of the first TM(7,2) generated at the TC(7,2) reception contains the number of the Time
Tag Commands stored in the Time Tag Buffer.

The ’Total’ field  of each TM(7,2), generated after the first one, is the result of the downcounting of the
stored Time Tag commands with respect the ones stored  at the reception of the TC(7,2) decreased by the
Time Tag Commands already downlinked.

In case the Time Tag commands information are not sufficient to fill the available Source Data field of the
On_Request TMSP (i.e. 211 words), the words not used have to be considered as “Don’t care”.

Ground will recognise the completion of the transmission of the Time Tag Commands information when
the Total field value is equal or less than ’30’ Dec

Time TTC 1 to n: (48 bits)
Provides the execution time stored in the Time Tag Buffer for the command.

TC Packet Header TTC 1 to n (48 bits):
A copy of the TC Packet Header for the command.

TC Packet Data Field Header TTC 1 to n (16 bits):
A copy of the TC Data Field Header for the command.

Note in one TM(7,2) the maximum value of ’n’ is 30.

Spare:
Word 212 to word 214 of this packet are not used and have to be considered as “Don’t care”
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3.4.3.2 TM (7,3): Time Tag Command Report

This packet Subtype is used to transport a single command from the time tag buffer to ground in response
to a Report Time Tag Command TC(7,3) .Requests and therefore reports are restricted to one time tag
command per packet.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1

word 2
Time

(48 bits)
mandatory

word 3

word 4

word 5
Packet Header

(48 bits)
mandatory

word 6

word 7

….. Packet Data Field
(n words)
mandatory

…..

word N

word 214
Spare

(don’t care)
N= TT TCP length

Fig. 3.4.3.2-1 - Time Tag  Command Report Structure

Time: (48 bits)
Provides the execution time stored in the Time Tag Buffer for the command.

TC Packet Header (48 bits):
A copy of the TC Packet Header for the command

Packet Data Field (n words):
A copy of the complete Packet Data Field ( including Data Field Header, Application Data and Packet
Error Control) for the command.
’n’ is variable depending on the TC Packet Length specified in the TC Packet Header.

Spare:
Word N to word 214 of this packet not used have to be considered as “Don’t care”.
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3.4.3.3 TM (7,4): All Time Tag Commands Report

This packet Subtype is used to transport the contents of each command one by one from the Time Tag
Buffer to the ground in response to a Report All Time Tag Commands command TC (7,4).  Any request
for report  of all commands in the Time Tag Buffer will result in the same number of report packets as
there are commands in the buffer.
Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15
word 1

word 2
Time

(48 bits)
mandatory

word 3
word 4

word 5
Packet Header

(48 bits)
mandatory

word 6
word 7

…..
Packet Data Field

(n words)
mandatory

…..
word N

word 214
Spare

(don’t care)

N= TT TCP Length

Fig 3.4.3.3-1 - Time Tag  Command Report Structure

Time: (48 bits)
Provides the execution time stored in the Time Tag Buffer for the command.

TC Packet Header (48 bits):
A copy of the TC Packet Header for the command

Packet Data Field ( n words):
A copy of the complete Packet Data Field ( including Data Field Header, Application Data and Packet
Error Control) for the command.
’n’ is variable depending on the TC Packet Length specified in the TC Packet Header.

Spare:
Word N to word 214 of this packet not used have to be considered as “Don’t care”.
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3.4.4 Telemetry Type 8: On-board Monitoring Reports

3.4.4.1 TM (8,5): Monitoring List Report

This packet Subtype is used to transport the on-board Monitoring List to the ground, in response to a
Report Monitoring List command TC (8,5).

If HL=LL, then the check is defined to be a fixed status check.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1 Parameter Number

word 2
PID - 1

mandatory

word 3
MINT - 1
mandatory

LL - 1
mandatory

word 4
HL - 1

mandatory Pointer #1 - 1

word 5 Pointer#2 - 1 Pointer#3 - 1

word 6 Status -1 Mask -1

…..

word N-4
PID - n

mandatory

word N-3
MINT - n
mandatory

LL - n
mandatory

word N-2
HL - n

mandatory Pointer #1 - n

word N-1 Pointer#2 - n Pointer#3 - n

word N Status -n Mask - n
…..

…..
Spare

(don’t care)
…..

word 214

N < = 211

Fig. 3.4.4.1-1 - Monitoring List  Report Structure
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Parameter Number :
Contains the number of the Monitoring List parameters. This field is variable form 1 to 50, this depends
on the number of Monitoring List parameters.

Each time a TC(8,5) is received one or two TM(8,5) packets are downlinked to Ground to satisfy the
request.

The Parameter Number field of the first TM(8,5) generated at the TC(8,5) reception contains the total
number of parameters present in the Monitoring list.

The Parameter Number field of the second TM(8,5) is the result of the down-counting of total number of
parameters present in the Monitoring List at the reception of TC (8,5) decreased by the number of
parameters (i.e. 42) already downlinked in the first packet.

In case the Parameters information are not sufficient to fill the available Source Data field of the TM(8,5)
packet (i.e. 211 words) the words not used have to be considered as “Don’t care”.

Ground will recognise the completion of the transmission of the Monitoring List parameters information
when the Parameter Number field is equal or less then 42Dec.

PID 1 to n (Parameter ID):
This defines the parameter to be monitored (for any application).

MINT 1 to n (Monitoring Interval):
This specifies the time interval between successive checks on the value/status of the associated parameter.
There shall be two different monitoring intervals (either each TM cycle or each 10 TM cycles).

LL 1 to n (Low Limit):
This defines the low value or status against which  the parameter is to be compared

HL 1 to n (High Limit):
This defines the high limit or status against the parameter is to be compared.

Pointer#1- 1 to n:
This contains the pointer to the “Monitoring Command Buffer” where the first command, to be sent in
case of parameter transgression, is stored. (see section 2.6.3).

Pointer#2- 1 to n:
This contains the pointer to the “Monitoring Command Buffer” where the second command, to be sent in
case of parameter transgression, is stored. (see section 2.6.3).

Pointer#3- 1 to n:
This contains the pointer to the “Monitoring Command Buffer” where the third command, to be sent in
case of parameter transgression, is stored. (see section 2.6.3).

Status - 1 to n:
This field specifies the Status (enabled/disabled) of the monitoring control on the specified parameter



DOC : INT-RP-AI-0030

INTEGRAL ISSUE : 06
A E R O S P A Z I O DATE : 28/09/99
Divisione Spazio PAGE : 102 OF 141

Mask – 1 to n:
This field contains the bit-masking of the specified parameter

Note in one TM(8,5) the maximum value of ‘n’ is 42.

Spare:
Word 212 to word 214 of this packet are not used and have to be considered as “Don’t care”.
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3.4.4.2 TM (8,6): Limit/Status Check Result Report

This packet Subtype is used to transport to Ground  the result of the limit and status checks performed on
the parameters of the Monitoring List and stored in the Monitoring Storage Table. This packet is generated
in response to a Report Limit/Status Check Result command TC(8,6).

Note that the results are restricted to the first transgression (i.e when an out of limit is verified for three
consecutive times). of any parameter check since the monitoring  function was enabled.

Only parameters that have transgressed the limit will be reported.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 B9 b10 b11 b12 b13 b14 b15

word 1
Parameter Counter

Mandatory

word 2
PID #1

Mandatory

word 3
High/Low flag #1

mandatory
Value #1

Mandatory

word 4
Time  #1

Mandatory

…..

…..

word N-2
PID # n

Mandatory

word N-1
High/Low flag #n

Mandatory
Value #n

mandatory

word N
Time  #n

Mandatory

…..
Spare

(don’t care)
…..

…..
word 214

N<=151
Fig. 3.4.4.2-1 - Limit/Status check Result Report Structure
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Parameter Counter (16 bits):
Indicates the number of parameters stored in the Monitoring Storage Table and included into the current
packet. The value of this field is variable from 0 to 50 this because the number of parameters stored in the
Monitoring Storage Table, ’n’, is variable depending on the number of the Monitoring List parameters and
on the number of parameters out of range. In case the value of this field is lower than 50 (n < 50 or the out
of limit parameters are < 50), the words not used have to be considered as “Don’t care”.

PID 1 to n (Parameter ID):
This defines monitored parameter (for any application).

High/Low flag 1 to n:
This specifies the exceeded limit (high or low).
In the case of Status Check this flag is set to “high”.

Value 1 to n:
This specifies the value of the parameter at the time the limit/status check (high or low limit) first failed.

Time  1 to n:
This defines the spacecraft time at the first transgression on which the parameter was found to be out of
limit or not to have the expected status.

Note: the above “Time” field will contain the same value of the ‘Time’ information contained in the Data
Field Header ( see section 3.1.2.1) of the TMSP from which the parameter has been extracted.

Spare:
Word 152 to word 214 of this packet are not used and have to be considered as “Don’t care”.
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3.4.4.3 TM (8,7): Max/Min Values Report

This packet Subtype is used to transport to Ground  the result of the max/min monitoring performed on the
parameters of the Monitoring List and stored in the Monitoring Storage Table. This packet is generated in
response to a Report Max/Min value Result command TC(8,7).
Note that the results are the maximum and minimum values for each parameter in the Monitoring List
sampled since the monitoring function was enabled.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Parameter Counter

Mandatory

word 2
PID #1

Mandatory

word 3
MAX value #1

mandatory
MIN value #1

mandatory

word 4
Time of Max #1

Mandatory

word 5
Time of Min #1

Mandatory
…..

…..

word N-3
PID # n

Mandatory

word N-2
MAX value #n

mandatory
MIN value #n

mandatory

word N-1
Time of Max #n

Mandatory

word N
Time of Min #n

Mandatory
…..

…..
Spare

(don’t care)

…..

word 214

N<=201
Fig. 3.4.4.3-1 -  Max/Min value Report Structure
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Parameter Number (16 bits):
Indicates the number of max/min parameters information stored in the Monitoring Storage Table and
included into the current packet.

The value of this field is variable from 1 to 50 this because the number of max/min parameters
information stored in the Monitoring Storage Table is variable depending on the number of the Monitoring
List parameters. In case the value of this field is lower than 30 the words not used have to be considered as
“Don’t care”.

PID 1 to n (Parameter ID):
This defines the parameter to be monitored (for any application).

MAX value 1 to n:
This specifies the maximum value of the parameter during the monitoring period.

MIN value 1 to n:
This specifies the minimum value of the parameter during the monitoring period.

Time of max 1 to n:
This defines the spacecraft time at which the maximum value was observed.

Time of min 1 to n:
This defines the spacecraft time at which the minimum value was observed.

Note: the above “Time” fields, will contain the same value of the ‘Time’  information contained in the
Data Field Header ( see section 3.1.2.1) of the RTU TMSP from which the parameter has been extracted.

Spare:
Word 202 to word 214 of this packet are not used and have to be considered as “Don’t care”.
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3.4.5 Telemetry Type 9: Telemetry Management Reports

3.4.5.1 TM (9,1): TM Packet Generation Status Report

This packet Subtype is used to advise the ground of the Telemetry Packet generation status, in response to
a Report TM Packet Generation Status command TC (9,1).

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1
Packet Type # 1

mandatory
Packet Subtype # 1

mandatory
Spare # 1
mandatory

Status#1
man.

…..

…..

word 214
Packet Type # n

mandatory
Packet Subtype # n

mandatory
Spare # n
mandatory

Status#n
man.

Fig. 3.4.5.1-1 - Enable Generation of Specific Packets Command Structure

Packet Type 1 to n:
This field gives, together with the Packet Subtype field , the identifier of the TM packet whose status is
being downlinked.

Packet Subtype 1 to n:
This field gives, together with the Packet Type field ,  the identifier of the TM packet whose status is being
downlinked.

Spare 1 to n:
Set to all zeros, i.e. ’0000000’ BIN

Status 1 to n:
Gives the status of the TM Packet as follow:
- ’0’ Packet disabled
- ’1’ Packet enabled

’n’ is defined by the combination of ADIP, Packet Type and Subtype

In case  ’n’ is lower than the number of words available in the On_Request Source Data (i.e. 214 words),
the words not used have to be filled with ’0000000000000000’ Bin
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3.4.6 Telemetry Type 10: On-board Time Management Reports

The Time Management Reports are to be used by the CDMU and selected on-board applications to verify
synchronization to a common on-board time reference.

3.4.6.1 TM (10,4): Central Time Reference

Within the time verification procedure the CDMU shall generate a Central Time Reference packet
TM(10,4) with a copy of the CDMU Spacecraft Elapsed Time (also called Central On_board Time).

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

word 2
Time

(48 bits)
mandatory

word 3

word 4

….. Spare

…..
(set to all zeros)

word 214

Fig. 3.4.6.1-1 - Central Time Reference Structure

Time:
The copy of the Spacecraft Elapsed Time managed by the CDMU. The time code format shall be as
specified in Appendix 5.

Spare:
Word 4 to word 214 of this packet are not used and have to be filled with ’0000000000000000’Bin
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3.4.6.2 TM (10,5): Time Verification Report

After reception of a TC(10,5) the application addressed shall be generate a Time Verification Report
TM(10,5) with a copy of the local Spacecraft Elapsed Time (also called Local On_board Time).

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1

word 2
Time

(48 bits)
mandatory

word 3

word 4

….. Spare

…..
(set to all zeros)

word 214

Fig. 3.4.6.2-1 - Time Verification Report Structure

Time:
The copy of the Local Spacecraft Elapsed Time managed by the application. The time code format shall
be as specified in Appendix 5.

Spare:
Word 4 to word 214 of this packet are not used and have to be filled with ’0000000000000000’Bin
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3.4.7 Telemetry Type 11: Retrieval of the Stored On_Event TM Messages

3.4.7.1 TM (11,1): On_Event Stored Messages Reports

This packet Subtype is used to transport the ’On_Event messages storage’ on ground in response to a
Report All Stored messages command TC(11,1).

Each  TM(11,1) TMSP contains as maximum 42 stored On_Event messages. Any request for Report All
Stored Packets command will generate as many TM(11,1) TMSP are needed to downlink the ’On_Event
messages storage’.

Source Data:

b0 b1 b2 b3 b4 b5 b6 b7 b8 b9 b10 b11 b12 b13 b14 b15

word 1 On_Event Stored Counter

word 2

…..
On_Event message # 1

(10 octets)

word 6

…..

…..

word 207

…..
On_Event message # 42

(10 octets)

word 211
…..

Spare  (set to all zeros)

…..
(6 octets)

word 214

Fig. 3.4.7.1-1 -  On_Event stored Telemetry Packet Report Structure
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On_Event Stored Counter:
Contains the number of the On_Event messages currently stored in the ’On_Event messages storage’.
Each time a TC(11,1) command is received, one or more TM(11,1) packets are downlinked to ground.

The ’On_Event Stored Counter ’ field of the first TM(11,1) generated at the TC(11,1) reception contains
the number of the On_Event messages stored in the ’On_Event messages storage’.

The ’On_Event Stored Counter’ field  of each TM(11,1), generated after the first one, is the result of the
downcounting of the stored On_Event messages with respect the ones stored  at the reception of the
TC(11,1) decreased by the On_Event messages  already downlinked.

In case the On_Event Packets are not sufficient to fill the available Source Data field of the On_Request
TMSP (i.e. 211 words), the words not used have to be filled with all ’0000000000000000’ Bin.

Ground will recognize the completion of the transmission of the ’On_Event messages storage’ content
when the counter value is equal or less than 42.

On_Event Messages:
Contain the copy of the On_Event Messages stored in the  ’ On_Event Messages storage’

Spare:
Word 212 to word 214 of this packet are not used and have to be filled with ’0000000000000000’Bin
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3.4.8 Telemetry Type 13: Diagnostic Report

Deleted



DOC : INT-RP-AI-0030

INTEGRAL ISSUE : 06
A E R O S P A Z I O DATE : 28/09/99
Divisione Spazio PAGE : 113 OF 141

3.5 STANDARD SPACECRAFT TIME SOURCE PACKET

The Standard Spacecraft Time Source Packet shall be used to transport the regular Spacecraft Elapsed
Time samples to ground for time correlation with UTC by the INTEGRAL ground segment. Its structure
is as shown in  figure 3.5-1 below.
The CDMU SW format the STSP TMSP together with a CDMU H/K TMSP in one ’Assembled Packet’
of 440 octets in order that the Telemetry Transfer Frame generator receives always Packets of 440 octets
for transmission to Ground.

PACKET HEADER (48 bits) PACKET DATA FIELD (8 octets)

PACKET ID
PACKET

SEQUENCE
CONTROL

PACKET
LENGTH S_FIELD P_FIELD T_FIELD

Version
Number

Type Data Field
Header Flag

Application
Process ID

Sequence
Flag

Sequence
Count

3 1 1 11 2 14 8 8 48

16 16 16 64

Fig. 3.5-1 - Standard Spacecraft Source Packet Structure

The time carried by the T-field of the packet shall relate to the instant of occurrence of the leading edge of
the first bit of the attached synchronization marker of the telemetry transfer frame of virtual channel “0”
with a virtual channel frame count which is an integer multiple of ’16’.
Note that if the number of VC0 TF’s per cycle is greater than 16 some SCET samples could not be
transmitted to Ground.

The field contents of the Standard Spacecraft Time Source Packet header and data field are specified
below:

Packet ID:

• Version Number:
The version number must be set to a value of 4 Dec.

• Type:
The type must be set to zero.

• Data Field Header Flag:
The data field header flag must be set to zero

• Application Process ID:
The Application process ID must be set to all zeros.

Sequence Control

• Segmentation Flags:
The segmentation flags must be set to “11”.
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• Source Sequence Count:
The source sequence count of the time packet must be incremented by 1 whenever the source
releases a packet. Ideally, this counter should never re-initialise, however, under no circumstances
shall it “short-cycle” (i.e. have a discontinuity other than to a value zero).The counter wraps
around from 2 14 - 1 to zero.

Packet Length
The packet length field specifies the number of octets contained within the Packet Data Field. The number
is an unsigned integer “C” where:

C = (Number of octets in Packet Data Field) -1

In this case, the number of octets is eight (i.e. C = 7)
It should be noted that the actual length of the entire Standard Spacecraft Time Source Packet, including
the Packet Header, is 6 octets longer.

S-Field
Bits 0 through 3 are not used and must be set to zeros.
Bits 4 through 7 specify the sampling rate of the Spacecraft clock contents at interval of 16 frames. It
must be set to ‘0100’ bin.
This Standard Spacecraft Time Source Packet shall be telemetered to ground before a new transfer frame
used for time reference is sent on VC 0.

P-Field
Must be set to “00101110” to indicate that the following time format consists of 4 coarse time octets and 2
fine time octets.

T-Field
This field will contain the Spacecraft Elapsed Time, consistent with the CCSDS unsegmented Time Code
(CUC) format.
Bits 0 through 31 must contain the coarse Spacecraft Elapsed Time as an unsegmented binary count of
seconds.
Bits 32 through 47 must contain the fine Spacecraft Elapsed Time as an unsegmented binary power of
subseconds.

Byte 1Byte 0 Byte 2 Byte 3 Byte 4 Byte 5

0 7 8 15 2316 24 31 32 39 40 47

231

Coarse Time Fine Time

224 223 216 215 28 27 20 2-1 2-8 2-9 2-16

Fig. 3.5-2 - T_Field structure
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3.6 IDLE PACKET STRUCTURE

This idle packet will be used  to ensure the continuity of telemetry data stream when there are no STSP
Packet available for transmission. The Idle Packets are generated by the CDMU. Its structure is as shown
in figure 3.6-1below.

PACKET HEADER (48 bits) PACKET DATA FIELD (8 octets)

PACKET ID
PACKET

SEQUENCE
CONTROL

PACKET
LENGTH FILLER PATTERN

Version
Number

Type Data Field
Header Flag

Application
Process ID

Sequence
Flag

Sequence
Count

3 1 1 11 2 14

16 16 16 64

Fig. 3.6-1Telemetry Source Packet Structure

The field contents of the Idle Packet header and data field are specified below:

Packet ID

• Version Number
The version number must be set to a value of 100.

• Type
The type must be set to zero.

• Data Field Header Flag
The data field header flag must be set to zero.

• Application Process ID
The Application process ID must be set to all ones.

Packet Sequence Control

• Segmentation Flags
The segmentation flags must be set to “11”.

• Source Sequence Count
The source application process responsible for generating the Idle Source Packet is not required
maintaining a Source Sequence Count.

Packet Length

The packet length field specifies the number of octets contained within the Packet Data Field. The number
is an unsigned integer “C” where:
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C =(Number of octets in Packet Data Field) -1

The length of the packet  (C value) is:

- 7   dec generated instead of an  STST Packet.

It should be noted that the actual length of the entire Idle Packet, including the Packet Header, is 6 octets
longer.

Packet Data Field

• Filler Pattern

The content of the Idle Packet data field is transparent to the ground segment.
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APPENDIX 1: APPLICATION ID ASSIGMENT

The APID  11 bits layout is provided in section 1.2.5.
The following table provides the allocation of the APIDs within the INTEGRAL Project.

APID range
(Dec value)

APID Bit 0 --> Bit 3
Destination/Source
Address
b0       b1        b2      b3

Physical user APID Bit 4 --> Bit 10
Format ID

b4       b5       b6       b7       b8      b9     b10

Destination End User/
source Data Category

0 0 0 0 0            ---- 0 0 0 0 0 0 0 STSP TMSP
129 0 0 0 1 CDMU 0 0 1 0 0 0 0 SASW (1)
130 0 0 0 1 CDMU 0 1 0 0 0 0 0 MSSW (2)
640 0 1 0 1 AOCS & RCS 0 0 0 0 0 0 0 ACC
641 - 703 0 1 0 1 AOCS & RCS ACC (reserved available

for TM)
1024 1 0 0 0 DPE SPI

(nominal)
0 0 0 0 0 0 0 CSSW

1025 - 1151 1 0 0 0 DPE SPI
(nominal)

IASW (3)

1152 1 0 0 1 DPE SPI
(redundant)

0 0 0 0 0 0 0 CSSW

1153 - 1279 1 0 0 1 DPE SPI
(redundant)

IASW (3)

1280 1 0 1 0 DPE IBIS
(nominal)

0 0 0 0 0 0 0 CSSW

1281 - 1407 1 0 1 0 DPE IBIS
(nominal)

IASW (3)

1408 1 0 1 1 DPE IBIS
(redundant)

0 0 0 0 0 0 0 CSSW

1409 - 1535 1 0 1 1 DPE IBIS
(redundant)

IASW (3)

1536 1 1 0 0 DPE JEM_X1 0 0 0 0 0 0 0 CSSW
1537 - 1663 1 1 0 0 DPE  JEM_X1 IASW (3)

1664 1 1 0 1 DPE JEM_X2 0 0 0 0 0 0 0 CSSW
1665 - 1791 1 1 0 1 DPE JEM_X2 IASW (3)

1792 1 1 1 0 DPE OMC 0 0 0 0 0 0 0 CSSW
1793 - 1919 1 1 1 0 DPE  OMC IASW (3)

2047 1 1 1 1           ----- 1 1 1 1 1 1 1 IDLE TMSP

NOTE: Applications shall use the minimum number of required APIDs

(1) TC to SASW application, TM from SASW and H/K from MSSW, all the RTU Commands and Telemetry acquisition
(2) TC to MSSW and MSSW On_Request TMSP’s.
(3)  1025,1153,1281,1409,1537,1665,1793 used for TCs to IASW. For the IASW TM see the following table:

Source Address VCA Format ID Description
bit 0- bit 3 bit 4 bit 5 - bit 10
“1000”= SPI nom 0 all other bit combination are reserved VC0: reserved
“1001”= SPI red “000001” VC0: Housekeeping
“1010”= IBIS nom “000101” VC0: On_request - Task Management
“1011”= IBIS red “000110” VC0: On_request -Memory Dump
“1100”= JEM-X1 “001001” VC0: On_request -TLM Management
“1101”= JEM-X2 “001101” VC0: On_request -Diagnostic
“1110”= OMC 1 from “000000” to “111111” VC7 : Science Packets
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APPENDIX 2: TC AND TM PACKET TYPE AND SUBTYPE

This appendix provides a cross-reference between telemetry and telecommand packet type and subtype and
indicates to which user they apply.
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Type Type,Subtype TELECOMMAND SERVICE CDMU DPE’s AOCS TELEMETRY SERVICE CDMU DPE’s AOCS

0 Not Used

1 Not Used PERIODIC TELEMETRY

1,1 --1,10 Housekeeping Telemetry x x x

2 DEVICE COMMANDING Not Used

2,1 Pulse Command x

2,2 Register Load Command x

3 Not Used Not Used

4 Not Used ON_EVENT TELEMETRY Deleted

4,0 On_Event Packets Deleted

5 TASK MANAGEMENT TASK MANAGEMENT REPORTS

5,1 Start Task x x x Not Used

5,2 Stop Task x x x Not Used

5,3 Load Task Parameters x x Not Used

5,4 Report Task Parameters x x Task Parameter Report x x

5,5 Mode Transition x x x Not Used

6 MEMORY MAINTENANCE MEMORY MAINTENANCE

6,1 Load Memory x x Not Used

6,2 Dump Memory x x x Memory Dump Report x x x

6,3 Calculate Memory Checksum x x x Memory Checksum Report x x x
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Type Type,Subtype TELECOMMAND SERVICE CDMU DPE’s AOCS TELEMETRY SERVICE CDMU DPE’s AOCS

7 TIME TAG COMMANDING TIME TAG BUFFER REPORTS

7,1 Load Time Tag Command x Not Used

7,2 Report Time Tag Summary x Summary Time Tag Command x

7,3 Report Time Tag Command x Time Tag Command Report x

7,4 Report all Time Tag Command x All Time Tag Command Report x

7,5 Delete Time Tag Command x Not Used

7,6 Delete All the Time Tag Command x Not Used

8 ON_BOARD MONITORING ON_BOARD MONITORING
REPORTS

8,1 Enable Monitoring x Not Used

8,2 Disable Monitoring x Not Used

8,3 Add Monitoring List x Not Used

8,4 Delete Monitoring List x Not Used

8,5 Report Monitoring List x Monitoring List Report x

8,6 Report Limit/Status Check Result x Limit/Status Check Result Report x

8,7 Report Max/Min values x Max/Min Values Report x

8,8 Monitoring Entry Status Change x Not Used

8,9 Monitoring Entry Deletion x Not Used
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Type Type,Subtype TELECOMMAND SERVICE CDMU DPE’s AOCS TELEMETRY SERVICE CDMU DPE’s AOCS

9 TELEMETRY MANAGEMENT TELEMETRY MANAGEMENT
REPORTS

9,1 Report TM Packet Generation Status x x TM Packet Generation Status Report x x

9,2 Enable Generation of all TM Packets Deleted Not Used

9,3 Disable Generation of all TM Packets Deleted Not Used

9,4 Enable Generation of Specific Packets x x Not Used

9,5 Disable Generation of Specific Packets x x Not Used

10 ON_BOARD TIME MANAGEMENT ON_BOARD TIME MANAGEMET
REPORTS

10,1 Syncronise User x Not Used

10,2 Enable Time Syncronization x x Not Used

10,3 Add Time Code x x Not Used

10,4 Verify User Time x Central Time Reference x

10,5 Enable Time Verification x x Time Verification Report x x

11 RETRIVAL OF STORED ON_EVENT
TELEMETRY

RETRIVAL OF STORED
ON_EVENT TELEMETRY

11,1 Report all the Stored Messages x x ON-Event Stored Messages reports x x

11,2 Enable Storage of On_Event Messages x x Not Used

11,3 Disable Storage of the On_Event Messages x x Not Used
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Type Type,Subtype TELECOMMAND SERVICE CDMU DPE’s AOCS TELEMETRY SERVICE CDMU DPE’s AOCS

12 Not Used Not Used

13 TEST COMMANDS DIAGNOSTIC REPORT

13,1 Test Commands x x x Not used

13,2 Configure Watchdog x Not used

14 Not Used Not Used

15 BROADCAST PACKET Not Used

15,1 Broadcast Packet x
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APPENDIX 3: THE CRC CHECKSUM ALGORITHMS

A 3.1 Cyclic Redundancy Code Specification

The Packet Error Control Field is a 16 bit field which occupies the two trailing octets of a TC or TM
Packet.

The purpose of this field is to provide a capability for detecting errors which may have been introduced
into the frame by the lower protocol layers during the transmission process and may have remained
undetected.

The standard error detection encoding/decoding procedure, which is described in detail in the following
paragraphs, produces a 16 bit Packet Check Sequence (PCS) which is placed in the Packet Error Control
Field.

This code is intended only for error detection purpose and shall not be used for error correction. The
characteristics of the PCS are those of a cyclic redundancy code (CRC) and are generally expressed as
follows:

• The generator polynomial is G(x) = X16 + X12 + X5 + 1
• Both encoder and decoder are initialised to the “all-ones” state for each Packet.
• PCS generation is performed over the entire Packet including the Packet Header less the final 16-

bit PCS.
• The code has the following capabilities when applied to an encoded block of less than 32768 bits

(2 15 bits):
• All error sequences composed of an odd number of bit errors will be detected
• All errors sequences containing two bit errors anywhere in the coded block will be detected
• If a random error sequence containing an even number of bit errors (greater than or equal to four)

occurs within the block, the probability that the error will be undetected in approximately 2-15

(or 3 x 10 -5).
• All single error bursts spanning 16 bits or less will be detected provides no other errors occur

within the block.
• For blocks longer than 4096 bits, (not allowed for INTEGRAL), the specified performance cannot

be guaranteed
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A 3.2 Encoding Procedure

The encoding procedure accepts an (n-16) -bit message and generates a systematic binary (n,n-16) block
code by appending a 16-bit Packet Check Sequence (PCS) as the final 16 bits of the block. This PCS is
inserted into the Packet Error Control Field. The equation for PCS is:

PCS =  [X 16. M(X) + X (n-16) . L (X) ]  MODULO G (X)

where

M(X) is the (n-16)- bit message to be encoded expressed as a polynomial with binary coefficients, n being
the umber of bits in the encoded message (i.e. the number of bits in the complete Packet).
L(X) is the pre-setting polynomial given by:

L(X) = S 15 i=0 X i (all “1” polynomial of order 15)

G(X) is the CCITT Recommendation V.41 generating polynomial given by:

G(X) = X 16 + X 12 +  X5 + 1

where +  is the modulo 2 addition operator (exclusive OR)

Note that the encoding procedure differs from that of a conventional cyclic block encoding operation in
that the X (n-16) . L(X) term has the effect of pre-setting the shift register to an all ones state (rather than
a conventional all zeros state) prior to encoding

A 3.3 Decoding Procedure

The error detection syndrome ,S(X) is given by

S(X) = (X 16 . C*(X) +  Xn . L(X)) MODULO G(X)

where C*(X) is the received block in polynomial form.
S(X) is the syndrome polynomial which will be zero if no error has been detected.
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A 3.4 Verification of Compliance

The binary sequences defined in this section are provided to the designers of packet system as samples for
testing and verification of a specific CRC error detection implementation.

All data are given in hexadecimal notation. For a given field (data or CRC), the left most hexadecimal
character contains the most significant bit (i.e. bit 0 of the CCSDS convention).

DATA Packet Check Sequence
(CRC)

00 00 1D0F
00 00 00 CC9C

AB CD EF 01 04A2
14 56 F8 9A 00 01 7FD5

A 3.5 Possible realisation of Packet Check Sequence Encoders/Decoders

CRC encoders and decoders can be implemented in hardware as well as in software.

The H/W configuration is attractive to those applications requiring high processing speed. Due to
architectural consideration a S/W implementation may be the better solution.
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APPENDIX 4: ACRONYMS AND GLOSSARY OF TERMS

A 4.1 Acronyms

ACRONYM DESCRIPTION
ACK Acknowledgement
AD Applicable Document
AOCS Attitude & Orbit Control Subsystem
APID Application Process Identifier
CDMU Central Data Management Unit
CCSDS Consultative Committee for Space Data System
CLTU Command Link Transfer Unit
CPDU Command Pulse Distribution Unit
CRC Cyclic Redundancy Code
CUC CCSDS Unsegmented Time Code
ESA European Space Agency
FID Function Identifier
HK Housekeeping
HL High Limit
ID Identifier
INTEGRAL International Gamma-Ray Astronomic Laboratory Spacecraft
ISO International Standards Organisation
LL Low Limit
LSB Less Significant Bit
LSW Less Significant Word
MID Memory Identifier
MINT Monitoring Interval
MOC Mission Operating Centre
MSB Most Significant Bit
MSByte Most Significant Byte
MSSW Mission Specific Software
MSW Most Significant Word
OBDH On_board Data Handling Subsystem
OIRD Operations Interface Requirements Document
PID Parameter Identifier
PK Packet
PSS Procedures, Specifications and Standard
PUS Packet Utilisation Standard
RCS Reaction Control Subsystem
RL Register Load
RLA Register Load Address
SASW Standard Application Software
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ACRONYM DESCRIPTION
SID Structure Identifier
SOC Science Operations Centre
TC Telecommand
TID Task Identifier
TM Telemetry
UTC Universal Time Co-ordinated

A 4.2 Glossary of terms

Application Process A continuous series of actions to bring about a result for a user.
Such process may be on-board or on ground. Usually an application
process can be associated with a subsystem or instrument. An
application process can receive TC packets and/or generate TM
packets.

Application ID An 11 bit address field. The APID of a TM packet identifies the
application process which generated the packet. The APID of a TC
packet identifies the application process which will receive the
packet. An APID is unique across the system.

Channel Physical input or output line(s).
(Functional) parameter Variable that controls the result of a command, task or process.
FID Function identifier, identifies a function of a task and defines the

structure of the parameter field in the packet. The same FID may be
used by different APIDs.

Intelligent end user On-board user which decodes TC packets and encodes TM packets.
An intelligent end user may be have more than one application
process.

MID Memory identifier, identifies a memory within an application. The
same MID may be used by different APIDs.

Non intelligent end user On-board user which does not decode TC packets or encode TM
packets.

Parameter ID Identifier that uniquely identifies a parameter across the system. The
same PID may not be used by different APIDs.

Process See application process
Register A set of binary memory cells, fixed by design, to which data can be

written and/or data can be read from.
Application Data Data generated by an on-board application process, encapsulated in

a TM packet.
TID Task identifier, identifies a task within an application. The same TID

may be used by different APIDs.



DOC : INT-RP-AI-0030

INTEGRAL ISSUE : 06
A E R O S P A Z I O DATE : 28/09/99
Divisione Spazio PAGE : 128 OF  141

Task A task is defined, in framework of INTEGRAL project, as one of the
following entities:
• a real task of the operating system on which is possible to operate

starting/stopping or performing mode transition and to load/read
task parameter [typical for DPE environment]

• a function on which is possible to operate enabling/disabling or
performing mode transition and to load/read parameter (in this
case the task have nothing to do with the operating system) [
typical for AOCS and CDMU environments]

• a ‘virtual task’ that cannot be identified in the code as a task or as
a function but that is something to be used to select a set of
predefined parameters that can be modified and authorized. In
this case the capabilities implemented are only the load/read task
parameter and the start task but only as a mechanism to authorize
loaded parameter [used by the AOCS]..
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APPENDIX 5: PARAMETER TYPES AND STRUCTURES

A 5.1 Introduction

Each field in a telecommand or telemetry packet described in this document is designed to hold a
parameter value. Each parameter field has a type, defining the set of values that can be assigned to the
parameter. The INTEGRAL parameter types are defined below.

This appendix defines the physical encoding rules for each type, i.e. the permitted lengths of the parameter
field and the internal format used encode values. This appendix does not define the conversion of data
parameters into physical or engineering units or user messages.

When defining telecommand and telemetry packets only parameter types defined in this document shall be
allowed.

A 5.2 Encoding formats of parameter types

The parameter type defines the range of possible parameter values. A given parameter type can vary in
format and length. Each combination of parameter type and encoding format has an associated parameter
code, which defines the type and its physical encoding.

The parameter code shall be used whenever a definition of a parameter field is required. The parameter
codes shall be applicable to both telecommand and telemetry data.

The parameter code PC, is defined as follows:

Parameter Type Code (PTC) Parameter Format Code (PFC)
4 bits 4 bits

A 5.3 Parameter type definitions

A 5.3.1 Boolean

Parameter Type PTC PFC Length Value/Range
Boolean 1 0 1bit 0 = false, 1 = true
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A 5.3.2 Enumered Parameter

Enumerated parameters are parameters with distinct integer values only involved in logical operation (as
opposed to numeric operations). The values that such a parameter can take are discrete and un-ordered. An
error code is a typical example.

Parameter Type PTC PFC Length
Unsigned Integer 2 1 1 bits

2 2 2 bits
2 3 3 bits
2 4 4 bits
2 5 5 bits
2 6 6 bits
2 7 7 bits
2 8 8 bits
2 12 12 bits
2 0 16 bits

A 5.3.3 Unsigned Integer

Parameter Type PTC PFC Length Value/Range
Unsigned Integer 3 0 4 bits {0 .. 15}

3 1 5 bits {0 .. 31}
3 2 6 bits {0 .. 63}
3 3 7 bits {0 .. 127}
3 4 8 bits {0 .. 255}
3 5 9 bits {0 .. 511}
3 6 10 bits {0 .. 1023}
3 7 11 bits {0 .. 2047}
3 8 12 bits {0 .. 4095}
3 9 13 bits {0 .. 8191}
3 10 14 bits {0 .. 16383}
3 11 15 bits {0 .. 32767}
3 12 2 octets {0 .. 65536}
3 13 3 octets {0 .. 2exp24 - 1}
3 14 4 octets {0 .. 2exp32 - 1}
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A 5.3.4 Signed Integer

Parameter Type PTC PFC Length Value/Range
Signed Integer 4 0 4 bits {-8 .. 7}

4 1 5 bits {-16 .. 15}
4 2 6 bits {-32 .. 31}
4 3 7 bits {-64 .. 63}
4 4 8 bits {-128 .. 127}
4 5 9 bits {-256 .. 255}
4 6 10 bits {-512 .. 511}
4 7 11 bits {-1024 .. 1023}
4 8 12 bits {-2048 .. 2047}
4 9 13 bits {-4096 .. 4095}
4 10 14 bits {-8192 .. 8191}
4 11 15 bits {-16384 .. 16383}
4 12 2 octets {-32768 .. 32767}
4 13 3 octets {-2exp23 .. 2exp23 -1}
4 14 4 octets {-2exp31 .. 2exp31 -1}

A 5.3.5 Real

Parameter
Type

PTC PTF Length Sign Exponent Fraction

Real 5 1 4 octets bit 0 bit1 - bit 8 bit 9 - bit 31
5 2 4 octets N/A bit 24 - bit 31 bit 0 - bit 23

Two formats for real time shall be allowed:

PC(5,1): 32-bit single format according to ANSI/IEEE Std 754 - 1985
PC(5,2): 32-bit single format according to MIL-STD-1750-A

PC(5,1):

Sign and exponent shall be interpreted as unsigned integer and their values inserted in the formulas given
bellow to determine the value of the parameter.

Fraction is added to a binary 1 to generate the mantissa. To increase the precision of the real number the
first bit of the mantissa is assumed to be ’1’. This is possible since the mantissa should always be
normalised, i.e. the mantissa is left shifted and the exponent descremented until a ’1’ is found in the most
significant bit. The resulting range of the mantissa is (1.0000...)DEC  to (1.9999...)DEC
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To increase the range at the small end, fraction is added to a binary 0 as the binary fraction when the
exponent equals zero.

The following rules shall apply to the interpretation of type real:

Exponent Fraction Value
255 <>0 not a defined number
255 0 (-1)^(sign) * infinity

<> 255 , <> 0 any (-1)^(sign) * 2^(exponent-127) * (1.fraction)
0 <>0 (-1)^(sign) * 2^(-126) * (0.fraction)
0 0 0

Examples:

1/sign = 0
exponent = 127
fraction = 110 0000 0000 0000 0000 0000
value = - 10 * 2 (127-127) * (1.110 0000 0000 0000 0000 0000)BIN = 1.75DEC

2/sign = 0
exponent = 0
fraction = 110 0000 0000 0000 0000 0000
value = - 10 * 2 (0-126) * (0.110 0000 0000 0000 0000 0000)BIN = 2-126 * 0.75DEC

PC(5,2)
The fraction and the mantissa are to be interpreted as two’s complement numbers. The range is from ±1.5
* 10^-39  to ± 1.7 * 10^+38

A 5.3.6 Time

Parameter
Type

PTC PFC Length Coarse Fine Format

Time 9 0 var. N/A N/A CUC/CDS
9 5 6 octets 4 2 CUC

The format is CCSDS Unsegmented Time Code, CUC, as defined in AD A.7.1 without P-field.
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A 5.3.7 Relative Time

Parameter
Type

PTC PFC Length Coarse Fine Format

Relative
Time

10 5 6 octets 4 2 CUC

The format is CCSDS Unsegmented Time Code, CUC, as defined in AD A.7.1 without P-field.
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APPENDIX 6: TC AND TM TRANSFER FRAMES DESCRIPTION

A.6.1 TC TRANSFER FRAME

The Telecommand Transfer Frame Segment  Structure, which is shown in fig A6.1-1 consist of three major fields:
− The Frame Header with a fixed length of 5 octets
− The Frame Data field with a variable length. The length is measured in octets from a minimum of 1 octet

to a maximum of 249 octets.
− The Frame Error Control with a fixed length of 2 octets

Frame Header (5 octets) Frame Data Field
(var.) Frame

Version
Number

ByPass
Flag

Control
Command
Flag

Reserved
Field
A

Spacecraft
ID

Virtual
Channel
ID

Reserved
Field
B

Frame
Length

Frame
Sequence
Number

Segment
Header

Segment
Data
Field

Error
Control

2 bits 1 bit 1 bit  2 bits 10 bits 6 bits 2 bits 8 bits 8 bits 8 bits var 16 bits
2 octets 1 octet 1 octet 1 octet 1 octet max 248 octets 2 octet

Fig  A6.1-1 TC TRANSFER FRAME STRUCTURE

A.6.1.1 TC FRAME HEADER

The TC Frame Header consists of 5 octets (bit 0 --> bit 39) subdivided into:

− Version Number ( Bits 0,1)
The Version Number must be set to '00' Bin

− By Pass Flag (bit 2)
The ByPass Flag is used in combination with the Control Command Flag to select the type of Transfer
Frame and the required transfer service. The term "bypass" signifies that the sequence -control
mechanism i.e. the automatic request of retransmission (ARQ) procedure and the presence of a standard
return data report (CLCW) in the telemetry downlink, is not used (for major details see AD A.7.2).
• when the flag is set to '0' the Transfer Frame is said to be of type "A": the sequence control

mechanism is used
• when the flag is set to '1' the Transfer Frame is said to be of type "B": the sequence control

mechanism is not used

−− Control Command Flag (bit 3)
The Control Command Flag is used in combination with the ByPass Flag  to select the type of the
Transfer Frame and required transfer service.
• when the flag is set to '0' the Transfer Frame is said to be of type "D" ("Data Frame"): the frame

carries data units ( e.g. TC segment)
• when the flag is set to '1' the Transfer Frame is said to be of type "C" ("Control Frame"): the

frame carries Control Command. The Control Command is a protocol control instruction used to
configure the protocol machine at the receiver end.

The combined states of the ByPass Flag and Control Command Flag must be interpreted as follow:
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ByPass
Flag

Control
Command
Flag

Interpretation Description

0 0 'AD' Frame Used for all the normal spacecraft communication. It concerns
essentially TC Frame carry Data with the sequence control
mechanism used.

0 1 Illegal Combination
1 0 'BD' Frame Used for exceptional spacecraft communications. Typically these

frames are used for recovery in absence of telemetry downlink (i.e.
no CLCW) or during unexpected situations (such as telecommand
system lockout) requiring unimpaired access to the spacecraft data
management system. Using BD frames the sequence-control
mechanism is not used i.e. there is only one transmission for each
BD frame.

1 1 'BC' Frame Used to configure the 'AD' service protocol machine at the
receiving end. Nominally two control frames have to be sent prior
to the actual transfer of TC Segments by means of data frames
('AD')

− Reserved Field A (bits 4, 5)
These two bits must be set to '00' Bin

− Spacecraft Identifier (bit 6 --> bit 15)
This 10 bits field provides positive identification of the Spacecraft being commanded. Their bit
assignment is 'TBD".

− Virtual Channel Identifier (bit 16 --> bit 21)
This 6 bits field provides positive identification of the spacecraft telecommand channel. This field is set
to:
- '000000' Bin for Command Decoder A
- '000111' Bin  for Command Decoder B

− Reserved Field B (bits 22, 23)
These two bits must be set to '00' Bin

− Frame Length ( Bit 24 --> Bit 31)
The frame length is an 8 bit field that specifies the number of octets contained within the entire TC
Transfer Frame. The number is a binary value 'C' expressed as follows:

C = [(total number of octets) -1]

The maximum number of octets in a TC Transfer Frame is 256 and the minimum number is 8 octets
(corresponding to 1 octet of Frame Data Field)

− Frame Sequence Number (bit 32 --> bit 39)
The Frame Sequence Number is 8 bits field set to different value depending on the type of Transfer
Frame:
• for type 'AD' the 8 bits field is a upcounting binary number assigned to each AD Transfer Frame
• for type 'BC' and 'BD' the 8 bits field must be set to 'all zeros'
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A. 6.1.2 FRAME DATA FIELD

The Frame Data field has a different length depending on the Segment Data Field ( i.e. on the TC Source Packet
length).
The maximum length is 249 octets.
The Frame Data Field is sub-divided into:

− Segment Header (bit 0 --> bit 7)
The Segment Header structure is depicted in fig A.6.1.2-1.

 MAP Identifier

Sequence Flag Control Flag Actual MAP Address

1 bit 5 bits
 2 bits 6 bits

Fig.  A.6.1.2-1 Segment Header

• Sequence Flag (bits 0,1)
The Sequence Flag field is set to ‘11’Bin  this means that the TC Sequence Data Field contain an
entire TC Source Packet

• Control Flag (bit 2)
This bit indicates:
- when set to ‘0’the next 5 bits of the MAP Identifier indicate one of the User Data connection
- when set to ‘1’the next 5 bits of the MAP Identifier indicate one of the Control Data
connection.

• Actual MAP Address (bit 3 --> bit 7)
This field can assume the following values:
- ‘00000’ Bin   MAP -0 CPDU of Command Decoder A or Command Decoder B
- ‘00001’ Bin   MAP -1 CTU core A
- ‘00010’ Bin   MAP -2 CTU core B

− Segment Data Field (bit 8 --> var.)
The segment Data Field may vary from 0 to 248 octets maximum. The Segment Data Field contains a TC
Source Packet, described in section 2 of this document, or may not be present (zero octets length) when
Segment is used to contain control information only.

A. 6.1.3 FRAME ERROR CONTROL FIELD

The Frame Error Control Field is a mandatory 16 bits field that occupies the two trailing octets of the TC Transfer
Frame.
The purpose of this field is to provide a capability for detecting errors that may have been introduced into the
frame by the lower layer during the transmission process and may have remained undetected. Mode details are
provided in AD A.7.2.
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A.6.2 TM TRANSFER FRAME

The Telemetry Transfer Frame is the basic entity used to downlink the Telemetry Data collected on board from
different sources to the Ground station.
The on board unit that is in charge to generate and transfer to Ground the Transfer Frame is the CDMU.

Each Telemetry Transfer Frame contains two TM Source Packets which structure is described in section 3 of this
document .
The TM Source Packets within a single Transfer Frame belong to a unique Virtual Channel (VC0 or VC7).

The Telemetry Transfer Frame (Channel Access Data Unit layout) which is shown in fig. A. 6.2-1, consists of five
major fields:

- the Transfer Frame Attached Synchonization Marker with a fixed length of 4 octets
- the Transfer Frame Primary Header with a fixed length of 6 octets
- the Transfer Frame Data Field with a fixed length of 880 octets ( two TM Source Packets)
- the Transfer Frame Trailer with a fixed length of 6 octets
- the Reed-Solomon Check Symbols with a fixed length of 128 octets.

A6.2.1 TRANSFER FRAME ATTACHED SYNCRONIZATION MARKER

The first 32 bits of the Transfer Frame consist of the following fixed standard synchronization code (bit 0 is the
most left justified character):

1 A C F F C 1 D Hexadecimal

A 6.2.2 TRANSFER FRAME PRIMARY HEADER

The Transfer Frame Primary Header consists of 48 bits subdivided into four fields:

- Frame Identification ( bit 0 --> bit 15):
The Frame Identification is subdivided into:
• Version Number ( bits 0,1)

The Version Number is a 2 bits field.
The Version Number of each Transfer Frame is always assigned to ‘00’Bin

• Spacecraft Identifier ( bit 2 --> bit 11)
The Spacecraft Identifier is a 10 bit field. The Spacecraft Identifier provides positive identification of
the spacecraft itself.
Their bit assignment is ‘0001111001’ bin.

• Virtual Channel Identifier (Bit 12--> bit 14):
The Virtual Channel Identifier is a 3 bit field. The Virtual Channels identifier enables up to eight
Virtual Channels to be run currently by a particular spacecraft on a particular physical data channel.
The setting of these bits on INTEGRAL is defined below:
- ‘000’ Virtual Channel 0 for the transmission of the HK Telemetry, On_Request Telemetry, STSP
and Idle TMSP’s
- ‘111’ Virtual Channel 7 for the transmission of Instrument Science and ancillary data, and Idle
Transfer  Frame
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Attached
Sync

Marker

TRANSFER FRAME Reed-
Solomon
Check
Symbol

Transfer Frame Primary Header Transfer Frame Data
Field

Transfer Frame
Trailer

Frame Identification Master
Channel
Frame
Count

Virtual
Channel
Frame
Count

Frame Data Field Status TMSP# 1 TMSP#2 Operat.
Control
Field

Frame
Error

Control
Word

Version
Number

S/C ID Virtual
Channel

ID

Oper.
Control
Field
flag

Sec.
Header

Flag

Synch
Flag

Packet
Order
Flag

Segment
Length

ID

First
Header
Pointer

2 bits 10 bits 3 bits 1 bit 8 bits 8 bits 1 bit 1 bit 1 bit 2 bits 11 bits 1024 bits

2 octets 1 octet 1 octet  2 octets 440 octets 440 octets 4 octets 2 octets
4 octets 6 octets 880 octets 6 octets 128 octets

Fig. 6.2-1 TRANSFER FRAME STRUCTURE ( CADU LAYOUT)
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• Operational Control Field Flag (Bit 15):
The Operational Control Field Flag is 1 bit field. The Operational Control Field Flag signals the
presence ( Bit 15 = 1) or the absence ( Bit 15 = 0)  of the 32 bit Operational Control Field within the
Transfer Frame Trailer.
 This bit is set to ‘1’.

- Master Channel Frame Count (bit 16 --> bit 23) :
The Master Channel Frame Count  is a 8 bit field. The Master Channel Frame Count provides a 8 bit
sequential count ( modulo 256) of each Transfer Frame generated by the spacecraft on a given physical
data channel. The counter must be left free-running, i.e. it shall not be short-cycled

- Virtual Channel Frame Count (bit 17 --> bit 31) :
The Virtual Channel Frame Count  is a 8 bit field. The Virtual Channel Frame Count provides
individually accountability for each Virtual Channels. The 8 bit field represents a sequential count (
modulo 256) of frame assigned to each of the Virtual Channels. The counter must be left free-running,
i.e. it shall not be short-cycled.

- Frame Data Field Status ( bit 32 --> Bit 47):
The Frame Data Field Status is a 16 bit field that provides control information to enable Telemetry
Source Packets to be extracted from the Transfer Frame Data Field. The Frame Data Field Status is
subdivided into five subfields:
• Secondary Header Flag (Bit 32):

The Secondary Header Flag is 1 bit field.
The Secondary Header Flag is set to ‘0’Bin i.e. not implemented.

• Synchronization Flag (Bit 33):
The Synchronization Flag is 1 bit field. The synchronization status of the Source Packet Data which
are inserted into the Transfer Frame Data Field is indicated by setting the Synchronization Flag as
following:
- Bit 33 = 0 Source Packets are synchronously inserted
- Bit 33 = 1 Source Packets are asynchronously inserted.
The Normal Mode of inserting the octets making up the Packet into the Frame Data Field is to
synchronously place them on the frame octets boundaries, one after the other.
However, Packet aren’t allowed to “spill over” into the next frame. The location of the first Packet
Header in a particular frame is specified by the First Header Pointer Field.
This bit is always set to ‘0’.

• Packet Order Flag (Bit 34):
During real - time transmission of information from the spacecraft sources to the ground on a given
Virtual Channel, the order to the Telemetry Packets inserted within the Frame Data Filed as they
appears to the ground process is “forward” justified ( i.e. they appears with their most-significant bit
transmitted first, and with their sequence counters incrementing in an increasing order). The Packet
Order Flag is used to indicate certain conditions where the order of the sequence counters within the
Packet may be reserved.
The order in which the Telemetry Packets are synchronously inserted ( Bit 33 = 0) within the Frame
Data Field is indicated by setting the Packet Order Flag  as follow:
- Bit 34 =  0  Packet Sequence Count order is forward
- Bit 34 = 1  Packet Sequence Count order is reserved ( this configuration is not used on INTEGRAL)

• Segment Length Identifier ( Bits 35,36):
The Segment Length Identifier is a 2 bit field. The Segment Length Identifier identifies the selected
maximum data field length of the standard Telemetry Packets being inserted in the Virtual Channel
which is formed by the frame. The content of the field is always set to :
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 ‘01’= 512 octet maximum data field

• First Header Pointer ( Bit 37 --> Bit 47):
The First Header Pointer is a 11 bit field. The First Header Pointer contains a binary value which
specifies the number of the octet within the Frame Data Field that contains the first octet of the first
packets header structure of that frame. For INTEGRAL this field is set to:
- ‘00000000000’Bin to indicate that the TM Packet Header begins at the first bit of the Frame Data

Field
- ‘11111111110’Bin to indicate an Idle Transfer Frame. The Idle Transfer Frame is generated when no

Transfer Frames are ready for the transmission , in order to guarantee continuity of the telemetry
stream to Ground. The Idle Transfer Frame is transmitted as part of Virtual Channel 7 and the
content of the Frame Data Field is meaningless.

A 6.2.3 TRANSFER FRAME DATA FIELD

The Transfer Frame Data field  is a 880 octets field. Basing on the Transfer Frame data field content, two
categories of Transfer Frame are identified:
• Engineering Transfer Frame

The Engineering Transfer Frame is composed of two Engineering Source Packets (described from section 3.2
to section 3.6 of this document). They content all the telemetry data that are telemetered on Ground for
Satellite operation and status check purpose. They are transmitted through VC0.

• Scientific Transfer Frame
The Scientific Transfer Frame is composed of two Science Source Packets. They are generated by each Science
Instrument and contain only scientific data. They are transmitted through VC7

A 6.2.4 TRANSFER FRAME TRAILER

The Transfer Frame Trailer consists of 48 bits subdivided into two fields:

- Operational Control Field ( Bit 0 --> Bit 31):
The Operational Control Field is a 32 bit field. The Operational Control Field contains a Command Link
Control Word (CLCW), which permits standard real- time reporting of telecommand data-link error
detection on board the spacecraft, for the purpose of implementing automated retransmission operations.
The CLCW from the Command Decoder A will be transmitted in each TM Transfer Frame with an even
Master Channel Frame Count
The CLCW from the Command Decoder B will be transmitted in each TM Transfer Frame with an odd
Master Channel Frame Count

- Frame Error Control Word (Bit 32 --> Bit 47):
The Frame Error Control Word is a 16 bit field. The Frame Error Control Word permits detection of
errors which may have occurred within the frame

More details are provided in AD A.7.1

A 6.2.5 READ SOLOMON CHECK SYMBOL

The Reed-Solomon Check Symbols with a fixed length of 1024 bits, is added by the CDMU in order to allow a
Ground Check on the correctness of the received formatted Transfer Frame.
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APPENDIX 7: APPLICABLE DOCUMENTS

The following documents, at the last available issue, have been applied as part of this document to extent
herein specified. In case of conflict this document is considered superseding.

A 7.1 ESA Packet Telemetry Standard       PSS-04-106

A 7.2 ESA Packet Telecommand Standard  PSS-04-107


